MunuctepcTBo 00pazoBanus Pecryb6imku benapych
yapekaeHne o0pa3oBaHus
«benopycckuii rocynapcTBEHHBIN YHHBEPCUTET HHPOPMATHKH
1 PaIO3IIEKTPOHUKI

TEXHONOIN'u NEPEQA4YN U
OBPABOTKA NHPOPMALIUA

TECHNOLOGIES OF INFORMATION
TRANSMISSION AND PROCESSING

MATEPWANbI MEXXKOYHAPOOHOIO HAYYHO-TEXHUYECKOIO CEMUHAPA
(MuHck, anpenb 2024 r.)

Munck, 2024



Y JIK 654.1:004.056.5
bbK 32.88+32.971.35-5
T38

Hayunsiil mporpaMMHbBIN KOMHUTET:

B. IO. lisetkos, H. U. Jlucronan, b. B. Hukynsmun, U. C. A3zapos, B. A. Buninsikos,
C. A. 3onotoii, A. A. ITumomiko, C. H. Kacanun, FO. B. bpyras,
O. Ix. M. Anp-®ypaiimxu, B. K. Kononensko, B. B. Mypasbes, /. A. Cukopckuii

Texnonorum mepenaun u o0Opaborkn wHpopmanmu = Technologies of
T38 Information Transmission and Processing : maTepuansl MexmyHapomIHOTO
Hay4YHO-TeXHUYEeCcKoro cemuHapa (MuHck, anpens 2024 r.). — Munck : BI'YUP,
2024. - 115c.
ISBN 978-985-543-768-1.

COOpHHK CONEPKUT CTaTbh, TEMAaTHKa KOTOPBIX ITOCBAIIEHA HAYYHO-TEOPETHUYSCKHM
pazpaboTkaM B 00JacTH ceTel TeleKOMMYHHUKaui, WH(OPMAIMOHHON 0€30MacHOCTH,
TEXHOJIOTH Mepeiauu U 00padoTKu HHPOPMAITUH.

[MpeanasHavueH [ HAYYHBIX COTPYIHHUKOB B 00JacTH WHQOKOMMYHHKALUH,
IpernoaBaresneii, acupaHnToOB, MAaTUCTPAHTOB U CTYJCHTOB TEXHUYECKHUX BY30B.

Hayunoe uzoanue

Koppexrop B.B. Yenuxosa
OTtBeTcTBeHHBIH 32 BbllycK B.fO. [[eemkog
KomnbrotepHslit au3aiin u Bepetka E.1. Maketiuux

[Toanucano B nmeuats 29.05.2024. ®opmat 60x84 '&. bBymara odcernas. I'apautypa «Taiimey.
Otnevarano Ha pusorpade. Yo ned. 1. 13,72, Va.-u3z. 1. 13,0. Tupax 50 sk3. 3aka3 76.

W3natens u nonurpadguyeckoe UCIOIHEHHE: YUPEKACHUE 00pa30BaHus
«bemopycckuii rocy1apCTBEHHBIN YHUBEPCUTET HHOOPMATHKHU U PATAOIIEKTPOHUKI
CBHAETENBCTBO O FOCYAAPCTBEHHON PETUCTPALIMK U3AATENs, U3TOTOBUTES,
pacrnpocTpaHuTes neyaTHubix usganuii Nel/238ot 24.03.2014,

Ne2/113 ot 07.04.2014, Ne3/615 ot 07.04.2014.

V. I1. BpoBku, 6, 220013, r. MuHCK,

ISBN 978-985-543-768-1 © YO «benopycckuii rocy1apCTBEHHBII YHUBEPCUTET
MH(OPMATHKY H PaINO3IEKTPOHUKIY, 2024



COJEPKXAHUE

MLIO. JloBeuknii, U.U. JleBonenko, E.I'. Makeiiunk, B.FO. [{BeTkoB, B.A. Jlanuukas, C.A. Unxuk
B3sgemennoe crnoxenne ACM-u300pakeHHI Ha OCHOBE JIOKATbHOIN KOPPEIAILUY C YIETOM Pa3MEPOB HX

(013 = o 1<) % GO

V.V. Kizimenka, S.A. Karaneuski, N.M. Naumovich

Numerical modeling of multibeam microstrip antenna arrays for telecommunication systems using the integral
LT 18 E= U o] 0 011 1 T o SRS

N. Ysmus, L. o, L. Ma, C.X. K3ub, C.B. JIurBunos, M.U. 3opsko, B.1O. [IBeTkoB

HByXCQHCOpHa}I II0CaI0YHAast CUCTEMA TSHKEJIOro OCCIHIIOTHOTO JIETATEIBHOTO arrapara BEPTOJIETHOTO THIIA ....

J.B. llonkparos, A.B. lllnnos, A.b. Corcknii, M.M. Ha3apos

HpOHyCKaHI/IC KOAKCHAJIBHOTO JUBJICKTPUICCKOTO BOITHOBOA +.vuivuiuaninisiunsststsisas st tssssasasansnsansass

E.B. loBryiesuy, B.C. Hlyka, O.I'. HleBuyk

HpOIpaMMHOC CpC€ACTBO NOMIAroBOro aHajin3a aJITOPUTMOB IMMOUCKA U COPTUPOBKU JAHHBIX .....vuvuvuiiiniiiiinanaans

A.Jl. Po6aueBckuii, JI.A. Cuxkopcknii, C.A. Mockaiés, B.B. Yenukosa, B.1O. I{BeTkoB

TonoBoe npeoOpazoBaHue HHPPAKPACHBIX U300paKECHUI HA OCHOBE MIOPOTOBOM 00PaOOTKU TUCTOTPAMMEI ...

A.A. Ilo3nsk, K.I'. Toxeiixo, T.B. Ilonysin

MopenupoBanue ceTd MANET B CUMYIATOPE NS-3.....ciiiiiiiiiiiiee e

N.II. Koosik
CuHTEe3 MOMEXO03aNNIICHHBIX KaHAJIOB CBSA3H Ha OCHOBE MU(PEepeHINaIbHBIX U HHTETPAThHBIX

IpeoOpa30BaHUN B CTPYKTYPE BOJOPOTOTIOMOOHBIX ATOMOB ....viuvisvisiaseesieiesssssessessessesssesaesssssessssssssssssesassnesnesns

B.B. Pa6ueBuu, B.IO. IIBeTkoB

O1eHKa TOYHOCTH TPaIUEHTHOI BOIHOBOH cerMEHTAITMA ACM-H300PAKEHTM ......ovveveeriieiiniesie e

C.H. Ilerpos, B.H. PomanoBu4, A.A. CepraHoBckuii

AHanu3 coOBITHI HHPOPMALIMOHHOM 0€30MACHOCTH C UCTOIb30BaHUEM SSH-xaHUmoTa COWTIC ...ovvvvveiieeies

P. Zeng, Y. Wang, Z.J. Wei, V.Yu. Tsvetkov

Image compression method based on wavelet tranSform............cooiiiiiiiii

Liu Yu

Resource allocation scheme based on gray wolf optimization algorithm in mobile edge computing..................

Hao Li

Estimation of downsampling influence on accelerometer signal quality ...........cccooeviveii e,

Chen Yiming

Methods of extract features from image in visual simultaneous localization and Mmapping .........cccccveeeevveriieninns

Qicheng Guo

Implementation principle of MONOCUIAr FANGING.........coiviiiiii e

C.H. Ilerpos, C.A. lllaBiaoBckuii, A.O. PoxyaeBuu
CpaBHenue 3(QpEeKTUBHOCTH aIrOpUTMOB KiaccuHuKanuy 1iisi oOHapykeHust npuzHakoB DDoS-aTak

Lol IS 10 N 2 (< N o ) J

Hao Li

Analysis of human gait balance based on plantar PreSSUre SENSOIS .......cvevereieriereeeeie e sesesee e seeee e seeseeseens

Zhao Yi’an

Crimp wheel extraction of iris images during iris diagNOSiS ........c.ciivriiierieriere e

Wei ZiJian, Zeng Peng, Wang Ying

BATMAN-ADV an energy-efficient wireless routing protocol for dynamic AD hoc networks ..............c.c.......

HN.B. TumomkeBu4, K.A. IlonrraBuen

Texnonorust unTepHeTa Bemei B KU3HHU U B XKKX ...oiiiiiiii e

Yalu Gao

Application of blockchain in electronic healthCare reCord............oviiiriieniiii s

He Tao

Grad-Cam visualization model for lung disease diagnOSis .........cccoreiiereiieneiie e

11

14

20

23

30

36

44

50

54

58

63

68

75

78

83

86

92

96

100

106

109



CONTENTS

M.Yu. Lavetski, I.1. Liavonenka, E.G. Makeichik, V.Yu. Tsviatkou, V.A. Lapitskaya, S.A. Chizhik
Weighted composition of AFM images based on local correlation with account the sizes of their areas..........
V.V. Kizimenka, S.A. Karaneuski, N.M. Naumovich

Numerical modeling of multibeam microstrip antenna arrays for telecommunication systems using the
integral equation METNOM. .........ciiiii bbbttt b e sb e ebenne e
Y.M. Chen, Z. Go, J. Ma, X.H. Ren, S.V. Litvinov, M.l. Zorko, V.Yu. Tsviatkou

Dual-sensory landing system for heavy helicopter-type unmanned aircraft...........cccccoveveiiinninnincveicceienns
D.V. Ponkratov, A.V. Shilov, A.B. Sotsky, M.M. Nazarov

Transmission of a coaxial dieleCtric WaVEGUITE ........c.ccveveiiieie e
E.V. Dovgulevich, V.S. ShUKa, O.G. Shevchuk

Software for step-by-step analysis of data search and sorting algorithms ............ccoceveiiiii i
A.D. Robachevsky, D.A. Sikorsky, S.A. Moskalev, V.V. Chepikova, V.Yu. Tsviatkou

Tone transformation of infrared images based on histogram thresholding ............ccccooveiiiniiincicee
A.A Pazniak, K. G. Taleika, T.V. Paluyan

Simulation of the MANET network in the NS-3 SIMUILOL .........ccccviiiiiiiiisi e
1.P. Kobyak

Synthesis of noise-resistant communication channels with using differential and integral transformation of
Yo [T T=T o 1 IR 1 0] TSP
V. V. Rabtsevich, V. Yu. Tsviatkou

Assessment of the accuracy of gradient wave segmentation of AFM-IimMages........ccccovvevvereeiesieesceesecse e
S.N Petrov, V.N. Romanovich, A.A. Serganovsky

Analysis of information security events using Cowrie SSH honeypot ..o
P. Zeng, Y. Wang, Z.J. Wei, V.Yu. Tsvetkov

Image compression method based on wavelet tranSform..........c.cooeoiiriiinc e
Liu Yu

Resource allocation scheme based on gray wolf optimization algorithm in mobile edge computing................
Hao Li

Estimation of downsampling influence on accelerometer signal quUAlity ...........ccocevveriiiiniinice
Chen Yiming

Methods of extract features from image in visual simultaneous localization and mapping.........ccccccevvvevveneene.
Qicheng Guo

Implementation principle of MONOCUIAr FANGING........ccoii i
S.N Petrov, S.A. Shavlovsky, A.O. Rodulevich

Comparison of the effectiveness of classification algorithms for detecting signs of DDoS attacks by 10T

00 1T SRS
Hao Li

Analysis of human gait balance based on plantar PreSSUIE SENSOTS .........cvreiierieirerieiee e
Zhao Yi’an

Crimp wheel extraction of iris images during iriS diagNOSIS..........cccurueiiireiriiee e
Wei ZiJian, Zeng Peng, Wang Ying

BATMAN-ADV an energy-efficient wireless routing protocol for dynamic AD hoc networks........................
1.V. Tsimashkevich, K.A. Poltavtsev

Internet of things technology in life and in housing and communal SErVICES ..........cevvvevieeiieiievie e,
Yalu Gao

Application of blockchain in electronic healthcare reCord...........oocovieiieii i
He Tao

Grad-Cam visualization model for lung disease diagnOSis .........coverieiiireinieie e



TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU

VIIK 621.391

B3BEIIEHHOE CJIOXKEHHUE ACM-U30BPAKEHUI HA OCHOBE .
JIOKAJIBHOU KOPPEJIAAIUU C YHETOM PASMEPOB UX OBJIACTEU

M.IO. JIOBELIKUIA'?, .W. IEBOHEHKO? E.I'. MAKENUYMK? B.IO. LIBETKOB?,
B.A. JIATIULIKAS, C.A. UMDKUK?

1 — Uncmumym menno- u maccoobmena umenu A.B.JIvikosa HAH Benapycu, Pecnybauxa benapyce
2 — Benopycckuii cocyoapcmeentsitl yrusepcumem uHgopmamuxu u paouosiekmponuxu, Pecnyoauxa Berapyco

Hocmynuna 6 peoakyuro 20 mapma 2024

AHHoTanusi. PaccmarpuBaeTcsi 3amada OINpPEAETICHUS 3HAYCHUS BECOBOTO MHOXKHTENS I
B3BEIICHHOTO CIIOXKCHUSI KOMITIOHEHTHBIX H300pakKeHHMH [BYX KaHaJOB aTOMHOTO CHJIOBOTO
mukpockorna (ACM), oOecreunBaroOmIero IOBBHIIICHHE KadecTBa KoMmOmHHMpoBaHHOTO ACM-
M300paKeHHNs, OLICHUBAEMOT'O C ITOMOIIBIO JOKAJIBHON KOPPEIAMOHHON METPHKH B KBaJPaTHOM
OKHE, pa3Mep KOTOPOTro COINIacOBaH ¢ Mpeo0IafaloMy pa3MepaMu osiacTell Ha KOMIIOHEHTHBIX
ACM-u300pakeHusX.

Kniouegvie crosa: atomHas CcuiIOBas MHKPOCKOIMS, OIEHKAa KayecTBa KOMOMHHPOBAaHUS
HU300paKeHU, KOPPENALHUA H300pAKCHUH, B3BEIIICHHOE CIIOKCHHUE H300paKCHHUI.

BBeaenne

AtoMHO-cunoBasi Mukpockomuss (ACM) TNOBEpXHOCTH MaTepuana HCIOIb3yeT HECKOJIBKO
MapauIeIbHBIX CUHXPOHU3UPOBAHHBIX M3MEPUTEIbHBIX KAaHAIOB JUII U3MEPEHHUS BBICOTHI, BI3KOCTH U
JKECTKOCTH TOBepXxHOcTH. llomydaemble B 3THUX KaHanax 3HAUYEHUS MNEPEHOCATCS B ABYXMEPHBIC
MaTpHIIBl YHCell, MpeCcTaBiseMble MHOTOKaHATBHBIMH ACM-u3o0paxeHusMu. SIpKocTH MHKcenel
KaXJIoro ojHoKaHainbHOr0o ACM-M300pakeHUs] OTPaKalOT 3HAYEHHUs] H3MepsAeMoil (Qu3muecKoi
BEJIMYMHBI B COOTBETCTBYIOIIMX TOYKaX MOBEpXHOCTH. st 3¢ (EeKTUBHOTO BHU3YaJbHOTO aHAIN3a
MHOTOKaHaIbHBIX ACM-u300pakeHnii MOXHO cQopMupoBaTh onHO KoMOMHuUpoBaHHOe ACM-
n3o0paxxeHHe Ha OCHOBe B3BemleHHOW cyMMbl ACM-u300pakeHWH OTHENbHBIX  KaHAJIOB
(xomrnoHeHTHBIX ACM-u300pakeHMil), YTO 3HAYUTEIILHO INPOINE IPYTUX H3BECTHBIX METOJIOB,
Hanpumep [1, 2]. B nanHoit pabote paccmarpuBaroTcsi komOuHupoBanue AByx ACM-nu300paxeHHit.

C y4eToM OrpaHU4EeHHOTO TMHAMUYECKOTO Jrana3oHa KoMOMHUpoBaHHOTO ACM-n300paskeHus
JUIS TIOBBIIIGHUS €r0 KadyecTBa HEOOXOJMMO OOECIeYHTh MUHHMMANbHBIE HCKaXEHUs Haubolee
3HaYMMBIX JleTajieil KOMITOHEHTHbIX ACM-1300pakeHui py UX B3BEIIEHHOM CIIOKEeHUH. JlJ1s orleHKH
kagectBa ACM-n300pakeHrH, OTIMYAIOIIUXCS CYLIECTBEHHBIMH JIOKAJbHBIMH HEOJHOPOAHOCTSIMHU
pachperneneHus SIPKOCTH, TPEICTaBIIeT WHTEPEC METPHKAa Ha OCHOBE JIOKaJbHOW Koppeisimu [3],
YUUTHIBAIOIIASl BKJIQJ KaXIOro M3 KOMIOHEHTHbIX ACM-u300paxeHuil B pe3yJbTHpYIOLIEe
koMOuHupoBaHHOe ~ACM-u300pakeHHE U KOPPEIALMIO MEXKIY KOMIOHEHTHbIMH ACM-
n300pakeHusIMA. JIoKabHAs KOPPEJAIHS, B OTIHYKE OT JAPYTMX M3BECTHBIX METPHUK KauecTBa [4—7],
crienuagbHO opueHTHpoBaHa Ha ACM-m3o0pakeHMsI W oOecmeumBaeT 0ojiee BBICOKYI0 TOYHOCTH
OLIEHKHM KadecTBa KOMOMHMpoBaHUA ACM-1300pakeHHi 110 CPaBHEHUIO C IIOOANBHON KOppeIsHeH,
HO €€ 3HaYCHUsI CYIIECTBEHHO 3aBUCAT OT pa3Mepa okHa aHaim3a. B [3] mwis onpenenenus pazmepa okHa
BBIYUCIICHHS JIOKAJIbHON KOPPEJSIIIMOHHOW METPUKH HCIONB3YyeTcs mepebop B MIMPOKOM JHaIia3oHe
BO3MOXKHBIX Pa3MEPOB JieTalieil KOMIOHEHTHBIX ACM-u300pakeHHi, YTO IPUBOAUT K KpaliHe HU3KOH
CKOpPOCTH 00pabOTKH.

Lenbto paboTHI SIBISICTCS TOBBIIIEHUE CKOPOCTH OMPE/ICICHUsT pa3Mepa OKHA JJISl BEIYUCIICHUS
JIOKaJbHOM KOPPENSIIUOHHON METPUKH, HCIIONB3YyeMOW AJIsi OLEHKH KauecTBa KOMOWHHPOBAaHHBIX
ACM-n300paskeHHH.



®opmupoBanne KOMOMHUPOBaHHBIX ACM-u300pakeHuit

IIpenmonarass He3aBUCUMOCTh J(PGEKTHBHOCTH METOMOB OOBEAMHEHUS W300paKeHUH W
TOYHOCTH MOKa3aTenei kadectBa ACM-u300pakeHUH BBIOEpPEM IMPOCTEUITHN METOHA B3BEIICHHOTO
cnoxxenus (puc. 1) st popmupoBanus KoMOMHUPOBaHHBIX ACM-n3o0paxkennii. CorinacHo TaHHOMY

METORY 3HAUEHUS MHUKCeNeH Mc ( Y, X) KOMOWHHPOBaHHOT'O ACM-u306paxenus

M =||mc(y,X)|| | BBIYUCIISIIOTCS. Ha OCHOBe 3HadeHWi mukceneir ACM-m3o0paxeHuit

(y=0.Y=1,x=0,X-1

M, = ||m1(y, X)” ) mepBoro i M, = ||m2(y, X)” BTOPOTO HM3MEPHTEIBHBIX

(y=0.Y-1,x=0,X-1 (y=0,Y-1,x=0,x-1)

KaHaJIOB aTOMHOT'O CUJIOBOT'O MUKPOCKOTIA C TIOMOILBIO BBIPAKEHUS

me (y, X)=[kmy (y,x)+(1-k)m;(y,x)] (1)
mpu y=0,Y -1, x=0,X -1,

rae K — xosddurment, onpenensomuii BKIa 3HaAYEHUH MTHKCEIed KaKaoro KoMmmoHenTaoro ACM-

nzobpaxkeanss M; mw M, B 3HadeHms nmkceneld xomOmHHpoBaHHOTO ACM-m3o0paxenns M,
O0<k<1;Y, X—pa3mepsl (B MUKCEISIX) KOMIOHEHTHBIX U KOMOUHHPOBaHHOTO ACM-u300pakeHuit o

BEPTUKAIN U TOPU30HTAIIH; [ ] — omnepanus OKpyIJIEHHs 3HAUEHUH MUKCeNe 10 OnmKaliiero 1esoro.

JIuHeliHan
HOPMAIH3ALHA

OxpyriaeHHe 10
DInEAiIero Henoro

JInueAHas
HOpPMAaTH3ATHA

M2 ————————

Y
i

Puc. 1. Cxema ¢opmupoBanust KoMOMHHPOBaHHOTO ACM-H300pa)keHMsI HA OCHOBE B3BEIIICHHOTO CIIOKCHUSI
KOMIOHEHTHBIX ACM-u300paxeHuit

Memnbine 3Ha4deHust kodhduimenta K Ha puc. 1 COOTBETCTBYIOT MEHbIIICH OTHOCUTEIBHON 10K
3HaueHu koMmoHeHTHOro ACM-m3o00paxenus M; B komOuanpoBanHOM ACM-n3o0paxennn M ¢ 1o
CpaBHEHHIO ¢ KOMIIOHEeHTHbIM ACM-n3o0paxenrem M ,. Boibop 3nadenus K, B obmiem ciydae TpeOyer

niepebopa BceX BO3MOXKHBIX 3HAUEHHWH JJIS Pa3IMYHBIX Pa3MepPOB P OKOH JIOKATHLHOTO KOPPEISIIOHHOTO
aHAJIM3a.

Onenka kayecTBa KoMOuHNpoBanusa ACM-u3o0paxeHnil Ha 0OCHOBe KO3 pHuuHneHTa
JIOKAJIBHOI KOppeasiuuu

[loBpIllIeHWE TOYHOCTH KOPPESAIMOHHOW OIEHKHM KadecTBa KoMOuHHpoBanms ACM-
M300paKeHUH JIOCTHTaeTcs 3a CYeT ydeTa JIOKaJbHBIX OCOOCHHOCTEW pacIpe/leieHni 3HadYeHUi
MUKCEIed B KOMIIOHEHTHBIX M KoMOmHHMpoBaHHOM ACM-u3obpaxenusx. [ms atoro wmcmomb3yercs

koddurment 1, (A, B) nokanbHoi koppemsiunn 1Byx ACM-n3obpaxenuii A= ||a(y, X)"(FW_1 o)

n B —||b y X || D ) BLI‘II/ICJ'I}ICMBII/I C IIOMOIIBKO BLIpa)KCHI/ISI
Y-1X-1
D> |aly, x)—a, (y, x, p)|[b(y,X) —b_ (¥, X, p)|
rL(AB, p) = =22 —— , )

(aly, x)—a_(y,x, p))" D> (b(y,x) =b_(y,x, p))’

y=0 x =0 x=0

I
o
<



raea, (Y,X, p),b_ (Y, X, p) — cpeanue 3HaueHus ApKOCTEl MuKcenen n3odpaxenuii A u B B okpecTHOCTH

1 &E . .
nukcenst ¢ koopauHatamu (Y,X) pasmepoM px p mukcened, a, (Y,X, p) :_zz a(y+ j,x+1i),
P” =i

b (¥, %, p)=éiib(y+ jox+i).

=0 i=0

Jns oneHkn kadectBa KoMOmMHHMpoBaHHI ACM-N300paXeHHN C y4eTOM KOPPEISIIAHA MEeXTy
KOMOMHHUPOBaHHBIM ACM-H300paKeHHEM M KaXKIbIM U3 ABYX KOMIOHEHTHBIX ACM-nu300paxeHuid, a
TaKXKe MeX 1y KoMIoHeHTHRIMU ACM-n3o0pakeHusMu B [3] mpemiokeHa ToKaIbHas KOPPEIAIHOHHAS

MCTpHUKa DL (k) , BBIMUCIIICMas C TIOMOIIBIO BbIPAKCHUA (qu 6OJ'IBHIC €€ 3HAaUYCHUC, TCM nyqule)
D, (k)= r (Mg, M,,K)+1, (Mg, M, k)
(k)= .
R (Mc, M, K) =1 (M, M, K)[.(M,,M,,0,5)

JlokampHasi KOppeJSIIIMOHHAS ~METpHKa D,_(k) MO3BOJISIET  ONpEACnTh 3HaueHue K,

3)

obecrieunBaroniee Jydillee COOTHOUICGHHWE BKJIAJOB KOMIOHEHTHBIX ACM-u3o0paxkeHuii B
koMOuHIpoBaHHOEe ACM-HM300pakeHNe N0 CPAaBHEHHUIO C INT00ANLHON KOPPEISIUOHHON METPUKOH.

BrbicTpoe onpenenenune pa3Mepa OKHa JJisl BBIYMCJICHHUS JTOKAIbHOH KOPPeJISIIUOHHOI MeTPUKHU

Jlns ObICTPOTO OMpeesicHus pa3Mepa P OKHA BbiUMcIeHus 3HadeHus Di(p,k) moxampHOM
KOPPETSILIMOHHOW METPUKHA TMpPH OIEHKE KadecTBa KOMOMHUpPOBaHHBIX ACM-uzo0paxkeHuit
npeaaraeTcs YYWTBHIBaTh IMPeoOiagaroliue pa3sMepbl CETMEHTOB, BBIACIAEMBIX Ha KOMIIOHEHTHBIX
ACM-u300pakeHUSAX C TIOMOIIBIO MTAPAIIENIFHOTO BRIPAIIMBAaHUS 00JacTel TOKATBHBIX IKCTPEMYMOB
(Seeded Region Growing) (puc. 2).

M1 JluHeitHan X
—_—
HOpManu3aLua +
F N Mc
Okpyrnenue po
+ Bnumaiero I ——
Lenoro
M2 JNuneitnan X }
E— —T y
HOpMaNu3aLma i
OnpepeneHue ?
Onpepenexue
3HaYeHwa k gna 1k

LJ»{ 3H3YEHWA p NpKn
nomolm SRG

Y

MaKCHManbHOTo
3HaueHua Di(p,k)

! !

Boiuncnexnne
NOKanbHOH
KOppenALUOHHOR
meTpukM Di(p,k)

Mouck
MaKCHManbHOTo
3Hauerun Di(p.k)

Y

Puc. 2. Cxema onpejienieHns pa3mepa OKHa BBIYHCIICHHUS JIOKAIBHON KOPPEISILIMOHHON METPHKH

B cxeme, npuBeeHHON Ha pHC. 2, MPEABAPUTEIEHO OCYIIECTBISIFOTCS MPUBEIACHUE K OJTHOMY
JIMHAMHYECKOMY JTHaria30Hy ¥ MeauaHHas QuiabTpaius KoMIoHeHTHBIX ACM-H300paxeHuii ¢ 1eIIbI0
yctpaHeHust myma. Ilocie storo Qopmupyercs CHHCOK KOOPAMHAT TOJOXKEHHSI BCEX JIOKAIbHBIX
skcTpeMyMoB Ha ACM-u300pakeHusX ¢ MOMOIIbI0 anroputMa H3 A cenekTHBHO-CETMEHTHOTO IIOUCKA
JIOKAJIBHBIX SAPKOCTHBIX JKCTpeMyMoB [8]. CyIHOCTL ajdropmrMa COCTOUT B CKaHHPOBAHHWU
M300paKeHUS 1)1 TIOUCKA HECETMEHTUPOBAHHBIX TTUKCETICH, MCITOIb30BAaHNH UX B KAUECTBE HA49aIbHBIX
TOYEK POCTa, HApPAIUBAHUK OJTHOPOJIHBIX 001acTell U CpaBHEHHH 3HAYCHUIN UX TPAHUYHBIX TTUKCENeH
CO 3HAYCHUSMH COOTBETCTBYIONIUX IMHKCEIEH CMEXKHBIX CETMEHTOB: O0JACTh SBISIETCS JIOKAJTHLHBIM
MaKCUMyMOM (MUHHMYMOM), €CJIM 3HAueHHsS BCEX €€ TPAHWYHBIX IHKceled Oonbine (MEHbIIE)
3HAQUEHUHM BCEX CMEXKHBIX MUKCENIEeH WU paBHBI UM. B 3TOM anropuTme CerMeHTAllUU UCIONb3YETCs
MOJIeJTh TIapaJUIeIbHOTO BRIpAIMBAHHUS 00acTell N300pakeHUsT Ha OCHOBE MIPUCOCTUHEHHS CMEKHBIX
nukcenel § = (x,y) K 06aacTi N, B KOTOPO#H MPUCOETUHEHNS THUKCEIEH TPOUCXOIAT MOMEPEMEHHO K



00JIaCTSIM MaKCUMAaJIbHBIX 1 MUHUMAJIBHBIX 3KCTPEMYMOB C MCIIOIb30BAHUEM CIHCKA, COCTOSIIETO M3
BCEX 3KCTPEeMyMOB H300pakeHHs. OOJIACTH BBIPANIMBAIOTCS, MOKA HE TPUCOCAUHAT BCE MUKCEIU
n3obpaxenus. [yl MPUCOCAMHEHHS K 00JaCTH CMEXHBIN MUKCENh HE JOIDKEH OBITh 3aHSAT JIPYTUM
PETHOHOM, a TAK)KE yIOBJICTBOPATH YCIOBHIO:

0<nXY)— ilx,y) <|d|
rae N(X,Y) — 3HaueHust skcTpeMyma; d — mar nprucoeMHEHNUS, KOTOPbIi n3mMensiercs ot 0 ¢ marom 1.

Jns MaKCHMaIbHBIX SKCTPEMYMOB O OTpHLIATENbHOE, a Ui MUHUMAIIbHBIX — MOJIOKUTEIBHOE.
W3menenne d mpoOMCXOOHUT, KOTJA BCE IKCTPEMYMBI M3 CIUCKA IMPUCOCIUHSIOT BCE BO3MOXKHBIC
CMEXXHBIE THKCENH C 3TUM MIaroM NpucoeanHeHus. [locie 3TOro pocT HAuyWHAETCS 3aHOBO W
IIPOOJDKaeTCs moKa |d| MeHbIe MAKCMMAaIbHOIO 3HAYCHHS ITUKCEIS B H300PaKCHH.

Ha ACM-u300pakeHUsIXx MMEIOTCS OOJaCTH, KOTOpPbIE HE MOTYT IMPUCOSIUHUTH HHU OJUH
CMEXXHBIN pernoH. JlanHple 001acTi 3aHUMarOT MeHee 1% OT Bcero KOJMMYecTBa MUCKIIEH, TOITOMY He
OKAa3bIBAIOT BIUSHUS Ha PE3YJIbTAT.

Ilocne cerMeHTalMu ONPENENSIOTCS pa3Mepbl BBIICICHHBIX oOnacteil u  (opMupyercs
THCTOTpaMMa TaKUX pPa3MEpoB Ul KaKAOTO KOMIOHEHTHOro ACM-u3o0paxkeHus. MakCUMyMBI
THCTOTPaMM COOTBETCTBYIOT HaHOOJIEe YaCTO BCTPEUAOIUMCS pa3MepaM 00IacTeil Ha KOMIIOHEHTHBIX
ACM-uzobpaxkenusx. [Ipennonaraercs, 4T0 UMEHHO O0JIACTH ¢ HaWOOJIEe YacTO BCTPEUYAIOIIMMUCS
pasMepaMn ABJIAOTCA 3HAYUMBIMU JId TOCJICAYIONIETO BHU3YAJBHOTO aHalv3a MW JOJDKHBI C
MUHUMAIIbHBIMHA UCKKSHUSAMHU 0TOOpaKkaThCsl Ha KOMOMHUPOBaHHOM ACM-n300pakeHHN.

Ha puc. 3 u 4 mpuBeneHsl npuMepbl KOMIIOHEHTHBIX ACM-nu300pakeHHid W THECTOTPaMMBbI
pa3MepoB MX 00JaCcTei, TMONY4YCHHBbIC B pe3yibTare paboTel anroputMa SRG, riae mo ocu abcimce
OTJIOKEH pa3Mep 00J1acTH, a Mo OCH OPAMHAT — KOJIMYECTBO 00JIaCTell ¢ TAKUM e pa3MepOM.
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Puc. 3. Kommonerrasre ACM-u3o0pakerrst ACM-1 1 rHCTOrpaMMEBT pa3MepoB HX oOmacTeit

MakcuMaibHble 3HAaYEHHUs] THCTOTPaMM TTOKA3bIBAIOT JIYUIIAE Pa3MePhl OKOH JIJISI BEIYUCIICHHS
JIOKaJIbHOM KOPPEISIIMOHHON MeTpUKHU. PazMep p OkHa KOPPEISIMOHHOTO aHaJIH3a OIPEeIIsieT pa3Mep
3HaYMMBIX oOJacTeil Ha KOMIOHEHTHBIX ACM-n300paxeHnsx, KOTOpble TOJLKHBI BHOCUTH OCHOBHOM
BKiax B KomOuHupoBanHoe ACM-uzoOpaxenne M. Ilockosnbky 3Ha4eHHMS MaKCHMYMOB Ha
TUCTOTpaMMax, COOTBETCTBYIOIIMX KOMIIOHEHTHBIM ACM-n3o0pakeHusAM, HE COBMHAjgaroT, o00a
MaKCHUMaJIbHBIX 3HAYCHUs MCIIOJIB3YIOTCS JUIs 1MO00pa Jy4IIero 3HaYeHUs] BECOBOr0 MHOXHTENs K,
WCITOJIB3YEMOT0 JUISI B3BEIICHHOTO CJIOKEHUS KOMITOHEHTHBIX ACM-u300pakeHHi 10 CXeMe,
NpUBeAeHHON Ha puc. 1.
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Puc. 4. Kommonerrasre ACM-u3o00pakerrst ACM-2 1 THCTOrpaMMEBI pa3MepoB HX oOmacTeit

Mouck Hanyuero ko3¢ puuneHTa HaJl0KeHUst

ITommydenHsie BhIIE pa3Mepbl OKOH JIOKAJIHHOTO KOPPENSIIMOHHOTO aHanm3a (IBa B 0OIIEM
cllydae) MCIONBb3YIOTCS Ul ONpENeNiCHUs 3Ha4eHHH BECOBOTO MHOXHTENS K, COOTBETCTBYIOIIETO
MaKCHUMaJIbHOMY 3HAUEHUIO JIOKAIBHOW KOPPENIIMOHHOM MeTprKa D; . J{ist aToro BEIOMpaeTcst OTUH U3
pa3MepoB OKHA JIOKAILHOTO KOPPEJSIHOHHOIO aHallK3a, Uil KOTOPOro 3HaueHHs K U3MEHSIOTCS B
npenenax (0,1) ¢ 3agaHHbIM maroM (OMPEAEIIeTCS UCXOIM U3 UMEIONIMXCS BPEMEHHBIX PECYpPCOB Ha
00pabotky ACM-1300paKeHuit) ¥ BEIYUCIISAIOTCS 3HAUCHUS JIOKATbHON KOPPEISIIMOHHOM MeTpuKka Dy
¢ momotipio BeipakeHus (3). To xe menmaercs st BTOPOro pa3Mepa OKHa (TpUMeEphI 3aBUCUMOCTEH
D;(K) mpuBenensl Ha puc. 5 u 6). 3aTeM HINETCS MAKCHMMyM 3aBUCHMOCTeW 3HaveHuid D; oT K,
COOTBETCTBYIOIUX JIByM pazmepam okoH. COOTBETCTBYIOIIEE MAaKCHMyMy 3HaueHHE K MCIOIb3yeTcs
JUTSI B3BEIIIGHHOTO CJIOXEHHS KOMITOHEHTHBIX ACM-n300pakeHuH.
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Puc. 5. 3asucumoctu Dy (k) (kx10) mist pasmepos okoH 33 u 34, moJTy4eHHBIX TIPH 00paboTKE KOMITOHEHTHBIX
n3o0paxennit ACM-1

U3 puc. 5 u 6 cnenyert, uro 3aBucumoct D (K) UMEIOT €IMHCTBEHHBII MaKCUMyM. 3HaYCHUS
MakcuMyMoB st 3aBucumMocteid Dy (K) n1Byx kommoHeHTHbIX ACM-u300pakeHuil, NOTyueHHBIS IS
Pa3INYHBIX Pa3MEPOB OKOH KOPPEISIIMOHHOTO aHAIN3a, MOTYT OBITh OJM3KUMH, KaK Ha puUC. 5, WK
CYLIECTBEHHO OTIIMYAThCA, Kak Ha puc. 6. B ciaydae pa3nuyHbIX 3HaYeHHUH BBIOMpaeTcs HanOobLIee.
Hlar o K 3aBuCcHT OT ZOCTYITHBIX BpEMEHHBIX pecypcoB Ha 00padoTky ACM-u300pakeHuil.
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Puc. 6. 3asucumoctu Dy (K) (kx10) mis pasmepoB okoH 21 u 47, ONy9IEeHHBIX TIPH 00pabOTKE KOMITOHEHTHBIX
n3o6pakennit ACM-9

3akiIo4yeHne

HcenenoBanbl  3aBUCHMOCTH  JIOKAJIbHOW KOPPEISLIMOHHONW METPHUKHM, BBIYMCIAEMOM I
KOMOMHHPOBaHHBIX ACM-m300pakeHn, OT pa3Mepa OKHA KOPPEIIIMOHHOTO aHalh3a M BECOBOTO
MHOXHTEJNS, HCTONB3YeMOTO MJisi B3BELUICHHOIO CJIOXKEHUS KOMIIOHEHTHBIX ACM-u300pakeHuid.
Hcxons u3 rnankoil GopMbl 3aBUCUMOCTEH JIOKAJIbHOW KOPPETSIMOHHOW METPUKU OT YIMOMSHYTBHIX
napamMeTpoB uccienoBaHa 3(QQEKTHBHOCTh MOAXOAA K YCKOPEHHIO OIPENeNICHHS pa3Mepa OKHa
KOPPENAIIOHHOTO aHAIIM3a ¢ YI€TOM MPEo0IaJaroInX pa3MepoB oomacTeil Ha KOMIIOHEHTHRIX ACM-
n300paxXeHUAX. Y CTAHOBJICHO, YTO 3HAYCHUSI MAKCUMYMOB JJISI TAHHBIX 3aBHCUMOCTEH, MOMyUYeHHBIX
JUTS PA3IIMYHBIX Pa3MEPOB OKOH KOPPEISILIMOHHOTO aHAJIM3a, MOTYT OBITh OJM3KHMH MJIH CYLIECTBEHHO
oTanyarbes. B ciaydae pa3nnyHbIX 3HAUCHUN PEKOMEHAYETCs BBIOMpaTh HauOOJIblIee U3 HUX.

WEIGHTED COMPOSITION OF AFM IMAGES BASED ON LOCAL
CORRELATION WITH ACCOUNT THE SIZES OF THEIR AREAS

M.Yu. LAVETSK]I, L.I. LIAVONENKA, E.G. MAKEICHIK, V.Yu. TSVIATKOU,
V.A. LAPITSKAYA, S.A. CHIZHIK

Abstract. We consider the problem of determining the value of the weighting factor for the weighted
addition of component images of two channels of an atomic force microscope (AFM), which
improves the quality of the combined AFM image, assessed using a local correlation metric in a
square window, the size of which is consistent with the prevailing sizes of areas in the component
AFM images.

Keywords: atomic force microscopy, image combination quality assessment, image correlation,
weighted image summation.
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NUMERICAL MODELING OF MULTIBEAM MICROSTRIP ANTENNA ARRAYS
FOR TELECOMMUNICATION SYSTEMS USING THE INTEGRAL EQUATION
METHOD

V.V. KIZIMENKA, S.A. KARANEUSKI, N.M. NAUMOVICH

Belarusian State University of Informatics and Radioelectronics, Republic of Belarus

Received April 8, 2024

Abstract. Process of numerical modeling of the microstrip antenna array farfield with formation of
zero in the interference direction is considered. It is shown that it is possible to apply the method of
integral equations in thin-wire approximation to provide the required accuracy of the amplitude-
phase distribution calculation for effective interference suppression.

Keywords: antenna array, numerical modeling, method of integral equations

Introduction

In today's interconnected world, reliable communication is essential. With the increasing number
of users and devices relying on 5G and other telecommunication systems, managing electromagnetic
compatibility becomes challenging. Digital antenna arrays and Digital Beamforming (DBF)
technologies offer solutions by dynamically adjusting signal direction and filtering interference [1-3].
However, accurately modeling these antenna arrays is crucial for optimizing performance. Fast and
efficient numerical modeling methods are very important for developing reliable telecommunication
infrastructures that meet modern connectivity demands [4-5]. In this article, we explore how numerical
modeling of antenna arrays helps to overcome existing problems in advanced telecommunication
systems.

Numerical modeling of multibeam microstrip antenna arrays

When calculating digital antenna arrays to effectively suppress interference signals, it is necessary
to use mathematical models of rafiators that ensure low calculation errors.

Figure 1 shows the calculated radiation patterns of an adaptive multibeam antenna obtained by
the geometric optics method.

| F(9), dB

Figure 1. The original radiation pattern of the antenna array and the pattern when forming a zero in the direction
of interference
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The solid line (USdB) shows the antenna pattern in the absence of interference. Dots (UKdB) -
adaptive antenna pattern in the presence of interference from directions Vpl = —27° and Vp2 = 17
degrees.

From Figure 1 it can be seen that the adaptive antenna pattern in the direction of the received
signal (Vc = 0°) has remained virtually unchanged. In the presence of interference, the adaptive antenna
array formed pattern nulls in the directions of interference. Analysis of the results obtained showed that
in order to effectively attenuate interference signals, the error in determining the direction to interference
sources should not exceed 1-2 degrees. If the error in determining the direction to the interference is 2
degrees (Vpl = —29°, Vp2 = 16°), the suppression of interference signals decreases (UKdB(—28°) =
—24 dB; UKdB(15°) = —16 dB).

Figure 2 shows the results of modeling an antenna array farfield taking into account the failure of
one emitter. The solid line (USdB) shows the original antenna pattern in the absence of interference, the
dots (UKN1dB) show the adaptive antenna pattern if present, and the dotted line (UKKdB) shows the
pattern when one radiator fails.
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Figure 2. Antenna array farfield when a zero is formed in the direction of interference and one emitter fails

From Figure 2 it can be seen that to ensure effective interference suppression at the output of a
multibeam antenna, it is necessary to ensure high accuracy in determining the angular coordinates of
interference signals. The use of the geometric optics method does not consider a number of factors
affecting the measurement error. To accurately calculate the radiation pattern, one of the well-known
electrodynamic modeling packages (CST Studio Suite, NI AWR MWO) can be used. However, these
packages require significant hardware and time resources for calculation. To reduce the simulation time
and the required amount of RAM, the method described earlier in [6-8] can be used, in which the plates
of microstrip emitters are replaced by a system of thin conductors. Additional acceleration of the
modeling process can be achieved using CUDA technology.

15000
t, ms
' - CPU
GPU
10000
5000

P E— . N
0 500 1000 1500 2000
Figure 3. Dependence of the time for calculating the current distribution on the elements of the antenna array on
the number N of segments

From Figure 3 it is clear that with small sizes of the problems being solved (the number of
segments N is less than 500), the central processor solves the problem faster and it is not advisable to
use a graphics processor. As the problem size increases, the GPU begins to outperform the CPU. The
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GPU solved the system, compiled for 5120 segments (32x32 vibrator array) 11,03 times faster than the
CPU.

Conclusion

The process of modeling the radiation pattern of an antenna array with the formation of a zero in
the direction of interference is considered. It is shown that for effective interference suppression, high
accuracy is required in the formation of the amplitude-phase distribution. To reduce modeling time, the
method of integral equations in the fine-wire approximation and transfer of calculations to a GPU
accelerator can be used.
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JABYXCEHCOPHAS ITOCAJOYHASA CUCTEMA TAXKEJIOI'O BECIINJIOTHOI'O
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Hocmynuna 6 peoakyuro 05 mapma 2024

AnHoranus. PaccmatpuBaercs 3amada obecriedeHus nocaaku Tsokenoro bJIA BeproneTHoro tuma mpu
OTCYTCTBHH CUTHAJIOB HABUTAIIMOHHOM CHCTEMBI 1 ynpaBieHusl. Pa3paboTaHa cTpyKTypa IByXCEHCOPHON
MOCaZiOYHOM cucteMbl Tspkenoro bBJIA BeproneTHOro Twma, TMO3BOJSIONIAS MOBBICHTH TOYHOCTH
OnpezieNieHNsT KOOPANHAT TOYKM TPU3EMIICHHS 32 CUET HCIONB30BaHMs MOBOPOTHOTO BHIEOCEHCOpA U
JIOTIOJTHUTETIEHOTO  (PMKCUPOBAHHOTO ~ BHIEOCEHCOpA, YCTAHOBICHHOTO B Haup. [loBOpOTHBIN
BHJICOCCHCOP HCTIOIB3YETCs Ha MaJIbIX BhIcoTax rosieta BJIA st 3axBarta perepoB B JaslbHEl OKPECTHOCTH
MOCAJJOYHOM IUIOIIAJKM W HA YpPOBHE TOPHM30HTA, KOIZA CHIDKACTCS KauyecTBO W300paKeHHI
(hMKCHPOBAHHOTO BUICOCEHCOpA M3-3a IIEpEeMEIICHHS 00BbEKTOB MO/ ICHCTBUEM BO3MYIIHBIX IIOTOKOB OT
BUHTOB BJIA. ®uKcHpOBaHHBIN BUACOCCHCOP HCIIOIB3YETCsl Ha OOJIBIINX U CPEAHUX BhICOTax nonera bJIA
JUISL TIOMCKa TOTCHIMAJIBHBIX MECT MOCaJIKH, COCTaBJIEHHsI 0a3bl JECKPUIITOPOB TPACKTOPHH IOJIETa U
3axBaTa periepoB B Npeesiax u OmKaiiliel OKpeCTHOCTH MOCaI0YHOM ILUIOMIAIKY.

Knroueswvie cnosa: BJIA BepTOJETHOTO THIIA, TOCAI0YHAS CUCTEMA.

BBeaenne

B cBs3u ¢ pa3sBuTHEeM TNpOM3BOJCTBA TsoKenbiX bBJIA akTyanbHa 3amada oOeCICYCHHS
0e30MmacHOCTH TIOJNIETOB, BKJIIOYAMOIIasl aBapuiiHyio mnocaaky bJIA mpu mnpomagaHuM CHUTHAJIOB
HaBUTAIHOHHOW CUCTEeMBI U yrpaBienus [1-6]. B takoii cutyanmu BJIA 1o/mkeH BEIOpATh IPUTOIHYO
JUTSL TIPU3EMJICHUS TUIOINAAKY W COBEPIIMTH MOCAJKY, MCIONB3ys JaHHbIE, popMupyeMbie OOpTOBOH
BHUJIEOCUCTEMOM, MHEPIIMATILHON CUCTEMOM, KOMIIACOM U BEICOTOMEPOM.

Llens pa®oThl: MOBBHILICHUE TOYHOCTH OIPECIICHUS KOOPAUHAT TOYKU MPU3EMJIICHUS TSHKEIOro
BJIA BepTONIETHOrO THIIA IPH OTCYTCTBUU CUTHAJIOB HABUTALIMOHHOM CHCTEMBI M YIIPABICHHUS.

ITocTanoBka 3a1aun

s pazpabotku npotoTuna nocagounoi cuctemsl (IIC) ucnoab30BaHbl TAKTUKO-TEXHUUECKUE
xapakrepuctuku BJIA Bepronernoro tuna «CAKABUK» (puc. 1) [7]:

— KOJIMYECTBO ABHMIaTenei: 1;

— THII JBUTATENsI: BHyTpeHHero cropanus (115 n/c);

— MakcuManbHas B3i1ETHas macca: 500 kr;

— MaKCHUMallbHas TPY30M0IEMHOCTH (BKIIo4Yas TOrumso): 200 kr;

— MaKCHUMAaJTbHBIH Bec 11es1eBoi Harpy3ku: 150 kr;

— paguyc npuMeHeHus: 240 kM;

— MakcuMalibHOE BpeMms mojerta: 8 u (bak 150 n);

— MaKCUMAaJIbHOE BpeMs ToJIeTa C mesieBoi Harpy3koi 50 kr: 3 1 (6ak 40 x);

— nuamnasoH ckopocteit: 0—185 km/u;

— Kpeficepckas ckopocTh: 120 km/u;

— CKOpOCTb BeTpa mpu B3Jiete (B mojietre): 10 (20) m/c;

— AWaMeTp HeCylIeTo BUHTA: 6,28 M.
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Puc. 1. BJIA Bepronernoro tuna « CAKABUK»

BJIA «CAKABUK» umeer crnenyrommii GyHkimoHant [7]:

— BEpTHUKAJIbHBII B3JIET U IOCAIKA;

— TOJIET 10 MAPIIPYTHBIM TOYKAM B MOJHOCTHIO0 aBTOMaTHUECKOM PEXKHUME;

— B CJIydyae IOTepH CUTHAJIA CBSA3U (PYHKIMS BO3BPAILLCHUS B TOUKY B3JIETA, IPOJOKEHHS TOIETa
10 MapHIPYyTy WU BEIOOP MHOTO CLICHAPHUS;

— IIepeBO3Ka rpy30B B IPy30BOM OTCEKE M Ha BHEIIHEH M0JIBECKE, B YACTHOCTH C aBTOMaTHUYECKUM
OTLIETJICHHEM T'py3a 0€3 COBEpIICHUS TOCAIIKY;

— 3KCIUTyaTalusi B TEMHOE BPEeMsi CYTOK;

— DKCIUTyaTanus Mpu 0caakax (JI0Xkab, CHET);

— 3KCIUTyaTalus B YCIOBUAX HU3KOM BUTUMOCTH (TyMaH, METEJIb).

C yd4eroM TaKTHKO-TeXHHYECKHX W (yHKIMOHaNbHBIX XapakTepucTuk BJIA «CAKABUK»
ompeJesieHbl OCHOBHbIE ycioBusl (pyHknmonupoBanus 1IC, Biusromye Ha TOYHOCTH OMNPEACICHUS
KOOPJIMHAT TOYKH TOCAJKU TshKenoro BJIA BepToleTHOTO THIIA M OTPaHUYUBAIOIIUE BHIOOP METOHOB
00pabOTKH BUICOIaHHBIX:

1) ectecTBeHHBIE YCIOBUsI (POPMHUPOBAHHS H300PaXKEHHH, 151 KOTOPBIX XapaKTePHbI H3MEHEHHUS
SPKOCTH OOBEKTOB (B TOM YHMCIIE M3-32 TIOBOPOTA BUIICOKAMEPHI);

2) u3MeHeHHne MaciTaba 00bEKTOB MpU CHIKeHUH BJIA;

3) BO3MOXHOCTb HAJTMYHSI TOJIBHKHBIX OOBEKTOB B 30HE TTOCA/IKH;

4) HeOOXOMMOCTb ~ HMCIIOJB30BAHMs ISl TOCAJKA POBHOM, CTAOMIBHONW MOBEPXHOCTH
3HAYUTECIIFHOM IIJIOIIAIH;

5) yxyauieHne KavecTBa HM300paKCHHs [MOCAAOYHOW IUIOMIAJKK TPU CHIDKCHHH (M3-3a
MHOXECTBEHHOT'O NE€pEeMEIeHUsI 0OBEKTOB Ha IMOBEPXHOCTH, BBI3BIBAEMOIO JIBIKEHHUEM BO3IyXa H3-
o1 Bpamaronuxcsi BUHTOB bJIA);

6) HeOOXOAMMOCTh ~ HANIMYUS B 30HE TOCAJKH W  OKPECTHOCTH JaHAMA(THBIX U
MHQPACTPYKTYPHBIX HEOAHOPOJHOCTEH, KOTOPBIE MOTJIN OBl HCIIOIB30BaThCS B KAUECTBE PEIEPOB;

7) ObICTPOE HAKOILICHUE OLIMOKH OIPEe/ICICH s KOOPAMHAT B HHEPLUAIBHON CUCTEME;

8) npenBapuTenbHOE ONpeeeH)e MOTCHIMATBHON TOCa0YHOM TUIOMAIKKA B TIPOIecce MmoJieTa
BJIA m BO3MOKHOCTB BO3BpaTa K JaHHOMY MECTY 0€3 CUTHaJIOB HaBUTalIMOHHOM CHCTEMBI;

9) OTCYTCTBHE CHI'HAJIOB HABUTAL[MOHHOM CUCTEMBI;

10) nanmune OoproBoro kommaca BJIA W J0cTaTOYHO TOYHOE (PUKCHPOBAHHE MOJIOKCHHUSI
crpoutenbHO ocu BJIA OTHOCUTENBHO CTOPOH CBETA;

11) GyHKUHOHHPOBAHKE THPOCKOIIOB U aKCEIEPOMETPOB HHEPIMAIbHOW cucTeMbl BJIA;

12) pynkunonupoBanue Beicoromepa bJIA;

13) 70CTaTOYHO TOYHOE (PUKCUPOBAHHE YIJIOB OPHUCHTAIMM BHUICOCCHCOPOB OTHOCHUTEIILHO
crpoutensHoit ocu BJIA;

14) HE0OXOAMMOCTE COTIIACOBAHMS THIIA BUIEOCEHCOPA C BPEMEHEM CYTOK;

15) BO3MOXKHOCTh TIepexBaTa yIpPaBJICHUs MMOBOPOTHBIM BHIeoceHCOpOoM BJIA s ero
WCIIOJIb30BaHMS B KAUECTBE MCTOUHHMKA BUCOAAHHBIX JJIS TOCAIKH.

CTpyKTypa Nocag04Hoil CHCTeMbI

Hcxons w3 pacCMOTPEHHBIX B MPEABLAYIIEM pasjieie yclIoBHM mpeiaraetcs ctpykrypa 11C,
oOecrnevnBaromas MOBBIIIEHUE TOYHOCTH ONpEACNiCHHsT KOOPIUHAT TOYKH TMOCaiKu Tspkenoro bJIA
BEPTOJIETHOTO THUIIA MPU OTCYTCTBUU CUTHAJIOB HABUTAIIMOHHOM CHCTEMBI 33 CUET UCIOIb30BAHUS AJIs
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3axBara pernepoB 00pToBoi BuaeocucteMsl bJIA Ha OCHOBE TOBOPOTHOTO BUACOCCHCOPA HA CPEIHUX U
MAaJIBIX BBICOTaX W JIOTIOJTHHUTEIHHOTO (PMKCHPOBAHHOTO BHAEOCEHCOPA, YCTAHOBIEHHOTO B HAaIWp, Ha
OOJBIINX U CPETHUX BHICOTAX.

[Ipemnaraemast ctpykrypa I1C BrittouaeT (puc. 2): GUKCUPOBaHHBIN BUACOCCHCOP C OPUCHTAIUCH
B Hagup CTAaHIAPTHOTO WJIM BBICOKOTO DPAa3peIIeHHs C IMUPOKAMHU yTIaMH 0030pa; TMOBOPOTHBIH
BHJICOCEHCOP BBICOKOTO I CBEPXBBICOKOTO pa3pemieHus] ¢ y3KUMHU (WM M3MEHSEMBIMH) YTIaMH
0030pa; 010kH 00pabOTKM JaHHBIX BHJICOCCHCOPOB — II0 OJHOMY Ha KaXKIbIii BHUICOCEHCOpP; OJIOK
omnpezaencHus nonoxenus BJIA oTHocuTenbHO BbIOpaHHOUW Toukum mocanku (TII), Ha kKoTOpyrO
HEITOCPEICTBEHHO JTOJDKEH Mpu3eMInThCs bJIA.

USRS ——— ¥ . -
CBeToBOI TOTOK TIuKCceILIbIC . ! I TTpHEMHUK HABHIAIMOHHOMN CHCTEMEI I
OT OKpeCTHOCTH 1§ KOOPAMHATEL IIap TTikee:mmbie : T
noca/IouHoN  +  BHICOKaIpe COOTBCTCTBY IOITIX Koop,warht TTT
IIOM@Q/IKN  §  OKPCCTHOCTI PeriepoB Ha COCE/THIX A FO0UDAIECHHMA Y
i Tocaomoft KaJ[pax TIOCA/I0THOH < ! Kommac
S V IomaIkn g Briok | mona e «—
Inllgﬂgiﬂg?z 4 »| Dok T onpeteneri b
I H 00GpaboTKH HONOKeHIs & Bricotomep
- . JAHHBIX > BJIA - - ABTONWIOT
4 Viparnenne : BHJIE0- Chrerriermie hf‘lll/_} CricteMa
VITIOBBIM 4 ceHeopa A OTTIOCHTEILIIO B . ange
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' M $ ] H YWy HocaIki
F s 3 Brpryamia ¢ s
' Biok o Tocajotmas : e T T
' ”\',pmm”\.“ : TUTOCKOCTT M N
' " TITA/TK JIHHBIX 0 ' Cucrema
v | Heuoapuonpiii TDIOIVKH » Bieo- i H » 1oncka \I;,'CI <
H BH/ICOCEHCOD 71 cencopa LA S = nocajikn |
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. -
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vrzoBoi opuenrarmm bJIA B
TPEXMEPHOM TIPOCTPAICTRE
CBCTOBOI TOTOK » ; . - Uneprmatssas crcTeMa BJIA
OT TIOCATOTHOT | Buacopernerparop I I 3

IUIOMIATKI >
A A
| Kamam cesan I - ——
VIIpABIICHILT T'upockornt AKcernepoMeTphl

Puc. 2. CtpykTypa mocagoqHOi CHCTEMBI

OUKCHPOBAHHBIA BHUIEOCEHCOP (OPMHUPYET H300PKEHUS IMOCATOYHON IUIOMAIKH W €€
Onxaifieit OKpECTHOCTH Ha JOCTATOYHO OOJBINKX BHICOTAX MonokeHnus bJIA aiis moncka penepos u
To4HOrO omnpexaeneHus koopauHaTt bJIA otHocurensHo TII. OH mepecTaeT UCMOIB30BATHCS HAa MAJIbIX
BBICOTaX M3-3a YXY/IIICHHUS KauecTBa N300pakeHUs], BBI3BAHHOTO JBIKEHHEM 00BEKTOB O] ACHCTBHEM
BO3IYIIHBIX TIOTOKOB U3-TI0J Bpamatommxcs BHHTOB bJIA. ®DuxcupoBaHHBII BHIEOCEHCOP
UCTIONIB3YETCsl TaKKe CHUCTEMOW MOWCKAa MECT MOCAAKH, KOTOpas HWIIET OJHOPOJHBIE (parMeHTHI
n300paKeHNH, OIIEHUBACT WX pa3Mepbl U YIIOBYIO OPHEHTALMIO JUIsi BEIOOpA COOTBETCTBYIOIIUX
Y4aCTKOB HOBEPXHOCTH B KaU€CTBE MOTEHUUANBHBIX MeCT nocaaku bJIA. DTy yyacTku CBSI3bIBAIOTCS C
TpaekTopueii moneta bJIA, s onvcanus KOTOpoi Kpome reorpauuecKuX KOOPAUHAT HCIIOIB3YIOTCS
TaKXe JIECKPUIITOPHI PelepoB, ONpeNeIeMbIX Ha H300paKEeHUAX OT (PUKCUPOBAHHOTO BHJIECEHCOPA
BI0Jb TpaekTopuu rmosieta bJIA. CucreMa rmorcka MecT IocaIki MOXKeT Takxke Beioupats T, cBs3biBas
ee ¢ reorpauuecKuMu KOOPINHATAMH U MTUKCEITHHBIMI KOOPIUHATAMA Ha N300PKEHUH ITOCAIOTHOM
TUIOIIA/IKH, (HOPMHUPYEMOM (UKCHPOBAHHBIM BHJICOCEHCOpPOM. [IpuM OTCYTCTBMM HaBHTAIlHOHHBIX
CUTHAJIOB MH(pOpMAITUs 0 OJIMKAMIITNX MOTCHIIHAIbHBIX MecTax mocaaku BJIA nepeaaercs mo 3amnpocy
B cHCTeMy BbIOOpa Mecta mocaaku. Jljis Bo3BpaTa K MECTY MOCAJKH HCIOJB3YIOTCS PENephl BIONIb
TpaexTopu noseta bJIA, 1eckpunTOpbl KOTOPHIX TOCTOSHHO HAKAIJIUBAIOTCS

IToBopoTHBIN BHIEOCEHCOP (HOPMUPYET U300paKEHUS OKPECTHOCTH MOCAA0YHOMN TUIOIIAIKU U
TOPU30HTA HA CPEJHUX U OCOOEHHO Ha MabIX BbICOTax moiiokeHUs BJIA s moucka penepoB u
TouHOTO ompeneneHus: koopauHaT bJIA orHocurensHo TII. Ha Gompmmx u cpegHHX BBICOTAX WU B
ciay4dae OTCYTCTBHS HEOTHOPOIHOCTEH Ha (WM B HEMOCPEIACTBEHHOW OJIM30CTH OT) IOCAIOYHOMH
TUIOILA/IKHA TIOBOPOTHBIM BHICOCEHCOP UCIONIB3YETCs MapaiebHO ¢ (PUKCUPOBAHHBIM BUAEOCEHOPOM
JUTSI TIOBBILIEHMSI HAZIEKHOCTH.

bnok 00paboTKK JaHHBIX BUIACOCCHCOPOB ((PUKCHPOBAHHOTO M ITOBOPOTHOTO) OCYIIECTBISET
MOWCK pENepoB Ha M300pPaKEHUSAX W yCTAHABIMBAET COOTBETCTBHE MEXIY perepamH pa3iHdHBIX
BUJIEOKAJIPOB JUIsSI TOCJIEAYIOMErO OMNPEAENCHUs] COOTBETCTBYIOIIErO IMEPEMELICHUSI U U3MEHEHUS
yrinoBoir opuenHtaunu BJIA. B pexume aBromocamkud 3TOT OJOK MEepeXBaTHIBACT YIpaBlICHHE
MOBOPOTHBIM BHIEOCEHCOPOM M MOKET HABOAWTH €r0 B OKPECTHOCTH ITOCAJOYHON IUIOMIAJKH Ha
Oonpmux u cpeaHux Beicotax bJIA, Ha ropu3oHT Ha MaibIx BeIcOTax BJIA.

Bbnok onpenenenus nonoxenus bJIA ¢uxcupyet TII no koMmaHzae aBTONUIOTA (MIPEAIONAraeTCs,
YTO CHCTEMBI TIOMCKA MECT IMOCajKH, (DUKCUPOBAHUS MECT TMOCAJKH W BO3BpaTa K MECTY IOCaJIKH
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0TpaboTali W BBIJAIN ABTONMWIOTY MHKCeIbHbIE KoopauHaTel TII Ha n300paskeHHuu, GopMHpPYyEMOM
(UKCHPOBaHHBIM BHICOCEHCOPOM); ONpeneNseT OTHOCUTENbHbIe KoopauHatel TII B cucteme penepos
n300pakeHnss (UKCHPOBAHHOTO BHUAEOCEHCOpa W cucTteMe koopamHat bJIA, mcmonp3ys maHHbIE
KOMIIaca, BBICOTOMEpA, MHEPLIMAIbHON CUCTEMBI, TOJyYEHHBIE HA OCHOBE MMOKa3aHUI akCceIepoOMETPOB
U THPOCKOIOB; (POPMUPYET BUPTYAJIbHYIO IOCAJOYHYIO IIOCKOCTH C LEHTpoM KoopauHat B TII;
oIpeJiesieT TEeKYIee MOJ0KEHUE U YITIOBYI0 OPUEHTALIUIO B CHCTEME PEIEPOB TEKYIIEro H300pakeHuUs
0T (UKCHUPOBAHHOTO WIH (M) MOBOPOTHOTO BUACOCEHCOPA; BBIYHMCISIET MEpEeMElIeHNEe U W3MEHEHUE
YIJIOBOW OpUEHTAIMH (PUKCHPOBAHHOTO U TOBOPOTHOT'O BUAEOCEHCOPOB B TPEXMEPHOM MPOCTPAHCTBE
otHocutensHO TII (¢ yderom M3MEHEHHS YTIIOBOW OPHEHTAIMM MOBOPOTHOTO BHIEOCEHCOpa II0
JaHHBIM CHCTEMBl KOHTPOJSI 3TOr0 BHJEOCEHCOPA); BBIUMCISIET CMELICHHE IPOCKIMHM TEKYIIEro
nosiokeHust bJIA Ha BUpTyanpHON OCagOYHOMN IIIOCKOCTH OT €€ LIEHTpa, cBA3aHHoro ¢ TII; mepenaer
3HAYEHUS CMEIIEHUS MPOEKINH TeKymiero moioxenns BJIA or meHTpa BHpTyanbHON NOCamOYHON
wiockocTy B aBTOonmiIoT. TII MoxxeT ObITh NpHBs3aHa WM HE NIPUBSA3aHa K perepaM Ha N300paKeHUU
0T (PMKCUPOBAHHOT'O BUICOCEHCOPA.

BHemHUMY 0 OTHOIICHHUIO K MOCAIOYHON CUCTEME SIBIISIIOTCA (CM. pHUC. 2):

— aBTOIMWJIOT (3aIyCKaeT W OCTaHABIMBAeT pabOTy MOCaO9HON cucTeMsl, 3anaeT T11, momydaer
OT TOCaJOYHON CHUCTEMBI 3HAUEHHUs CMEIIeHUN NMpoeKuuu Tekymiero nojoxeHuss BJIA ot meHrtpa
BHpTyaHBHOﬁ HOC&I[O‘-IHOﬁ IIJIOCKOCTH; IIOJYYacT HJAaHHBIC KOMIIaCca, BbBICOTOMCpA U HHCpL[H&JII:HOﬁ
CHCTEMBI, BRIOMPAET IMOCAIOYHYIO IUIOMAKY, oOecieunBaeT Bo3BpaT bJIA k Ommkaiimeit mocagoqaHoM
IUIOIIAJKE MPU NPONaJaHUM CUTHAJIOB HABUTALIMOHHOM CHUCTEMBI, ynpapisieT cHkeHueM BJIA mpu
nocajke, Koppektupyer nosjoxenue BJIA B TpexmepHOM npocTpaHcTBe /uid Bhixoaa B TII);

— MHepIMabHas cucTeMa (OTpeelsieT MepeMelieHne 1 N3MEeHeHne yrioBoil opuentanuu bJIA
B TPEXMEPHOM IPOCTPAHCTBE HA OCHOBE [TOKA3aHUH THPOCKOIIOB U aKCEJIEPOMETPOB);

— KaHaJ CBSI3M M yIpaBlieHHs (TPaHCIUPYeT BUACOM300paKeHHs OT (PUKCUPOBAHHOTO H (MIIN)
IMOBOPOTHOTO BUACOCCHCOPOB B LICHTP YIIPABJICHUA, TPAHCIMUPYCET KOMAaH/Ibl YIIPABJICHUA B aBTOIIHJIOT,
TPaHCIUPYET KOMaHAbI YIPABICHUS MOABHXHBIM BUACOCEHCOPOM JUISl YIPABICHHUS UM NPU HATUYHU
CUTHAJIOB HAaBUTALIMOHHOMN CHCTEMBI);

— BIGOpETUCTPATOp (3alHChIBAET BUACOM300paKEHUS OT (PUKCUPOBAHHOTO U (MJIH) IIOBOPOTHOTO
BHJICOCEHCOPOB);

— CHCTeMa MOHCKAa MECT IUIOMIAAKH (OCYILECTBISET IMOWCK T'OPHU3OHTANBHBIX OIHOPOIHBIX
MTOBEPXHOCTEH C MIIOMAILI0, COOTBETCTBYIONIECH pazmepam BJIA, oTCyTcTBHEM MOIBUKHBIX 00HEKTOB
Y HaJIMYHEM JI0CTaTOYHOIO KOJIMUECTBA PEIIEPOB);

—cucTeMa BO3BpaTa K MECTy MOCaAKH (IIOCTOSHHO HAaXOOUT perepbl IO Tpacce MOojeTa C
UCTIOJIb30BaHUEM (PUKCHPOBAHHOTO BHUJICOCEHCOPa, (OPMUpPYET M COXpaHsSeT WX JAECKPHUIITOPHI,
UCTIONIb3YyeT HHPOPMAIMIO O COXPaHEHHBIX perepax Ui BO3BpaTa K MECTaM MOCAIKH).

ITpu orcyrctBun Ha BJIA (uKCHpOBaHHOTO BHUAECOCEHCOPA €r0 POJIb BBHINOJHIET MOBOPOTHBIN
BUJIEOCEHCOP.

Mogean onpeneieHus: moJo:kenusi BJIA

OcHoBubIM 3nemenToM [IC sBisiercs Omok ompenenenust monoxkenus bJIA. Ero ocHoBHEIE
(YHKIMH TTPENICTABISIOTCS CIEYIOIIel MaTeMaTHIeCKOM MOIEIBIO.

T
Tpexmeprast Touka P, B mpoctpanctse o6osnavaercs kak P, =[X,,Y,,Z,] ,a ee nukcenbubie

. T .

KOOP/JMHATHI B IUKCEIbHOI I10cKocTH 0003Havatores kak P =[u;,V;] . Bsaumocss3s Mesxy Toukoi

P, n ee mpoekiueil P, B MUKCETbHON MIOCKOCTH ONPEAENAETCS C MOMOIIBIO BHIPAKEHHS

u; f, 0 c || X,
z,|vi|=| 0 f, c, ||y, |=KPR, )
1 0 z

rae K — BHyTpeHHsist MaTpuiia kamepsr; f fy — (OKyCHBIE PaCCTOSIHUSA, BBIPAXKEHHBIE B IUKCENAX; C,

X

Cy — [MapaMeTpsbl, YUUTHIBAIOIIIUEC BO3MOXKXHOC HECCOBIIA/ICHUC IJIaBHOM TOYKH C HOEHTPOM I/I306pa)K€HI/I$I.
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HpCI[HOJ'IO)KI/IM, JaHa 1apa COBIIAJAOIUX XaPAKTCPHBIX TOUCK Ha IBYX I/I306pa)K€HI/ISIX (pI/IC. 3)

Puc. 3. [Ipoeknuy TOUKkH Ha ABYX BHIACOKAIpPax

[lepememienne Mexay MEpBBIM M BTOPHIM Kajpamu cocrtaBiusier R, t. Llentpam kamep
coorBTcTBYIOT Toukn O,,0,. B sTom ciydae cymectByer ocobas Touka [, B |, KoTopoi

COOTBETCTBYET XapaKTepHasi Touka P, B |, , MOTydeHHas MyTeM COMOCTaBIICHHUS IPHU3HAKOB. I1o3uimu
nuKcenell P, U P, OMUCHIBAIOTCA ¢ momombio Beipaskenuit 2, P, = KP, z,p, = K(RP +1) . TTycts
=K m,=K™ Torma Z,M, =z Rm, +t. Ilocne mpuBeneHus Moay4aeM BHIPAKEHHS
m = P, M= P, Aa Ll = 4RIy T L. JI€ IIPHBE] Ty p
z,m,xm, =0, zRm, xm, +txm, =0. B pe3ynbrare peuieHus 3TuX ypaBHEHUH MOXKHO MOIYIHThH

3Hauenua M, u M, .

3aKkiIoueHne

[Ipennoxxena CTpykTypa ABYXCEHCOPHOU MOCagoyHOU cucteMbl Tsokenoro BJIA BeproneTHoro
THIA, 00ECIICUNBAIOIIAsl TIOCAAKY IPU OTCYTCTBUY CUTHAJIOB HABUTAIIHOHHOM CHCTEMBI M TIO3BOJISFOIIIAS
MOBBICUTH TOYHOCTH OIPEACTICHUS KOOPAUHAT TOUKH TOCAKK 3a CYET UCTIOIB30BaAHUS IOBOPOTHOTO U
JIOTIOJTHATENBHOTO (PUKCUPOBAHHOTO BHEOCEHCOPa, YCTAaHOBJICHHHOTO B Hamup. PUKCHPOBaHHBINA
BUJICOCEHCOP UCIIOJIB3YETCs Ha OOJIBIINX U CPESIHUX BhicoTax mosieta BJIA 11 moucka nmoTeHIualbHbIX
MECT MOCaJIKH, COCTaBJICHUs 0a3bl ICCKPUIITOPOB TPACKTOPUH TIOJIETa U 3aXBaTa perepsl B Mpeaeiax u
Oyxaifiei OKpeCTHOCTH TocafouHoN ionaaku. Ha manbeix Beicotax nonera BJIA mpu yxyameHun
KauecTBa n300paxkeHnH, GopMUpyeMBbIX (PHUKCHPOBAHHBIM BHUIEOCEHCOPOM, H3-3a JBMKEHUS O0BEKTOB,
BbI3BaHHOT0 paboToii BUHTOB BJIA, juis 3axBaTa perepoB MCIOJb3YETCs MOBOPOTHBIM BHICOCEHCOP,
HaIpaBJIsiEeMbI B TAJIBHIOK OKPECTHOCTh MOCAJOYHOM IITOIIAIKY WX Ha JIMHUIO TOPU30HTA.

DUAL-SENSORY LANDING SYSTEM FOR HEAVY HELICOPTER-TYPE
UNMANNED AIRCRAFT

Y.M. CHEN, Z. GO, J. MA, X.H. REN, S.V. LITVINOV, M.I. ZORKO, V.YU. TSVIATKOU

Abstract. The problem of ensuring the landing of a heavy helicopter-type UAV in the absence of
navigation system signals is considered. The structure of a dual-sensor landing system for a heavy
helicopter-type UAV has been developed, which makes it possible to increase the accuracy of
determining the coordinates of the landing point through the use of a rotary video sensor and an
additional fixed video sensor installed at nadir. A rotating video sensor is used at low UAV flight
altitudes to capture benchmarks in the distant vicinity of the landing site and at horizon level, when
the quality of the fixed video sensor images decreases due to the movement of objects under the
influence of air currents from the UAV propellers. A fixed video sensor is used at high and medium
altitudes of UAV flight to search for potential landing sites, compile a database of flight path
descriptors and capture benchmarks within and in the immediate vicinity of the landing site.

Keywords: Helicopter-type UAV, landing system.
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IMPOITYCKAHHUE KOAKCHAJIBHOI'O JU2JIEKTPUYECKOI'O BOJTHOBOJA

JI.B. [IOHKPATOB?, A.B. IIIMJIOB?, A.b. COTCKHMIAY, M.M. HA3APOB?

1 — Moeunesckuii eocyoapcmeennuiii ynugepcumem umenu A.A. Kynewosa e. Mozunes, Pecnyonuxa benapyco,
2 — Kypuamosckuu uncmumym, 2. Mockesa, Poccuiickas @edepayus

Iocmynuna 6 pedaxyuro 18 gpespans 2024

Annoramusi. C mosunuii co3maHus 3(QGEKTUBHBIX JIMHUHA Iepefadd TepareploBHIX CHUTHAJIOB
UCCIICZIOBAaHEl ~ MOJOBBIC ~ XapaKTEPUCTHKH  KOAKCHUATBHBIX  JUAJICKTPUYECKHX  BOJHOBOIOB.
CorocTaBlieHbl CIIEKTPbI 3aTyXaHUs pabO4YMX MOJ CTaHAAPTHOIO TPyOYaToro M KOAKCHAIBHOTO
BOJIHOBOJIOB. YCTaHOBJICHBI YCIIOBUSI, NMPH KOTOPBIX KOAKCHAIBHBIH JHAJIEKTPUUECKUI BOJHOBOJ
obecrieunBaeT Oosee BEICOKOE MPOITyCKaHNUe MePeAaBaeMOro CUrHaa.

Knouesvie crosa: KOaKCHAIbHBINA IUAIEKTPUUECKUII BOTHOBO/, T€pareploBoe U3Iy4eHUe, METON
¢ynknuii 'puna.

BBeaenne

TexHonorun nepenaun TeparepuoBbix (TII) CUTHANOB TPEACTABISIOT UHTEPEC B CBS3U C
WHTEHCHBHOH pa3pabotkoit 6G mHpOpManmnoHHBIX cucTeM. OCHOBHAs mpobiema MpH UX CO3TaHUU —
3HauuTesbHOE nornomenne TI'1 n3mydeHus: BceMr M3BECTHBIMU CPEAAaMH, 3a MCKIIOUYEHHEM CYXOro
Bo3ayxa. B Hactosmeli pabore paccMaTpHBalOTCS KOAKCHAaJbHBIE BOJNHOBOIBL, B KOTOPBIX
BOJTHOBEAYILAsi CepAleBUHA M TpyOdarass 000JI0UKa BBIMOJHEHBI M3 MonuMepa. Pabounii auana3oH
4acTOT TaKOI'0 BOJHOBOJA HAXOAMTCS BOJHM3HM YaCTOTHI OTCEYKH MOJBI CEPILEBHHBEL. JTO MO3BOJISET
CHU3UTH 3aTyxaHue mnepenaBaemoro TIIl u3mydeHus [0 YpPOBHS MaTepHANbHBIX IOTEPHh B CpEIE,
3aMOJHSIONIEH BOIIHOBOI (HAIIPUMED, B CYyXOM BO3IYyXE).

Kon¢urypauusi BOJTHOBOJA U cXeMa U3MepeHuit

Ha puc. 1l,a npeacraBieHa koHuUrypanus paccMaTpUBaeMOro BOJIHOBOAA, B  KOTOpPOH
JIMJICKTPUYECKUN CTep)KeHb tuaMeTpa ( KOHIGHTPUYECKH BCTABIICH B TUAJIEKTPUYECKYIO TPYOKY C
BHYTPEHHHM JuaMeTpoM D ¥ TonmmHo# creHkn W. [{uaneKkTpuyecKue 31eMEeHThl OKPYKEHBI CyXUM
BO3/yXOM C JJU3JIEKTPUYECKON TPOHULIAEMOCTBIO &, =1.

Puc. 1. Kondurypamms koakCHaabHOTO BOJHOBO/A (@) C XapaKTEPHBIMU ITapaMeTPaMH, M €ro
OKCIICPUMEHTAIBHBIN 00pa3ell, 3aKPETUICHHBII B I3MEPHUTEIBHON YCTAHOBKE (6)

B HaCTOHH.ICfI pa60Te HUCCICAOBAHBI MU3MCPCHHBIC CIICKTPLI IMPOIYCKAHUA 3SKCICPHUMCHTAIbHBIX
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00pa3LoB B BUAE KOAKCHAIBLHOTO AMAIIEKTPUYECKOTO BOJMHOBOJAA ANMMHON L =25Cm u mapamerpamu
D =6000 pm, w=200pum u d =500pum, a Takxke B BUE MOJOTO TPyOUIATOTO BOIHOBOIA JHAMETPOM
D=6000um wu TtommmHOi cTeHkn W=200pm. B kauecTBe Marepuana BOJHOBOAOB BHIOpaH
HOJUMPONUJICH C  KOMIUIGKCHOW — JIMAJICKTPUYECKOW — MPOHUIAEMOCThI0 € =2,246—10,0036 .
LlenTpupoBaHme CTEP>KHSI OTHOCUTEIBHO TPYOKH B KOAKCHAJILHOM BOJIHOBOJE 00ECTICUHBAIOCH MATHIO
MHKPOCTPYKTYPHBIMH TIOJIUMPOIIJICHOBBIME  Iaiibamu  TonmmmHoi | =2,4mm ¢ [eHTpaibHBIM
OTBEpCTHEM [UI CTEpXHA. Bo030yXIeHHE BOJHOBOJOB OCYHIECTBIUIOCH ITHKOCEKYHIHBIMH
uMmIyiscaMu ¢ 4actoroid moBropeHuss 80 MHz. IlpocTpaHCTBEHHOIO COrJacoBaHWE BXOAHOTO U
BBIXOJIHOTO MMITYJIBCOB € (DOTOQHTEHHAMH JOCTHTATIOCh IPU OMOIIH JIMH3 (M. pHc. 1,6). 3aBUCHMOCTb

i2zft
QJICKTPOMAruuTHOIO I1OJId OT BpEMCHU BBI6paHa B BUJC el =,

AHaIu3 NOJIy4YeHHbIX Pe3yJIbTATOB

Hns  wHTepmpeTanmuy  OKCIEPUMEHTAIBHBIX  PE3yNbTaTOB  CHEKTPHl  MPOITYCKaHUS
paccMaTpuBaeMbIX BOJHOBOJOB Ha pHC.2 COIMOCTAaBIEHHl C PACCUYUTAHHBIME YaCTOTHBIMHU
3aBUCHUMOCTAMH KO3((UIMEHTOB 3aTyXaHUs MOJ BOJIHOBOJOB, NPHHUMAIOIINX Yy4YacTHE B HX
¢dopmupoBannH. PacueT MOZOBBIX M JAWUCIEPCHOHHBIX XapaKTEPUCTUK KOAKCHAIBHOTO M TPyOUYaToOro
BOJIHOBOJIOB OB BBIITOJTHEH CTPOrUM MeTo oM (GyHukimii ['puna [1]. IIITpuXxoBbIMU JTHHUSIMHU Ha PUC. 2
OTMEYEH YpOBEHb MOJIOBBIX MOTEPb, MPHU KOTOPOM MOJYJb aMIUIMTYIbl MOJBI IIOCIE MPOXOXKICHUS
BOJIHOBOJA JUIMHHOW L =25CM yMeHbpmiaercs BAaBoe. KauecTBEHHO MOXXHO CUMTaTh, YTO BKJIA[
HEKOTOPOW MOJIBI B CIIEKTP BBIXOJHOTO UMITYJIbCA SIBISETCSI CYIIECTBEHHBIM JIMIIb B TOM CIy4ae, Koraa
ee k03 punmeHT 3aTyXxaHus, BeIpakeHHbIH B dB/m, HaXoIuTCs HYDKE TaHHOM JIMHUY.

|E/E,| log,s(loss,dB/m)  |E/E,| log,(loss,dB/m)
0.3+ —4 016 4

-2

0.3 0.4 05 0 0.1 0.2 0.3 0.4 0.5
f,THz

0.2
f,THz
Puc. 2. ConocraBiieHre CIIEKTPOB MPOMYCKaHU KOAKCHAILHOTO (a) ¥ TpyO4yaToro (0) BOTHOBOJIOB C
YaCTOTHBIMH 3aBHCUMOCTSIMH 3aTyXaHUs PaOOYHX MOJI JaHHBIX BOJTHOBOJIOB

CpaBHHBasi SKCIIEPUMEHTAIbHBIC CIIEKTPhI HPOIYCKaHUs (YepHbIe KpUBbIC HA pHc. 2,a U 2,0),
MOYKHO 3aMETUTbh, YTO KOAKCHAJIbHBIM BOTHOBOJ 00ECIICUNBAET rOPa3 0 JIydllee IPOITyCKaHNEe HU3KUX
YacToT IT0 CPABHEHUIO C TPYOUATHIM BOITHOBOIOM. [[BeTHBIMU KpuBBIMU | — 3 Ha puC. 2,a IPeACTaBICHBI
CIEKTpPHI 3aTyXaHHs TpeX COOCTBEHHBIX MOJ KOAKCHAJHHOI'O BOJHOBOJIA, MMEIOIINX MHHHMAIbHOE
3aTyxaHue. TeopeTuueckoe HCCieI0BaHue ToJel 3THX Mo 1o Metoay ¢yHkiwmii ['puna [1] mokasaio,
YTO K OCHOBHOM MOJIE€ KOAKCHAJIbHOTO BOJIHOBOJIa OTHOCUTCS KpUBAas 3, a KpUBBIE 1 M 2 COOTBETCTBYIOT
MOJIaM BOJIHOBOJIA, JIOKQJIM30BAaHHBIM B OKPECTHOCTH CTEHKM TpyOku. TummdHoe pacmpeneneHue
WHTEHCUBHOCTH TMOCIIEHUX MOJ MPHUBEIEHO Ha pUC. 3 (KOHKPETHO pHC. 3 OTHOCHUTCS K KpHBOH 1 Ha
puc. 2,a nyacrore f =0,1THz).

AHanu3 puc. 2,a ¥ MPUMEHEHHE K BBIXOJHOMY CUTHAJIy BOJIHOBOJA mpeoOpa3oBaHus Dypbe-
T'abopa ¢ rayccoBbIM OKHOM II0 TEXHHMKE, ONMHCAHHON B [2], MO3BONSET 3aKIIIOYHUTH, YTO CIIEKTP
MPOIMYCKaHUS KOAaKCHAIBHOTO BOJHOBOAa B muanasoHe vacror 0,05 — 0,25 THz onpenensercs B
OCHOBHOM MOJIaMH, JIOKQJTM30BAHHBEIMHU B OKPECTHOCTH CTCHKH TPYOKH, HA XapaKTEPUCTHUKU KOTOPBIX
3aMETHO BIUSET OKPYXKEHHE BOIHOBOAA. CliaObIif BKJIa T OCHOBHON MOJIBI KOAKCHAIHLHOTO BOJTHOBOIA B
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CIIEKTP €ro MPOIMyCKaHWS MOXXHO OOBSICHHUTh HE ONTHUMAIILHBIMH YCIIOBUSIMH €€ BO30YXKJICHHS B
SKCIIEPUMEHTE U Au(paKkiueil JaHHOW MOIbI Ha (UKCHUPYIOIINX [IEHTPAIbHBINA CTEpKEeHb maiidax.

T T T 1T 1T "1
-6000 -4000 -2000 0O 2000 4000 6000
X, m

Puc. 3. OnTrueckast INIOTHOCTh COOCTBEHHOW MOJIbI KOAKCHUAJILHOTO BOJIHOBO/IA, JJOKAIM30BaHHOH B
OKPECTHOCTH CTEHKH TPYOKH

Kpussle 1 u 2 Ha puc. 2,6 COOTBETCTBYIOT ABYM MOJaM TpyO4aTOro BOJIHOBOAA C MUHUMAJIbHBIM
3aryxaHueM. KpuBasi 1 COOTBETCTByeT XOpOIIO M3BECTHOW OCHOBHOM BBITEKAIOIIEH MoOje, KoTopas
¢bopMuUpYyET BBICOKOYACTOTHBIM CIEKTp MpOMycKaHus TpyOdatoro BomHOBoma. KpwuBas 2,
ONpEAEIAoNIasl HU3KOYACTOTHBIM CHEKTP MPOIYCKAaHUS NAaHHOIO BOJIHOBOJAA, OTHOCHUTCS K €ro
COOCTBEHHOH MOJIe, JIOKAIM30BAHHOW B OKPEeCTHOCTH ero mnepumeTpa. OHa WMeeT CBOMCTBA,
AHAJIOTUYHbBIC CBOMCTBAM MOJAOOHBIX MO/ KOAKCHAJIbHOTO BOJIHOBOA (KpuBasi 1 puc. 2,a).

3aKkiIouyeHne

IIpoBenen  aHanmM3  SKCIEPUMEHTANBHBIX  CHEKTPOB  MPOMYCKaHUS  KOAKCHAJIBLHOTO
JUIEKTPUUECKOT0 U I0JIOTO TPyO4aToro BOJHOBOJOB. Iloka3aHO, YTO KOAKCHANbHBIN BOJIHOBOJ
oOecrieynBaeT Jydliee MPOIyCKaHWe M3JIydeHHs: Hu3KodacToTHoro TI'1 cmekTpa, mpy ONTHMAaIbHBIX
YCIOBUSAX BO30YXKIEHHS MOJ, ONTHYECKHE MOJS KOTOPBIX JIOKAJIM30BAaHBI OKOJIO IUAJIEKTPUUECKON
CEP/LIEBUHBI.

Pabora BeimonHeHa B pamkax ['ocynapcTBeHHOM nporpaMMbl Hay4HbIX uccnenoBanuit Pb «1.15
@DoTOHUKA M 3JIEKTPOHHUKA Ul WHHOBALM» M acnupaHcTkoro rpanta MO PecniyOnuku benapyce ¢
TeMoi «PacueT MUKpOCTPYKTYPHBIX ONITUYECKUX BOJIOKOH C TOHKOTJIEHOYHBIMHU TIOKPBITUSME.

TRANSMISSION OF A COAXIAL DIELECTRIC WAVEGUIDE

D.V. PONKRATOV, A.V. SHILOV, A.B. SOTSKY, M.M. NAZAROV

Abstract. From the standpoint of creating efficient transmission lines for terahertz signals, the mode
characteristics of coaxial dielectric waveguides have been studied. The attenuation spectra of the
operating modes of standard tubular and coaxial waveguides are compared. Conditions have been
established under which a coaxial dielectric waveguide provides higher transmission of the
transmitted signal.

Keywords: coaxial dielectric waveguide, terahertz radiation, Green's function method
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IMPOI'PAMMHOE CPEJICTBO ITIOITAT'OBOI'O AHAJIN3A AJIT'OPUTMOB
IHOUCKA U COPTUPOBKU JAHHBIX

E.B. JOBI'YJIEBUY, B.C. IlIYKA, O.I'. LIEBUVYK

Benopycckuii cocyoapcmeennblii ynusepcumem ungopmamuxu u paouodiekmponuku, Pecnybnuxa Benapyce

Tocmynuna ¢ pedakyuro 18 mapma 2024

AHHOTAIHS. Pa3apa60TaHHO MMpOTrpaMMHOC CPEACTBO MOMIArOBOI0 aHajin3a aJIrOpUTMOB IMOMCKA U
COPTHUPOBKU JaHHBIX. OmnucaHel OCHOBHBIE BO3MOXKHOCTH H TIPUHIUIT pa60T1)1 IporpaMMHOTO
CpeacCTBa. HpI/IBe,I[eHO OIMUCAaHUC UCIIOJB3yCMbIX AJITOPUTMOB IIOUCKA U COPTHUPOBKHU. PaCCMOTpeHLI
METOAbI OIICHKHU BBIYHCIINTCILHON CII0KHOCTH AJITOPUTMOB.

Kniouesvie cnosa. AJITOPUTMbI TIOMCKA, AJTOPUTMbI COPTHPOBKH, BBIMUCIHUTCIIbHAA CIIOXKXHOCTH
AJITOPUTMOB.

BBenenue

IIpu pa3zpaboTke pa3nmU4UHBIX NPOTpaMMHBIX cpeactB  mHGokommyHukamuii  (IICH)
(ynaMeHTaTFHOE 3HAYeHHE UMEET BRIOOp M 00OCHOBAHKE allTOPUTMOB 00paOOTKH U CTPYKTYpP JaHHBIX.
CyliecTByeT pa3iMyHbIE THUIBI QJITOPUTMOB OOpPaOOTKM JIaHHBIX: ITIOMCKA W COPTHPOBKH,
JAUHAMHUYCCKOro IporpaMMHpOBaHusd, MaTEMaTU4YCCKUC, HO6I/ITOBI)I€, ITIOHNCKa HIa6JIOHOB, JKaaHbIC
QITOPUTMBI, aJTOPUTMBI MAIIMHHOTO OOYYeHHS U T.H, KOTOPBIE MOTYT OBITh HMCIHOJB30BAHHBI TIPH
peanu3zanuy 3Q(HEKTUBHBIX PEHICHUH Pa3MTUUHBIX TPOOIEM.

COpTI/IpOBKa u ITIOHUCK SABJIAOTCS OCHOBHBIMH TaramMmn O6pa6OTKI/I JaHHBIX B
MH()OKOMMYHHKAIIMOHHBIX CHCTEMaX. BBIOOD MOIXO/SIIMX alrOPUTMOB MTOUCKA M COPTUPOBKH JTAHHBIX
no3Bossier B mponecce paspabotku IICH Hambonee 3¢¢exTHBHO pacnpenenuTb HMEIOLIHecs
¢u3nuecKkue W BUPTAIbHBIE pecypchl (BHYTPEHHSSI MaMsTh, TAaKTOBas YacToTa M Pa3psiIHOCTD
npoueccopa, u ap.). s OUEHKH aaropuTMOB IOHWCKA U COPTHPOBKH HCIIOJB3YIOTCS BPEMEHHAs H
HPOCTPAHCTBEEHAS CIIOKHOCTB, OHAKO JUIS JIy4IIeTro X MOHUMAHUS M N3yYCHUS TaKKe HEOOXOIHMO
WCIIOJIb30BaTh BU3YAJILHOE IMPEJCTABICHHUE PAa0OThl AITOPUTMOB, YTO TIO3BOJIUT OBICTPO W HATJISTHO
OLICHUTDH HC TOJIBKO CJI0XKHOCTbh, HO U Oosee JOCKAaHAJIBHO MOHATH OCHOBHBIC IPUHITUIIBI UX paGOTLI.

Llenp pabGoTel — pa3pabOTKa MPOTPaMMHOIO CpEICTBA IIOIIArOBOTO aHajiHW3a OCHOBHBIX
AJITOPUTMOB IOUCKA 1 COPTUPOBKU JaHHBIX.

AJIFOpI/ITMbI MOUCKA U COPTHPOBKHU JaHHbIX

OCHOBHBIMH KJIaCCaMM aJTOPUTMOB, MPEICTABIAIOMNX c000il (yHAaMEHTaIbHbBIE MOIXOABI K
PELIEHNUIO 3a7ja4 TOUCKA U COPTUPOBKH, ABIISIOTCS:

1. JIuneitabrit mouck [1]. SIBnsieTCst OMHUM U3 CaMbIX MPOCTHIX U MOHATHBIX aITOPUTMOB TIOMCKA.
Pabotaer myTeM mmocneaoBaTebHOTO H3yUeHHS KaXKI0T0 AJIEMEHTa B KOJUIEKIIMY JAHHBIX (MacCHBa WIN
CIIHCKa) 710 TeX MOp, NOKa He OyeT HaliIeHO COBMaIeHNE WK [T0Ka He OyIeT IpoiieHa BCsl KOJIISKIIHSL.

2. bunapusiii mouck [1]. Mcnonb3yercst B OTCOPTUPOBAHHOM MAaCCHBE MYTEM MHOTOKPATHOTO
JIeJIeHHs] MHTEpBajla [IOUCKA I10II0JIaM.

3. Xemmposanue [1]. AlropuTMBI XeITHPOBAHUS MIPEOOPa3yIOT BXOIHBIC JaHHBIC B YHUKAJIbHBIC
3Ha4YeHus1, obecreurBas OBICTPBIN TOCTYI K HUM.

4. CoptupoBka my3sippbkoM [2]. MeTox COPTUPOBKM MAacCHBOB W CIIUCKOB IyTeM
MOCJIEJOBATEIFHOIO CPAaBHEHUSI COCEIHMX DJJIEMEHTOB M HMX OOMEHa, €CIHM MpeaUIeCTBYIOMINI
OKa3bIBaETCs OOJIBIIE TIOCJIEAYIOIIEro (TP COPTUPOBKE IO BO3PACTAHMUIO), KaK IIOKa3aHo Ha puc. 1, a.
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5. CoptupoBka ciustareM [3]. PekypCUBHBIH alrOpUTM, IPH KOTOPOM COPTHPYEMBIE DIIEMEHTHI
pa3OMBAIOTCSI Ha JIBE TPYIIIBI, KAKAAS U3 3TUX MEHBIIUX TPYII COPTUPYETCS PEKYPCUBHO, TIOCIIE Y€ro
00a OTCOPTUPOBAHHBIX CITUCKA CIIUBAIOTCSI BOSIUHO M UX DIIEMEHTBI YePeIyI0TCs, 00pa3ysl MOTHOCTHIO
OTCOPTUPOBAHHBIN 00MIHIA crTUCcOK. [IprHIUTT pabOoThI aNropuT™Ma MPUBEACH Ha puc. 1, 6.

6. BricTpas coprupoBka [4]. BeiOupaer seMeHT B KaueCTBE OMOPHOIO dJIEMEHTa U pa3OHMBaeT
3aJ]aHHBIi MACCHB BOKPYT BBIOPAaHHOTO OINOPHOTO 3JIEMEHTA, IOMEIIas OMOPHBIA JIEMEHT B
MPABIIILHOE MOJIOKEHUE B OTCOPTUPOBAHHOM MAacCHBE, YTO TIOKa3aHO Ha puc. 1, 6.

TN N

pasgeneHue

500 2)[1][3)

N /\q / COPTUPOBKA \

2 1 |3 5 [B[T]E}

ChnaHKue

Ve

_ < ==3 >3

| |
2013 s

——

<1]=1 >1

Puc. 1. [IpyHIMI COPTHPOBKH 3JIEMEHTOB B IOPSIAKE BO3PACTAHMS CIICAYIOIIUMH Al OPUTMaMHU:
@ — My3bIPHKOBAst COPTUPOBKA, 6 — COPTHPOBKA CIHMSHHUEM, 8 — OBICTpasi COPTHPOBKA (OIIOPHBIM JIEMEHTOM
BBIOpAH MOCIEIHUN 3JIEMEHT MacCHBa)

O11eHKa CJ105KHOCTH AJTOPUTMOB NMOMCKA U COPTHPOBKHU JaAHHBIX

Br1bop moaxopAIiero anropuTMa Ui KOHKPETHBIX TPeOOBaHUM MOIKEH OBITh OCHOBaH Ha
IIOHUMMAaHHUHU TOI'0, KaK 6BICTpO BBITIOJIHACTCA aJITOPUTM. CI10KHOCTh AJITOPUTMOB ONMCBIBACT CTCIICHDb
TPYAHOCTH WJIM 3aTpaThbl PECYpCOB MPH BBITOJHEHUH alrOpUTMa. AHAINU3 CIOXKHOCTH ITOMOTaeT
ONTHMHU3HUPOBATH MMPOU3BOUTEIHFHOCTD IIPOTPAMMBI, SKOHOMHUThH PECYPCHI M CO3/IaBaTh KAUYECTBEHHEIE
npuiokeHus. Ha mpakTuke CymecTByIOT ABa BHJIA OLIEHKU CIIOKHOCTH aJITOPUTMOB:

1. BpemeHHasi cl0)HOCTh. [l03BOJIIET OLIGHUTH BpEMs, HEOOXOIUMOE JUIsl BBIMOJIHECHUS
aNropuTMa B 3aBUCUMOCTH OT pa3Mepa BXOAHBIX JaHHBIX. J{Jis aHamM3a NCTIOIB3YIOTCS TAaKUe METO/IHI,
KaK OIICHKa B Xy/IIEeM ciydae (worst-case), CpeHeM cirydae (average-case) u Jrydiiem ciy4dae (best-
case). Hanbomee pacpocTpaHEHHBIM SIBJISIETCS OIICHKA B Xy/AIIEM CIydae, TaKk KaK OHa TaeT HauOoJjee
NMECCUMHUCTUYHBIC PE3YJIbTAThI. OHeHKa BpeMeHHOﬁ CJIO)KHOCTH OOBIYHO BbIpaXXacTCad B BUIC
«O-00JIBIIIOCY HOTAITHH [5].

2. [IpocTpancTBeHHAs CIOKHOCTh. OlleHUBAaeT O0BEM MMaMATH, HEOOXOIAMMBIN JJIi €ero
BBIIIOJIHEHUST U BKITIOYAET B ceOsl aHAIN3 CTPYKTYp AaHHBIX, MAaCCUBOB, CITMCKOB U APYIUX 06’beKTOB,
KOTOPBIC HCIIONB3YIOTCS B aJTOPUTME, YTO TIO3BOJSET OMPENETUTh, KaK alfOPUTM OyIeT BIUATh Ha
00beM 3aHMMAEeMOM MM MAMSITH MTPH PA3IMYHBIX BXOJIHBIX JTaHHBIX.

OHTI/IMI/I3aHI/I$I HpOCTpaHCTBeHHOﬁ CJIOJKHOCTH BKJIIOYAET B ce0sl ITOMCK CIIOCO0O0B YMCHBUICHUA
MOTPEOJICHNS MaMATH alTOPUTMOM 0Oe3 yiepOa ero (PyHKIIMOHAIHHOCTH, MOXKET BKJIIOYATH B CeOA
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BBIOOp Oosice 3P (PEKTHBHBIX CTPYKTYDP JaHHBIX MM HUCIIOJIB30BAHHE aJrOPUTMOB, KOTOPBIC TPEOYIOT
MEHBIIEro 00beMa mamMsTH [6].
PacripocTpaHeHHbIE BAPHAHTHI CIIOKHOCTH aITOPUTMOB W MX KPAaTKOE OIMCAaHHWE TPHUBEICHBI B

Tadm. 1.

Taby. 1. BapuaHTBI CJ0KHOCTH AJTOPHTMOB

CH0XHOCTB Omnwucanue [pumep
o KoHcTaHTHas CI0)KHOCTb. BpeMst BBINOIHEHHS alropuT™Ma IMonyuenue sneMeHTa MaccHuBa MO
OCTaeTCsl IIOCTOSHHBIM M HE 3aBHCHT OT 00beMa JaHHBIX. HHJEKCY
O(logn) Jlorapudmudeckast ClIoKHOCTh. Bpems BbImonHeHUs bunapnslil mouck
AJITOPUTMA YBEITMUUBACTCSI TOTapH(OMHUIECKH C
yBEIMYEHHEM pa3Mepa BXOAHBIX JaHHBIX (N) .
o(n) JIuneitnas cnoxnocTs. OLieHKa BPEMEHHOM CII0)KHOCTH IMouck >nemenTa B
O(n) o3Havaer, 4TO BpeMsl BHIIIOJIIHEHNUS aITOPUTMA PACTET HEOTCOPTUPOBAHHOM MacCHBE
JIMHEHHO C yBEIMYEHHEM pa3Mepa BXOJHBIX JaHHBIX.

O(nlogn) JluneitHo-n0TapUMUUECKas CI0KHOCTD BricTpas copTupoBka
o(n?) Ksagparnunas CopTHpOBKa BEIOOPOM
o) KyGmueckas [lepemHOXEHME MaTPHUIL

n
o(C") OKCroHEHIUaNnbHas Bcerpeuaercs B anropurMax, KOTOpble
pemarT IpobIIeMbl METOIOM
"paznensail u BIacTBYH" unu
HCHOJNB3YIOT PEKypCcHIo 6e3
ONITHMH3AIHH.
o(nh daxropuanbHas KoMOHHATOPHBIE alNrOpUTMBbI

OcHOBHBIMH (DakTOpamMH, BIUSIOMIMME Ha CJIOKHOCTD JITOPUTMOB, SIBIISTIOTCS

1. BxogHble faHHBIE.

1.1. Pasamep u ¢dopmar BXOAHBIX JaHHBIX OKa3bIBAIOT 3HAYMTENBHOE BIMSHUE HA CIOKHOCTD
ANTOPUTMOB. AJITOPUTMBI MOTYT UMETh Pa3IMUHYIO POU3BOAUTENHFHOCTh B 3aBUCHMOCTH OT 00beMa
JaHHBIX, C KOTOPBIMH MM HpPUXOAWUTCS padoTars. Hampumep, anroputmbl, UMEIOLINE JIHHEHHYIO
CIIOHOCTh, MOTYT CTOJIKHYTBCS C 3aTPYAHEHUSMHU TpU 00paboTKe OONBIIMX 00BEMOB JAaHHBIX, B TO
BpeMsI KaK alTOPUTMBI C JIOTapUPMHUIECKOIN CIOXKHOCTBIO MOTYT OBITh O0Jiee ONTUMAILHBIMU B TaKHX
CIIydasix.

1.2. CreneHp ynopsgo4eHHOCTH JaHHBIX TAK)KE€ BIMSET HA CIIOKHOCTH aaropurmoB. Hanpumep,
JUTSL YIOPSIIOYEHHBIX JJAHHBIX AJITOPUTMBI COPTHPOBKH MOTYT paboTath 6ojee 3p(HekTHBHO, B TO BpeMs
KaK JJIsl HeyTOPsA0YeHHBIX JaHHBIX MOTYT MMOTPeOOBATHCS 00JIEe CIIOKHBIE aITOPUTMBI.

2. CTpykTypa AaHHBIX. BI0Op MOAXOMAIINX CTPYKTYP JAHHBIX SIBJISIETCS] KIIOUEBBIM (PaKTOPOM
B [IPOEKTHUPOBAHUH aJITOPUTMOB. Pa3niuHble CTPYKTYpBI JAaHHBIX, TAKHE KaK MACCHBBI, CITUCKH, IEPEBbsI
W X3II-TAOJUIBI, MOTYT MCIIONB30BATHCS IS PAa3NIUUHBIX 3a7ad. Hanpumep, /Ui TIOMCKa dJIeMeHTa B
00JIBIIIOM MaccuBe MPOLYKTHBHBIM MOKET OBITH WCIOJIb30BaHHE OMHApHOro moucka. DddexkTuBHOE
MCIIOJIb30BaHME CTPYKTYP JaHHBIX TAKXKE CBA3aHO C ONTUMAIBLHBIM PACX0OI0BAHUEM TAMSITH U BPEMEHH.

3. Onepanuu U oneparopbl. BeiOOp omnepaiiuii BKIOYaeT B ¢e0sl UCIOJIb30BAHUE TTOIXOSIIUX
MaTeMaTHYECKHUX U JIOTUYECKUX ONEepaToOpOB AJIsl BBITOTHEHUSI HEOOXOIUMBIX JielicTBri. OnTHMHu3aIus
QITOPUTMOB BKJIIOYaeT B ce0sl HMCKIIOYCHHWE H30BITOYHBIX IIAroB ISl JOCTMDKEHHS JIydlied
MPOU3BOUTENEHOCTH.

[pennonoxum, HEOOXOJUMO pEIIUTh 3a7ady 110 TOMCKY HaWMEHBIIEr0 J3JEeMEHTa B
HEYNOPSIOYEHHOM MaccuBe. PaccMOTpuM [1Ba anropuTMa Ajisl €€ pEIICHUs: JMHEHHBINH MOHCK U
OMHAPHBINA OUCK:

1. JInHeiHBIN TIONCK:

1.1. Bpemennast cioxxuocts: O(N), rae N — pa3mep MaccuBa.

1.2. HpOCTpaHCTBeHHaH CJIOKHOCTb: O(l) , TaK KaK aJITOpUTM HC UCTIOJIb3YyCT AONOJHUTCIIbHYIO

MaMSTh.
2. buHapHbIN OUCK:
2.1. BpemenHast cnoxxHocts: O(logn), mpu ycinoBuu, 4TO MACCHB OTCOPTUPOBAH.
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2.2. lpoctpancTBenHast ciaoxkHocTh: O(1), Tak Kak airopuT™M TaKke He Tpedyer
JIOTIOTHATENHHOM TTaMsTH.

B nmanHOM ciyyae, eciM MacCHB YK€ OTCOPTUPOBaH, OWHapHBIH mouck Oyner Oonee
NOIXOMAIIMM, OCOOGHHO TpH OonbIIMX oO0beMax AaHHBIX. OIHAKO, €clM COPTHPOBKAa MacChBa
3aHMMAET CIIMIIKOM MHOTO BPEMEHH, JTHHEHWHBIH IMMOUCK MOXET OBITh MPEAIOYTUTENHHBIM BEIOOPOM.
Takoif momxo K BEIOOPY aNTropuTMa IIOMOTAET YUECTh Pa3INYHbIe aCTIEKTHI 33/Ia4l U ONITUMHU3UPOBATh
ee peleHne C y4eToM TpeOOBaHMid K IPOU3BOAUTEILHOCTH U pECypcam.

HporpaMMﬂoe CPEACTBO OCHKH AJITOPUTMOB ITOUCKA U COPTHPOBKH

PazpaboranHo mporpammuoe cpeactBo (AlgoExplorer) mormaroBoro BH3yaJIbHOTO aHaIu3a
OCHOBHBIX aJITOPUTMOB TOHMCKa M COPTHPOBKHM JaHHBIX. JlMarpaMMa BapHaHTOB HCIIOJIB30BAHUS
nporpaMMHoro cpenctBa AlgoExplorer mpencrasiena Ha puc. 2.

Namenner

EbIGpaHHLIR

ANTOpUTM
noMcKa

: «extends»
c:exten_d’» 2
anropuTm

cz|ncIL|de>>_? nowcka . Abid " -g}ftf'jd»
anng 2l > nomck no
BriGop u xew-TaBnuue
EW3yanqzalma
ANropuUTMa NOMCKA
. «include»
/7 Sy
Beogur «extends

ZaHHble ANA
noucka

AKTMEMPYET PEXUM
nowaroeoi
EW2yanuzaLmMmn

1= Yaanute uam
WIMEHUTE
LaHHbIe

P
wextend:

Monezoeatens

Beogut
fAaHHble g4na
COPTUPOEKU

\ «includes»

7

BriGop u
EWZyan1zalma
anropuTma
COPTUPOEKM

winclude=

wextend:

COPTUPOEKA
BriGupaet Z\_ nyzbipeKom
ANropUTM

COPTUPOEKW _ «extend»

ey
GnicTpan
| wextends «@xtends COPTUPOEKa

N

COPTUPOEKa
CNUAHKEM

Puc. 2. [lnarpamma BapHaHTOB UCIIOJIB30BaHUs IporpaMMHoro cpenctea AlgoExplorer

Nzmennet
EbIGpaHHbLIA
anropuTm
COPTUPOEKK

U3 puc. 2 Buano, uto AlgoExplorer nmpenocraBiseT BO3MOXHOCTb HE TOJNBKO HabIOnaTh 3a
BBITNIOJTHEHHEM aJITOPUTMOB COPTHPOBKHM M MOHUCKA, HO M B3aUMOJEicTBOBaTh ¢ HUMU. [lonb30Barens
MOJKET U3MEHATh BXOJHBIE TaHHBIE M HAONIOAaTh, KaK aITOPUTMBI pearupyioT Ha 3TH u3MeHeHus. Ha

puc. 3 IIpuBE€ACHA AuarpaMma B3aHMOHeﬁCTBHH OCHOBHBIX KOMITOHCHTOB ITPOrpaMMHOI'0 CpEACTBA JJId

mpoliecca BEIOOPa U BU3yalTU3allui aliTOPUTMa TIOUCKA.
IIporpammuoe cpeactBo  AlgoExplorer peanu3oBaHHO Ha fA3bIKE MPOrPAMMHUPOBAHHUS
Python 3.11, ¢ ucmons3oBanueM 6ubMoTek Flet, 4ro m03B0MMIIO 06ECTIEUNTh HHTYUTHBHO TTOHATHBIH

" JICTKO ynpaBnﬂeMHﬁ HHTCp(i)efIC, I[OCTyrIHBIﬁ Ha pa3IMYHbIX ONCPAUOHHBIX CUCTEMAX, YTO ACJIacT

BU3YyaJIM3aLHUIO AJITOPUTMOB JIOCTYITHOW AJISl ITMPOKOT'O Kpyra MOJIb30BaTeNeH.
Ha puc. 4 orpaxxeHbl OCHOBHBIE (DYHKIIMOHATBHBIE KOMIIOHEHTHI rpadudeckoro nHrepdeiica.
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sd SequenceDiagraml J

Monszoeatens Cucrema Buzyanuzatop

1 : 3anyck npunoMeHua

2 : BriGop anropuTMa noMcKa

3 : Beog gaHHEX ANA NoUcKa

4 : anyck susyanisagim 5 : 3anyck BMzyanvIaumm

i e O S S

Ll 6 - Busyanuzauma nowarosan

Puc. 3. luarpamma nocneoBaTeIbHOCTH U1 BU3Yyalu3aluy alrOPUTMOB

Shuffle Array Sort Array

Eis

Sort Algorithms Search Algarithms

Puc. 4. I'padmueckuii nonp3oBarenbekuit naTepdeiic nporpammuoro cpencrsa AlgoExplorer

Ha puc. 4 BusHO, 4TO OCHOBHBIMH 3JIEMEHTaMH YIPABJICHHUS IPOTPAMMHOIO CPEJCTBA SIBIISIOTCS:

1. Beimagarommii cCiicok, 0003HaueHHBINH OYKBOI A.

[To3BonsieT TMONIL30BATENIO BHIOpPATh aJrOPUTM COPTUPOBKHU: ITy3BIPbKOBass W ObicTpas
COPTHPOBKH, COPTHPOBKH BCTaBKaMHM, BHIOOPOM, Ky4el U CIHMSIHUEM, a Takxke coptupoBka [llemna.

2. Ctpoka juis BBoAa, 0003HaueHHas OykBoii B.

Cry>XuT JU1d TI0JB30BaTEILCKOTO BBOJA MaccuBa LenbIx uncen. [lognepxruBaeTrcst Kak MpocToe
TiepevrcIIeHUE DIIEMEHTOB MacCHBa Yepe3 3HaK mpo0elia HiTh 3alsTyIo, TaK U 3aliCh HHTEPBAJIOB Yepe3
3Hak "-". Hampumep, BBog "1 2 3 4 5" sxBuBanenten crpoke "1-5", a BBox "1, 2, 3, 4, 5, 10" — cTpoke
"1-5, 10". IlpucyTcTByeT TakKe 3allMTa OT HEYHCIOBOTO BBOJA M HEKOPPEKTHBIX WHTEPBAIBHBIX
3HAYEHUI.

3. Brimaparomuii ciucok, 0003HaueHHbIH O0ykBoii C.

Heobxonum mi1st BeIOOpa crocoba peopraHu3aldil 3JIEMEHTOB MaccuBa. BBeneHHBI MaccuB
MOYKHO OCTaBUTh 0€3 W3MEHEHWH, IepeMellaTh ero JJIEMEHTHI CIy4YallHbIM 00pa3oM, BBIBECTH
JJIEMEHTHl B OOpaTHOM MOPSJIKE WM OTCOPTHUPOBATH TAaKUM OOpPa30M, YTOOBI KaXKIbIH DIIEMEHT
ClIydaiiHBIM 00pa3oM CMEHHJI CBOE IOJIOKEHHE B MacCHBe, HO He Ooyiee 4eM Ha JBe MO3ULHH, YTO
yIO0OHO IJ TIPHBENEHUS 3apaHee YHOPSJAOYECHHBIX MOCIEeI0BAaTeIbHOCTEH B COCTOSHUE OJM3KOE K
OTCOPTHPOBAHHOMY.

4. Knomnka "Shuffle Array", o6o3nauennas OykBoii D.

[Ipumensier k BBeJEHHOW B CTPOKy B mocmenoBaTenbHOCTH BBIOpaHHBIM B crucke C crocod
peopraHu3ali SJIEMEHTOB M BBIBOJHMT NOJIYYEHHBIH pe3yabTaT Ha DKpaH B BUJE CTOJNOYATON
JUarpaMmBbl.
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5. Knomka "Sort Array", o603HaueHHass OykBoii E.

3amycKaeT IomIaroByl0 COpTHPOBKY ISl BBEIEHHOTO TIOJIb30BAaTEIIEM MAacCHBA YHCEI.

6. Knorku F u G, mO3BOJSIOT IOJIB30BATENIO MEPEKITIOYAThCS MEXIY PEKUMaMH aHalIn3a
AITOPUTMOB COPTUPOBKHU U TIOUCKA.

[lpumep Bu3yanm3anMu BXOJHBIX NAHHBIX W pe3yjibTara pabOThl AIrOpPUTMAa COPTHPOBKH
npuBeeH Ha puc. 5. B xozme paboTs! pazpaboTaHHOE IPOrPaMMHOE CPEACTBO IEMOHCTPUPYET KarKIbIi
mrar pa®oTel BBIOpaHHOTO anroputMa. Jns 3Toro Tekymuid oOpabaThIBacMbIil SIEMEHT MacCHBa,
KIIIOUEBOM SJIEMEHT, MOJCBEYMBACTCS KPACHBIM IIBETOM. B 3aBHCHMOCTH OT ajJropuTMa KIIOUEBBIMHU
CUHMTAIOTCA OJWUH WM Cpa3y HECKOJIbKO CcToNOmoB. HaBenenwe MBI Ha JFO0OW W3 CTOJOIOB
JMarpaMMbl OK)KET ero YHCIEHHOE 3HaueHHe. J[o OKkoHYaHMs mporecca copTupoBky kHonku D n E
onmokupytorcs. s obecriedeHnss HarMSAHOCTH U KaKIO0W COPTUPOBKH OBUIO MOJOO0paHO 3HAYCHHE
3a7ep)KKH MEKAY UTEpALMsIMH, TaKUM 00pa3oM IporpaMma He OTpaKaeT peajbHOW JUITMTEIHHOCTH
BBITIOJTHEHHS TOTO WJTH HHOTO aJITOPUTMA, OHAKO TTO3BOJISIET OLIEHUTH KOJIMYECTBO OIepaInii.

r -————_————————————————————_—
Random hd

Shu ray Sort Array

Random

Shu ay Sort Array

6
Puc. 6. IIpumep pabOThI COPTHPOBKH BCTABKAMH IS TIOJIh30BaTeIbCKOro BBoaa "1-100™:
@ — DIIEMEHTbI MacCHBa MepeMelIaHbl CIydaifHbIM 00pa3oM, 6 — MacCUB ObLT YIOPSIIOYEH C MOMOUIBIO
COPTHPOBKH BCTaBKaMH

B pexume pa6OTBI C AJITOPUTMAaMU IMOUCKA K OTTMCAHHBIM BBIIIC ITOJIAM ,Z[O6aBJ'I$I€TC$I CTpOKa IJid
BBOJIa LEJICBOT'O 3HAYCHUA, ITO3UIIUIO KOTOPOT'O HCO6XOJII/IMO O6Hapy7KI/ITI) B 3aJIaHHOM ITI0JIB30BAaTCIJICM
MaccuBe. Ha BBI60p npeayiarartoTcs  aJropuTMbl JIMHEHHOTO U 6I/IHapH01"0 IIOMCKa, a TaKXKeE
XCHIMPOBAHUC. B XOJIC MTOUCKA Ha JUuarpaMme TakiKe MoJACBEYNBAOTCA KIHOYCBLIC CTOH6LII>I.
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3akiIoueHne

Br100p anropuTMOB MOMCKA W COPTHPOBKH JTAHHBIX SIBJISIETCS BAXKHOW 3a/iaueii ipu pazpaboTke
I10. Ilornmanue, Kak anroOpuT™M OyJIeT BECTH ceOs MpH pa3IWYHBIX YCIOBHUSIX, IIOMOTAeT BHIOMPATh
HAWIYYIINE MOIX0IbI IS PEHICHUST KOHKPETHBIX 33/1a4 1 MUHHMH3HPOBATh UCTIOJIh30BaHUE PECYPCOB,
YTO OCOOCHHO BaXKHO B KOHTEKCTE Pa3sHOOOPa3HBIX IIATPOPM, OT YCTPOWCTB C OTpaHMYEHHBIMH
pecypcamu 0 CepBEPHBIX CHCTEM C BBICOKOH MPOU3BOUTEIBHOCTHIO.

AHanu3 CIOKHOCTH B Pa3padOTKE MPOrpaMMHOIO OOECICUYEHUS WrpacT KIYEBYIO POJb,
MOCKOJIBKY OH ITO3BOJISET C03/1aBaTh 3(()EKTUBHBIC H ONTHMH3UPOBAHHBIE ATOPUTMBI. OTHAKO JTydIliee
NMOHUMAaHNE MPHUHIMIIOB Pa0OThl aJrOPUTMOB TIOMCKA W COPTHPOBKH JIaeT WX BH3yalbHOE
MpEeJICTABICHHUE, YTO TAK)KE MO3BOJISIET OIIEHUTh UX 3aBUCHMOCTh OT BXO/HBIX JIAHHBIX.

PazapaboranHoe mnporpaMMHOE CpPEICTBO TOMIATOBOTO aHajiM3a ajJrOpUTMOB IOMCKAa H
COPTHPOBKHU JITAaHHBIX BU3YaIU3UPYET HE TOJBKO MOJHBINA UK paOOThl BEIOPAHHOTO ANTOPUTMA, HO U
MO3BOJIIET JIETAJbHO PACCMOTPETh KAXKIBIA €ro mar. JTo o0ecrednBaeT Iydillee MOHUMaHUE
0COOCHHOCTH PabOTHI KAXKJIOTO alroputMa u X 3(EeKTUBHOCTD B PA3JINYHBIX CIICHAPHUSX.

SOFTWARE FOR STEP-BY-STEP ANALYSIS OF DATA SEARCH AND SORTING
ALGORITHMS

E.V. DOVGULEVICH, V.S. SHUKA, 0.G. SHEVCHUK

Abstract. A software for step-by-step analysis of data search and sorting algorithms has been
developed. The main capabilities and operating principles of the software are described. A
description of the search and sorting algorithms used is provided. Methods for estimating the
computational complexity of algorithms are considered.

Keywords: search algorithms, sorting algorithms, computational complexity of algorithms.
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TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU

VIIK 621.391

TOHOBOE INPEOBPA3OBAHUE HH®PAKPACHBIX U30BPAKEHUI HA
OCHOBE IIOPOI'OBO1 OGPABOTKH I'MCTOI'PAMMBI

A.JI. POBAYEBCKUIAY, J1.A. CUKOPCKHIZ, C.A. MOCKAJIEB?,
B.B. UEIIMKOBA!, B.IO. IIBETKOB!

1 — Benopycckuii 2ocydapcmeennulil yHugepcumem uH@Gopmamuxu u paouodiexmponuxu, Pecnybnuxa Berapyce
2 — OAO «IIEJIEHI », Pecnybonuxa benapyce
3 — 0OAO «Koncmpyxmopckoe 6wopo «ucnneiiy, Pecnybnuxa benapyce

Tlocmynuna 6 peoaxyuio 20 mapma 2024

Annoranusi. PaccmarpuBaercst 3ajada ckaTHs IMHAMHUYECKOIO JWana3oHa HH(QPaKpacHBIX
M300paKeHUH Uil WX OTOOpaKCHWs Ha CTaHJIapTHOM MoHHTOpe. Paspaboran anropurtm
YIPaBJsIEeMOI'0 TOHOBOTO OTOOpa)KeHHUs1 HA OCHOBE TIOPOTOBOM 00PE3KH, YILIOTHEHHS U JINHEHHOTO
CKaTUsl THUCTOIPAaMMBl C HHU3KOH BBIYHCIUTEIHHON CJIOKHOCTBIO. AJTOPUTM  IO3BOJISET
HepepacIpeneiiTh SPKOCTh H300paKECHUS 32 CUET N3MEHEHHS (POPMBI THCTOTPAMMBI C IOMOIIBIO
W3MEHEHHSI I1apaMeTpoOB IIOPOTOBOH CHTMOMWABI, 3aJaBaeMbIX omeparopoM. IlokasaHo, dYTO
TPEITIOKEHHBIN ATOPUTM 00ECIIEYNBACT 3a CUET BRIOOPA MapaMeTpOB MOPOTOBOM CUTMOU/IBI JIyHIIINe
MHTEPBAJIbHBIC TIOKA3aTeNM KayecTBa TOHOBOTO NPeoOpa30BaHMs B 3HAYMMOM YacTH JHHAMHYECKOTO
JIMaIa30Ha M0 CPABHEHHMIO C aJITOPUTMOM SKBaJIM3aLIN THCTOIPAMMBI.

Kniouegvie cnoea: yMeHblLIeHHE IUHAMHYECKOTO JOMana3oHa wH300paxxeHHH, HH(paKpacHbe
M300pakeHus, yrpasieHue (OopMoil THCTOTPaMMBI.

BBenenne

Cxkatne nuHammdeckoro auama3oHa wHppakpacHbix (MK) mzobpaxkeHnit ¢ MUHUMAIbHBIMA
MOTePsIMHU MH(OPMAIIUHU O JISTANIAX IUPOKO UCIOJIB3YeTCs B CUCTeMax BUicoHaOoeHus. biaromxaps
BBICOKOMY Ka4ye€CTBY M IMPOCTOTE PACIpPOCTPAHEHHE MOJYYHJI aJITOPUTM TOHOBOTO OTOOpPaKCHHS Ha
ocHOBe BbIpaBHHBaHMA Tuctorpammel (Histogram Equalization, HE) [1]. Hemoctatkom maHHOTO
aJIrOpUTMa SIBJIIETCS HEBO3MOXHOCTh YITPABIICHUS HapaMeTpaMu MpeoOpa3oBaHus, KpoMe Kak uepes
dbopMy HHTerpaibHON (QYHKIMM pactpeaesieHus. Takas QyHKIUS CTPOUTCS 110 THCTOTPaMME SIPKOCTH
nukcene ucxomnoro MK-mzoOpaxkeHus, HO MOXET OBITh BHIOM3MEHEHA I KOPPEKIHH (HOpMEI
TUCTOTpaMMBI TipeoOpazoBanHOro MK-n3o0paxkenus. YCTaHOBIEHHE CBS3M MEXIY HEOOXOIUMBIM
npeoOpazoBanueM st KOHKpeTHOro MK-u3o0OpakeHus: ¢ MUPOKUM JUHAMHYECKUM JHANA30HOM H
(hopMoif MHTETpanbHOW (YHKIIMU pacIpe/ieNIeHus SIBISIETCS CIOKHOW 3ajmadell. Ha mpaktuke wacrto
WCTIONIB3YETCs 3apaHee U3BECTHAS HHTErpaibHas (PYHKIUS paclpeereHus STATOHHOTO N300pakeHNsI.
Takoit moaxo/1 He Beeria 00eceunBaeT MPUEMIIEMOe Ka4eCTBO TOHOBOT'O OTOOpasKEHUsI.

Ilenbto paboOTBI SIBJISETCS TIOBBIIICHUE KA4eCTBa YNPABISIEMOI0 CXKaTHUSA JIMHAMUYECKOTO
nmuana3ona MK-n3o00paskeHuil Mpu HU3KOW BEIYMCITUTEIBHON CIIOXKHOCTH ITPe0Opa30oBaHHUI.

AJITOPUTM yHPaBJIsIEMOro TOHOBOTO oToopaxenuss UK-u3zoopaxkenuii

s obecrieueHHss BO3MOXKHOCTH U3MEHEHUS CTEIIEHU CHKaTHsI JMHAMIUYECcKoro auanazona MK-
n3o0paxenuit npeanaraercss anroput™ TCLHC (Thresholding, Compaction and Linear Histogram
Compression) ynpapiasieMOro TOHOBOTO OTOOpa)KeHHsI HA OCHOBE NMOPOTOBOW 0OpE3KH, YIUIOTHEHUS U
nuHeHHOTo ckatus ructorpaMmel. Ainroputv TCLHC cocTouT U3 Ciemyronux maros.

ar 1. ®opmupoBaHue TUCTOrpamMMbl SIpKOCTH ucxoxHoro MK-m3zo0paxeHus ¢ MIMPOKUM
JUHAMUYECKUM JHara3oHOM.
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[ar 2. TTocTpoeHHEe JTMHUM MOPOTOBBIX 3HAUCHUH MOBTOPSIEMOCTH MO THCTOTPAMMEBI SIPKOCTH
ucxogaoro UK-mzobpaxkennss B ¢opme curmouzpl (B PydyHOM pEXHME Ha OCHOBE BU3YallbHOTO
KOHTPOJISI) € Y4YETOM TOrO, YTO 3HAYCHHS PEIKO BCTPCYAMOIIUXCS MHKceleld OyayT 3aMeHEHbBI
OMKARIIIME 9aCTO BCTPEUAIOIIIUMHUCS 3HAYeHUsIMH (CM. IpuMep Ha puc. 1).

Puc. 1. KpuBas noporoBsix 3HaueHUN

I[HSI IMOCTPOCHUSA TUCTOTPAMMBI UCITIOJIB3YETCS BBIPAKCHUEC

2r max
y(x) =W+(Cy ~r)max,

rAe ' — MOJIOBUHA PACCTOSTHHUA MEXIY JBYMS TOPHU30HTAJIHHBIMH aCHMOTOTaMH, Cy — ITOKa3bIBaeT
OpIMHATY TOYKH IIEHTPA CUTMOHU/IBI, Cx — TIOKa3bIBAaET a0CIIMCCY TOUKHU IIEHTPa, d — MOKa3bIBAET CTEIIEHB
9KCTIOHEHTHI (TIPH OTPHUIATEIbHBIX 3HAaUeHHUAX 0 CUrMoMIa OT3epKaIMBACTCs), Max — MaKCUMaJbHOE
3HAYCHHE TUCTOIPAaMMBbI MIOBTOPSAEMOCTH, W — IIMPUHA TOJOCHI TUCTOTPAMMBI, Min — MHHUMAIBHOE
3HaueHHUE IPKOCTH N300paKECHUS.

Iar 3. IToporosasi o0pe3ka rucTOrpaMMbl. 3HaYCHHS TTUKCcenel ucxoanoro MK-u3obpaxenus,
COOTBETCTBYIOIIME 3HAUEHHUSM TUCTOIPAMMbI, MEHBIIMM 3HAYCHUS TMOPOra IOBTOPSIEMOCTH,
3aMEHSIOTCS ONMKAUITME 3HAYeHUSIMU THKcelneit ncxoaHoro MK-m3o00paxeHusi, COOTBETCTBYIOIIMMUA
3HaYEHUSIM THCTOTPAMMEI, pAaBHBIM HITM OOJIBIIIMM ITOPOTa MOBTOPsieMOCTH. B pe3ynbTare popmupyercs
3arpyonenHoe MK-u3obpaxenue, Ha THCTOTPaMME KOTOPOTO YBEIUYMBACTCS KOJIMYECTBO HYJIEBBIX
9JIEMEHTOB (CM. TIPHMeEp Ha puc. 2).

Puc. 2. IToporosast o0pe3ka THCTOrpaMMBI
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[ar 4. Tlouck Hyned W ymiaoTHEHHE rHcTorpammbl 3arpyonenHoro MK-uzobpaxenus. Ciesa
HAIpaBo OCYIIECTBISAETCS MOMCK HYJIEBBIX 3HAUCHUIT THCTOTpaMMEl 3arpyoiaenHoro MK-n3zobpaxenus.
Ecnu HyneBoe 3Hau€HHE TUCTOTPAaMMBI HAHIEHO, TO BCE 3HAUEHHS THCTOTPAMMEI CIIpaBa OT HYJEBOTO
CIIBUTAIOTCS Ha OJIHO 3HAUE€HUE BIEBO. B pe3ynbTare rucrorpaMMa yIIOTHAETCS 3a CUET UCKIIIOYEHHS
HYJIEBBIX 3JeMeHTOB U (hopmupyercst ymmorHeHHoe MK-m300pakenne ¢ Oomnee y3KMM THHAMHIESCKUM
JIMATIa30HOM I10 CpaBHEHHIO ¢ ncxoaubM MK-n300paxenuem, puc. 3.

Puc. 3. YuioTHeHHE THCTOTPaMMBI

Iar 5. JluneitHoe mnpeoOpazoBanue ymioTHeHHOTO MK-m300paxeHuss k  TpeOyemomy
JUHAMHYCCKOMY JHAana3oHy. DTO MOXKET ObITh CKaTHUE WM PACTSIKEHUE TMCTOTPAMMBI SPKOCTEH B
3aBUCHMOCTH OT COOTHOIIEHHUS TpeOyeMOoU IMPHHBI JUHAMHYECKOTO AMANa3oHa Pe3ylIbTHPYIOIIETO
HK-n300paxxeHns 1 MAaKCUMaJIbHOTO 3HAYCHHUSI SPKOCTH, YIIoTHeHHOTO MK-1300pakeHust.

OneHKa Ka4ecTBa TOHOBOI'O 0TOOPaKeHH s

[l oileHKH KauecTBa TOHOBOT'O OTOOPaXEHUS UCIIOJIb30BaHbl TpH TecTOBBIX MK-n300pakenus
(UK-1 — UK-3) ¢ nunamMudeckum nuanazoHoM 65536 yposae# sipkoctu. Ha puc. 4 npusenenst K-
n300pakeHusl TociIe WX JIMHEHHOro oTtoOpaxkeHus B auanazoH 0,255 ypoBHe# sipkocTH U (HOPMBI
THUCTOTPaMM MX HHTEHCUBHOCTEH 10 MIpeoOpa3oBaHMs.
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Puc. 4. TecroBsre UK-n300paskenus u ux ructorpammsr: a — UK-1; 6 — UK-2; 6 — UK-3
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Ha puc. 5 mpuBeneHsl pe3ynbTaTbl TOHOBOTO OTOOpaXKeHHsI 3TUX Tpex TecToBbix MK-
M300pakeHNH B TMHAMUYECKHN AMana3oH 256 ypoBHEH SPKOCTH C MOMoIIbio anroputma HE.
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Puc. 5. UK-n300pakeHUs U UX TUCTOTPAMMEI ITOCTIEe IIpeoOpa3oBaHus ¢ moMomnsio anroputma HE:
a—UK-1; 6 — UK-2; ¢ — UK-3

Ha puc. 6 u 7 mpuBeaeHsl pe3ysbTaThl TOHOBOI'O OTOOPAKEHUS TECTOBBIX n300paskennii MK-1 —
UK-3 B aumHaMudeckuii nuama3zoH 256 ypoOBHEH SIPKOCTH C IOMOIIBIO MPEIIOKEHHOTO aITOpUTMa
TCLHC npu HECKOJNIBKUX 3HAYEHUSX TIOPOTa IOBTOPSIEMOCTH.
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Puc. 6. UK-n300paxkeHus 1 UX TUCTOTPaMMBI TIociie nmpeobpazoBanus ¢ momonisio anroputMa TCLHC ¢
nmuHerHsIM Tioporom 50: a — UK-1; 6 — UK-2; ¢ — UK-3

B 1abn. 1 u 2 npuBeneHs MOKa3aTeNId KayecTBa MPeoOpa30BaHHBIX TECTOBBIX M300paKeHUH C
momonrsio anropurmMoB HE 1 TCLHC co cratiueckum (T) U H3MEHIEMBIM CHTMOUIHBIM (S) IIoporam.
J1y1st olileHKH Ka4ecTBa TOHOBOTO OTOOPaKEHHUS HCIIOIb30BAHBI TI100ATEHBIC TIOKA3aTENH, TIO3BOJISIFOIINE

OIIGHUTh KOHTpAacT (cTaHgapTHoe OTkIOHeHHe Dg; u cpennmii rpaaumeHt Gp ), sHTpomus E;,
KOJIMYECTBO JIOKAIbHBIX dKCcTpeMyMoB N, g, cratucrtudeckas ecrectBeHHOCTh Ng [2], cTpykTypHas

TouHocTh Fg [3], kKauecTBO TOHAIBHON KapTh Imo [4], a Takke mpemnoxkeHHbie B [5] HHTEpBaIbHBIC
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¥ WHTEPBAJILHO-OJIOYHBIC IOKA3aTeNH, MO3BOJIAIONINE OLCHUTh: MOTEHLUMAIBHYIO pa3idvalouryio
crocobHocTh Py Ha BBIOpaHHOM WHTEpBajie [IWHAMHYECKOTO JMANa3oHa IMpeoGpa3oBaHHOTO

u300pakeHus; morepu Ep  pasnanmueHust coceHMX THKCENeld Ha BBHIODAHHOM —HHTEpBAle
JUHAMHYECKOTO  JHama3oHa MpeoO0pa3oBaHHOTO  W300pakeHWs, OOYCIIOBIEHHBIE TOHOBBIM
OTOOpaXeHHEeM; BenMuuHy E),5 HEIMHEMHBIX MCKaXKCHHWIl CKaTHs JUHAMHUYECKOrO NMala3oHa Ha
BBIOPaHHOM WHTEPBAJIC TUHAMUYECKOTO JTHAINa30Ha MPeoOpa3oBaHHOTO M300pPaXKEHUsT OTHOCHUTEIHHO
JIMHEHHO MPE0oOPa30BaHHOTO H300paKeHHS; paBHOMEpHOCTs U, HCHOIBb30BaHMS JHHAMHYECKOTO
JMana3oHa Ha BHIOpaHHOM MHTEpBajie AWHAMHUYECKOTO AWana3oHa MpeoOpa3oBaHHOTO HM300paXKeHUs
OTHOCHTENILHO 0a30BOT0 HHTEPBaJIa; HEOAHO3HAYHOCTh L, TOHOBOro 0TOOpaXkeHMs, 00YCIOBICHHYIO
pa3IMUUAMU  TIEPETATOYHBIX XapaKTEPUCTUK OJIOKOB B WHTEpBANC JIMHAMHYECKOTO JHAra30Ha
npeoOpa3oBaHHOTO HM300paKEHUS, COOTBETCTBYIOIIETO WHTEPBANY MPOPEKEHHOTO JIHHAMHYECKOTO
Anana3’oHa WCXOJHOTO H300paKeHWs; BeanuuHy Lp| HENMMHEHHBIX HMCKaKCHHMi, CBSI3aHHBIX C
HEOJTHO3HAYHOCTBIO  TOHOBOTO  OTOOpPaXEHWs, B UWHTEpBaje JUHAMHYCCKOrO  JHMara3oHa

peoOpa30BaHHOTO HM300paXEHUsI, COOTBETCTBYIOIIETO HHTEPBAYy IPOPEKEHHOIO JAMHAMHUYECKOTO
JMana3oHa UCXOJHOTO H300paskeHHS.
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Puc. 7. UK-n300pakeHHUs U X TUCTOTpaMMa Iociie nmpeodpazoBanus ¢ momonisio anroputma TCLHC ¢
noporosoii curmoutoit ipu r = 0,5; y =0,5; x =0,3; d = 200: ¢ — UK-1; 6 — UK-2; 6 — UK-3
Menbiune 3Hauenust Py u Ep cBunerenscTByroT 0 6osee BBICOKO# pa3iinyarolieii ciocoOHOCTH

Y MEHBIINX IMOTEPAX PA3IMUYCHUs COCETHMX IHKCceJIeld mpeoOpa3oBaHHOTO M300pa)keHus. MeHblune
sHayeHuss Eyg roBopsaT o NpHOIMKEHMH MEepeIaTOYHBIX XapaKTEePUCTHUK OJOKOB (WM BCEro

M300pakeHus) K JMHEHHbIM. Biuskue K enunuie 3Hauenwe Uy, CBHIETENbCTBYOT 0 Golee
PaBHOMEPHOM pacIpeliefIeHHH SPKOCTe Ha BBHIOPAaHHOM HMHTEpPBaje OTHOCHTENIBHOro 0a30BOTrO
WHTEpBaJia W OJIN30CTH TOHOBOTO OTOOpaKEHHsI K JIMHEWHOMY IPH PABHOBEPOSITHBIX 3HAUCHHSIX
nukcesneit. biu3octs k equHune 3HaveHnit Lpy roBOpHT O MEHbIIEH HEOJHO3HAYHOCTH TOHOBOTO

oToOpakeHus. MeHbIe 3HAYCHUS Ly, CBHIETENHCTBYIOT 00 YMEHBITICHUHN HETMHEWHBIX UCKAXCHUIN

M3-32 HEOJHO3HAYHOCTH TOHOBOTO OTOOpaKeHMs. 3HAYCHHWsS HMHTEPBAIBHBIX  IIOKa3aTenel
BBIUMCIISIFOTCS JUIs TiepekpbiBatonuxcs Jjeporo (L), nenrpansaoro (C), mpasoro (R) uHTEepBanoB
THCTOrPaMMBbI U BCETO TUHAMHYECKOTO JTHana3oHa u3oopaxenus (uutepsai T). B Tadi. 1, 2 BbiiesieHsl
JyYIIMe 3HaYeHUs IapaMeTpoB KadecTBa TOHOBOT'O IIPeoOpa3oBaHusl.

U3 Tabn. 1 cnexnyer, uro mo rioOalbHBIM IOKA3aTeNsiM KauyecTBa TOHOBOT'O OTOOpasKeHHs
anroputm HE npeBocxonut anroputv TCLHC ¢ nro6oii moporosoit pyHkipend. OnHako, 3HaAYCHUS
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WHTEPBaJIbHBIX MOKa3aTeNicii KauecTBa TOHOBOTO OTOOpa)KCHWS YKa3bIBAIOT HAa HEOAHO3HAYHOCTH
npeBocxojictBa anroputma HE. CormacHo stum mokazatensm anroput™m 1CLHC nyume nmepenaer
JIETaJIH B IMPaBOi YaCTH THCTOTPAMMBI IPKOCTH (17151 00JIee TEIUTBIX 0OBEKTOB) 3a CUET €¢ HETMHEHHOTO
pacTsbkeHus1, obecrieurBast 0oJiee BRICOKHIA JTOKATbHBIA KOHTPACT.

Tabn. 1. 3nadenus raod6aabHbIX NoKka3aTenaeii kauectsa UK-n3obpaxennii

3HavyeHus rino0aNbHBIX MOKa3aTeael 111 arOpUTMOB
IMokaszarenu HE TCLHC (T) TCLHC (S)
HK-1 HK-2 HK-3 HK-1 HK-2 HK-3 HK-1 HK-2 HK-3
Nsg 0,0596 0,0635 0,0865 0,0336 0,0533 0,0985 0,0211 0,0245 0,0450
Fs 0,8239 0,8374 0,8842 0,7778 0,7766 0,8306 0,6026 0,6413 0,7668
Itmg 0,7822 0,7872 0,8068 0,7601 0,7667 0,7956 0,6995 0,7141 0,7610
Dsr 47,11 46,23 47,29 35,16 37,81 56,91 22,77 23,24 38,08
Ga 5,06 6,19 6,53 3,81 5,22 7,18 2,22 3,23 4,75
E 6,85 6,85 7,24 6,48 6,55 7,07 3,41 5,88 6,53
N e 34202 28360 25323 33687 26454 24141 23334 21944 21769
Ta6n. 2. 3HaYeHUs HHTEPBAJbHBIX NMoKa3aTeneil kauectBa UK-u3obpakennii
IMoka3zarenn 3HauCHUS HHTEPBAJIBHBIX TIOKa3aTeNel IS alropuTMOB
HE TCLHC TCLHC
UK-1 | MK-2 | HK-3 UK-1 | MK-2 | HK-3 UK-1 | HWK-2 | HK-3
Po 3,1667 -0,2682 0,3867 2,9792 1,2630 2,4284 7,5833 4,3880 7,3242
Ep 23,8875 8,5156 89,8104 | 72,0797 | 58,5825 | 156,4934 |1164,0022| 618,6910 | 358,1024
Ews 19,9126 | 24,9502 | 25,9418 | 22,8952 | 21,5291 | 19,8044 | 31,5900 | 28,0754 | 23,0543
Uy 0,9872 0,9867 0,9809 0,7231 1,1685 1,7148 5,1066 0,8279 2,5416
Lon 1 1 1 1 1 1 1 1 1
Lo 0,0073 0,0137 0,0152 0,0075 0,0096 0,0107 0,0032 0,0101 0,0083
Po -5,8470 | -14,9207 | 12,9086 | —4,1672 | —11,2020 | -13,2289 | -4,8782 | —6,3270 | —7,0805
Ep -41,3314 |-111,2161|-146,2064 | —72,4310 |—-415,0800 |-593,5226 | -705,4703 | -162,6808 | —221,0519
Ems 4,3120 8,9541 10,1452 7,0095 10,6635 8,4627 11,9975 | 15,8161 8,7426
Uy 1,0054 1,0070 1,0112 1,6478 1,2771 0,7332 0,3627 1,9511 0,6815
Lpon 1 1 1 1 1 1 1 1 1
Loo 0,0073 0,0138 0,0153 0,0055 0,0115 0,0187 0,0166 0,0089 0,0214
Py 0,9958 9,8583 8,4096 —0,2647 6,5771 6,1805 —4,4209 | -0,2667 | -2,7258
Ep 3,0261 63,9042 6,2242 | —24,9154 | 212,0977 | 229,9864 |-704,6261 |-154,7741 | -214,6045
Ews 0,5651 1,1087 1,3821 0,9846 1,0702 0,8795 0,6278 2,6761 0,5959
Uy 1,0021 0,9994 0,9970 0,4906 0,3975 1,0130 0,4071 0,1972 0,3933
Loy 1 1 1 1 1 1 1 1 1
Loo 0,0074 0,0140 0,0155 0,0116 0,0289 0,0183 0,0404 0,0455 0,0543
Ews 10,5758 9,4466 9,3519 10,6900 | 12,9264 | 11,8600 | 27,9447 | 16,9603 | 17,6051
Lon 1 1 1 1 1 1 1 1 1
Lpp 0,0073 0,0139 0,0155 0,0073 0,0139 0,0155 0,0074 0,0139 0,0155
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3akiIoueHne

[IpennoxeH anropuT™ yHpaBiIsieMOro TOHOBOTO OTOOPa)KEHHUSI Ha OCHOBE MTOPOTOBOM OOpE3KH,
YIUIOTHEHUS U TUHEHHOTO CHKATHUSI TUCTOTPaAMMBbl C HU3KOM BBIUHUCIUTENBHON CI0KHOCTBIO. AJTOPUTM
OTJIMYAETCsl BO3MOYKHOCTBIO BEIOOPA IMOPOTa 0] KOHTPOJIEM OIepaTopa I HETMHEHHOTO PaCTsHKEHUS
OJTHOM YacTH TWHAMHUYECKOTO JHaIa3oHa spKOCTei HH(PAKPACHOTO H300paKeHHs 3a cueT Apyroro. C
MTOMOINFI0 HMHTEPBAJIBHBIX TIOKa3aTeJIeil KadecTBa TOHOBOTO OTOOpPaKECHHMsI ITOKa3aHO, YTO
MPEIUIOKCHHBIN aNTOPUTM 00ECIIeUrBaeT JNYYIINUN JIOKAIBHBIM KOHTPACT B BHIOPAHHOW OINEPaToOpoOM
YacTU JUHAMUYECKOIO IUaIla30Ha.

TONE TRANSFORMATION OF INFRARED IMAGES BASED ON HISTOGRAM
THRESHOLDING

A.D. ROBACHEVSKY, D.A. SIKORSKY, S.A. MOSKALEYV,
V.V. CHEPIKOVA, V.Yu. TSVIATKOU

Abstract. The problem of compressing the dynamic range of infrared images for their display on a
standard monitor is considered. A controlled tone mapping algorithm has been developed based on
threshold trimming, compaction and linear histogram compression with low computational
complexity. The algorithm allows you to redistribute the brightness of the image by changing the
shape of the histogram by changing the threshold sigmoid parameters specified by the operator. It is
shown that the proposed algorithm, due to the choice of threshold sigmoid parameters, provides
better interval quality indicators of tone transformation in a significant part of the dynamic range
compared to the histogram equalization algorithm.

Keywords: image dynamic range reduction, infrared images, histogram shape control.
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TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU

VIIK 004.738

MOJEJIUPOBAHUE CETU MANET B CUMYJIAATOPE NS-3

A.A. TIO3HSK, K.I'. TOJIEVKO, T.B. [TIOJIYSIH

benopyccxuii cocyoapcmeennvlii ynusepcumem ungopmamuxu u paouosnekmponuru, Pecnybnuxa Benapyce

Hocmynuna 6 peoakyuro 16 mapma 2024

AnHoTauus. B npencraBneHHol cTaThe onuckBaeTcs pabora ceteBoro cumyisitopa NS-3 u anamis
pesynpraToB MonemupoBanus cetu MANET ¢ mcnonp3oBaHWEM MPOTOKOJIOB MapUIpyTH3aLUU
OLSR u AODV.

Knioueswvie crnosa: camoopraamsyromasics cetb, MANET, OLSR, AODV, NS-3.

BBeaenne

Cetu ad-hoc (MANET) npencraBisitoT co00i AuHaMHUYecKre OECIIPOBOIHBIC CETH, B KOTOPBIX
YCTPOHCTBAa MOTYT TEepeIBUTAThCs 0€3 KaKkoi-mubo mpeaonpeaeieHHon HHPPaCcTPyKTYpel. DTH CeTh
UTPAIOT BaYKHYIO POJIb BO MHOTHX aCIEKTax, TAKUX KaK BOCHHBIC ONEPalliy, Ype3BbIYAHbIC CUTYAIUN
U MOOMJIbHBIE CEeHCOpHbIe ceTH. OIHAaKO, U3-32 CBOEH CIOXHOCTH M JELEHTPAIN30BAHHON IPUPOJBI,
MOJCIIMPOBAHUE U aHAJIN3 TAKUX CETEH SBJISETCS CII0XKHOU 3a1a4yeil.

B nocnennue necsTuieTHs KCCieq0BaTeN aKTHBHO HCIIOIb30BaIN KOMITBIOTEPHBIE CUMYJISTOPBI
st m3yderrst MANET u nx xapaktepucTak. CUMYIISTOPHI TO3BOJISTIOT CO37aBaTh BUPTYaIbHBIE CPEIIBI,
B KOTOPBIX MOXXHO MojenupoBars pasnmuHble acniekTel MANET, Takme kak MapmipyTtuzamus,
MPOMYCKHast CIIOCOOHOCTD U 3a/IepKKa Mepeaayy JaHHBIX. DTO MO3BOJISIET aHAIM3UPOBATh M OLICHUBATH
MPOM3BOJAUTENBHOCTD U IOBEACHUE CETH B PA3IMYHBIX CIIEHAPUAX U YCIOBHSAX.

OpnHuM u3 HauboJiee PacHpPOCTPAHEHHBIX CHUMYJSTOPOB, MCIIOJIB3YEMbIX AJISl MOJEINPOBAHMS
MANET, sBisiercst NS-3 (Network Simulator 3). NS-3 siBnsiercst MOIITHBIM M THOKMM HHCTPYMEHTOM,
KOTOPBIH NMPEIOCTABISAET MHPOKHUA HAOOP BO3MOXKHOCTEH AJIsi MOJICTTMPOBAHUS M aHAIN3a Pa3InIHbIX
THIOB ceTel, BKioyas MANET.

B nanHO# cTaTthe MbI cocpeoTounmcst Ha Mojenupoannu cett MANET B cumynsitope NS-3 ¢
HCIIOJIb30BaHMUEM JIBYX MOMYJISPHBIX mporokosioB mapmpytusanun: OLSR (Optimized Link State
Routing) u AODV (Ad-Hoc On-Demand Distance Vector).

OcHoBHAas 4aCTh

NS-3 siByisieTCSI MOIIIHBIM HHCTPYMEHTOM JIJIsl MOJICTIUPOBAHMS M UCCIICIOBAHUS CETEBBIX CHCTEM.
OH mpenocTaBiisieT IIMPOKHKA HaOOp MoAyJeil, KOTOpbIe IO3BOJSIOT MOJEIMPOBATh PAa3IUUHBIC
ACTIEeKThl CETEeBBIX IMPOTOKOJIOB M cueHapueB. Cpenu BceX IOCTYIHBIX MOXIYJEH €CTh MOAYJIH IS
pabotsl ¢ mporokoaamu Optimized Link State Routing (OLSR) u Ad-Hoc On-Demand Distance Vector
(AODV) (puc. 1).

Monaynas OLSR mo3Bossier co3naBaTh CLEHApUM CETeH W HACTpauBaTh MapaMeTpbl MPOTOKOIA
OLSR, Bxitoyast MHTEpBajIbl OOHOBJICHUSI MApLIPYTOB, TaHMayThl U METPUKM KadecTBa KaHaia. OH
TaKkxke obOecrieunBaeT cOOp CTATUCTHKH, MOHHTOPHHI W aHAIM3 TMPOWU3BOJUTEIHLHOCTH CETH MpPH
ucnosnb3oBanuu nporokona OLSR.

Monayns AODV mpenocraBisieT aHaJOTHYHBIE BO3MOXHOCTH JUIS CO3JaHUSl CLEHApHEB
0ecIpoBOJHBIX ceTe W HACTpPOWKW mapamerpoB npotokona AODV, Biimrouas TaliMayThl, HHTEPBaIbI
OOHOBJIGHHSI MapHIPYTOB W MaKCHMaJbHOE KOJHYECTBO TPBDKKOB. OH Takke IPeroCTaBisieT
(YHKIMOHAIBHOCTE AJIs1 cOOpa CTAaTHCTHKH, MOHUTOPHUHTA U aHAJIM3a MPOU3BOIUTEILHOCTH CETH IPH
ucnosb3oBaHuy porokona AODV.
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Implementation of all functionality
of service packet exchange

The basz dass definas two virtual
functions for packet routing and
forwarding. The first one is used for
loeally onginated packets, and the
szcond one is used for forwarding
andfor delivering received packsts

Fararmeter defzult walues are drawn
from RFC and allow the
enabling/disabling protocal
features, such as broadeasting

HELLD messages, broadeasting

data packets and soon P ACDV

The madel is for IPvd onhy -/‘

Click Medular Router Integration
The following optional protocol
optimiztions are not implemented:
loczl link repair; RREF, RRECQ and
HELLC message extensions

\* Ermulation Cvendew

Flows Monitor
This model uses UDP for simplicity,

hindering the ability to implement
certain protocol optimizations

'\\- Irternet Applications Maodule

The model dossn't use low laysr
raw sockets becsuse they are not

LTE Meodule
portakle

~ MPI for Distributed Simulztion

Metwork Module

Cptimized Link State Routing

Ad-Hoe Cn-Demand Distance
Vector

PointToPoint MetDevice
A Spectrum Module

.l-."“ Topology Input Readers
\ UAMN Framewark

- Wimax MetDevice

Puc. 1. Boinepxka n3 crpykrypHoi cxemsl NS-3. ITporokonst OLSR u AODV

Ha puc. 1 mpencraBnena BelgepKKa M3 CTPYKTYPHOH cXeMbl ceTeBoro cumyisitopa NS3 Ha

KOTOPO# BHJCH CTE€K JOCTYMHBIX s pabOThl MOMYJCH, a Takke MOJPOOHOE OMUCAHWUE MOJYJIS
nportokoja AODV:

1.P caamn3anusa BCECro (byHKI_II/IOHaIIa o0MeHa IMaKeTaMK yCIyr.

2. ba3oBblii Ki1acc onpeaenseT IBe BUPTyalbHble (YYHKIWU U1 MapLIPYTH3aLUU U TEPECHUTKU
nakeToB. [lepBblil ucmosb3yercs Ul aKETOB JIOKAJIbHOTO IIPOMCXOXKIEHUs, @ BTOPOH HCIIOJIb3yeTCsl
JUIS TIEPECHUTKU W/WITH JIOCTABKH MTOJTYYEHHBIX MTAKETOB.
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3. 3HaueHUs mapameTpoB Mo yMondaHuio B3sThl U3 RFC u Mmo3BOJSIIOT BKIIOYATH/OTKIIOYATH
GyHKIIMM TPOTOKOJA, TakWe Kak MIMpOKOoBemarenbHas pacchuika coobmennii HELLO,
HIMPOKOBEIIATENbHAS PACCHUIKA IAKETOB JAHHBIX U T.A.

4. Mopenb nmpeHa3HadeHa ToabKo st [Pv4.

5. He peanu3oBaHbl cienyonie JONOIHUTEIbHbIE ONTUMHU3ALUN IPOTOKOJIA: BOCCTAHOBICHHUE
JokaiapHOTro KaHana; Pacimmpenus cooomennit RREP, RREQ n HELLO.

6. B »oroii Momenu mns mpocToThl ucnonbdyercs UDP, uto 3arpymHser peanuzanuio
OTIpeJIeIEHHBIX ONTHMHU3ALNIA MPOTOKOIA.

7. B Mozenu He HCHONB3YIOTCS HEOOpaOOTaHHBIE COKEThl HIKHEIO YPOBHS, ITOCKOJIBKY OHHU
HETIEPEHOCHMBI.

ITpu co3manum cuenapus cetd B NS-3 MOXXHO BBIOpaTh MOAXOASIIYIO MOJIENb ABHKCHHS B
3aBHCUMOCTH OT KOHKPETHOHU 3aa4u Win TpeOoBanuil uccnenoBanus. /i MogeIMpoBaHus OBHKCHUS
Y3JI0B MO>KHO HCIIOJIb30BaTh HECKOJIBKO MOAEJCH, BKIIIOYAsL:

1. RandomWaypoint: mozaenp ciaydaiiHOro OMyKAaHHs, B KOTOPOW Y3JIbl TEPEMEIIAI0TCS
ciydaifHbIM 00pa3oM 10 onpeneneHHoN 0baacTy.

2. RandomWalk: momenb Ciy4aiiHOTO TEIIero JBMKEHHS, KOTOpas MOJICIHPYET CITydaiHbie
NepeMEIeHNs Y3JI0B B IPe/Ieax ONpeIeeHHON 00IacTy.

3. GaussMarkov: wmopenb, KOTOpas MOJCIHPYET Cily4dailHble W3MEHCHUS CKOPOCTH U
HanpaBJICHUsI JBIKCHHS Y3JI0B HAa OCHOBE mpolecca ['aycca-Mapkosa.

4. TraceRoute: Moaenb, KOTOpas UCHOIB3YET TPACCHPOBKY IBIKEHHSI, YTOOBI Y3IIBI IIPOXOIHAIH
3apaHee 3alMCAHHbBIN IyTh.

Br16op mozaenu nBmxeHus B NS-3 3aBHCHT OT HECKOJIBKHUX (PaKTOPOB:

1. Tumr cetn: NS-3 mogaepkuBaeT MOAETH JIBMKEHUS ISl OECTIPOBOAHBIX CETEH, MPOBOIHBIX
cereil, cereil ¢ pasnuunbiMu TexHosorusamu (Hampumep, WiFi, LTE, WIMAX u npoune). Beibop
MOJENN JABWXKEHHsT OyAeT 3aBUCETh OT KOHKPETHOTO THIA CETH, Ui KOTOpod Tpedyercs
MOJEIIUPOBAHNE IBUKECHHUSL.

2. Tun y370B: pa3mUYHbIC THITBI Y3JI0B (HAIPUMEp, CTAlMOHAPHEIE, IOABIKHBIE, TPAHCTIOPTHBIE
cpelcTBa) TpeOYIOT pPa3MUYHBIX MoOJeNe ABKeHus. HekoTropele MOAENH MOTYT YYHTHIBATH
crneun(puIecKue XapaKTepPUCTUKU IBIDKCHMS, TaKHE KaK YCKOPEHHE, MaHEBPEHHOCTb U W3MEHEHUS
CKOPOCTH.

3. Llenps wmcciieoBaHus: BBIOOP MOJENH JBWKEHHS MOXET 3aBHCETh OT KOHKPETHBIX Ilejel
uccnenoBanusi. Hampumep, eciam TpeOyeTcs OLEHUTH IMPOM3BOAUTEIBHOCTh MAapIIPyTH3alUdd B
MOOHIIBHOHN CETH, TO MOXKET NOTPEeOOBaThCS UCIIOIB30BaHUE O0JIee PEATMCTHYHBIX MOJIENEH JBIKCHHUS.

4. loctymHOCTh W TOYHOCTh Mojieneii: NS-3 mpepocraBisier pa3iuiHble MOJENH ABHKCHHUS C
pa3HOM CTENEeHBIO JIETaTN3alui U TOYHOCTH. BHIOOp MO/Ienn MOXKET TakKe 3aBHCETh OT JOCTYITHOCTH
Mozenert B onbnrorexe NS-3 1 nx moaxosiieit TOYHOCTH KOHKPETHBIX 3a/1a4.

Haur ciy4aii npe/mnosaraer ucrnoib3oBanue mojean RandomWaypoint.

3a OCHOBY B JaHHO# paboTe ObLT B3AT (aiin manet-routing-compare.cc [1]. 3o daitn nucxoauoro
KO/1a IPOTpaMMBbl, HAIIMCAHHOH Ha S3bIKe porpaMMupoBanusi C++, nperHa3HaAuYeHHON 17151 CPaBHEHUS
MIPOU3BOAUTEIHLHOCTH PA3IIMYHBIX MPOTOKOJIOB MapuipyTu3anud B OecipoBoHbix cetsix MANET. B
HarreM ciydae npotokosnoB OLSR u AODV.

[MporpaMMHOe cpelicTBO paboTAaET MO CIECAYIONIEMY MPUHIIHITY:

1. T'enepauusi TOMOJNIOTMM CETH: INPOrpaMMa MOXKET CO3/aBaThb BUPTYaJbHYIO TOIIOJIOTHIO
0ecITpOBOTHOM CETH, BKIIFOYAs Y3JIbI U UX CBSI3U.

2. Peanu3anusi MpOTOKOJIOB MapUIPYTH3AIMU: MIPOrPaMMa COJEPKHUT peallu3allii BHIOPAHHBIX
MIPOTOKOJIOB MapUIPYTH3alMU B BUJE (DYHKIMH U KIIACCOB.

3. 3mepenne MNPOM3BOAMTENBHOCTH: TMOCIHE CHMYJSIOMM  paboOThl  MapUIpyTH3alUd —Ha
CTCHEPUPOBAHHOW TOMOJOTMU IPOTpaMMa OIICHWBAECT IPOU3BOJUTENHLHOCTh KaXJIOTO IPOTOKOIIA,
HanpuMep, U3Mepss 3aACPKKY Nepeaad JaHHBIX, PHEPronoTpeOIeHNE U HaZIeKHOCTD CBS3H.

4. BeIBo# pe3yabTaTOB: INporpaMma IOATOTaBIMBACT OTYET C Pe3yJbTaTaMd CpaBHEHHS
MPOM3BOUTEIBHOCTH PA3IMYHBIX MPOTOKOJIOB MAPIIPYTH3AIHH.

B pesynbrate 3amycka MoJieTMpOBaHUs ObLIa TOJTy4eHa TOTOJIOTHSI, IPe/ICTaBICHHAS Ha pHC. 2.
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Zoom: 0,144 — +  Speed: 1360 — + Time: 59.724000 s M snapshot  Eshell P Simulate (F3)

v Advanced

@ Allnodes

Selectednode  Show transmissions Misc Settings
Disabled Node Size Tx. Smooth Factor (s)

Puc. 2. Tononorus cetu

B pesynbrare MojeNMpOBaHUs ObLIM MONTYYEHBI JaHHbBIC, CBEJACHHbIC B Tabm. 1 u Tabm 2, o
SimulationSecond (Bpemst cumynsiuu), ReceiveRate (ckopocts mnpmema), PacktesReceived
(kommuecTBO ToMydeHHBIX makeToB), NumberOfSinks (kommuectBo mepexomor), RoutingProtocol
(TIpoTOKONT MapIIpyTH3aKKM), TransmissionPower (MOIIHOCTD TIepeIatm).

Ha ocHOBe MOy4eHHBIX PE3yJIbTaTOB OBLTH MOCTPOCHBI IPadUKK 3aBUCUMOCTEH. 3aBUCHMOCTh
mexny ReceiveRate m TransmitPower B ceTsix 3aBUCHT OT HECKOJBKUX (aKTOPOB, BKIIOYAs
OKPY’KAIOIIYI0 CPEely, XapaKTePUCTUKH KaHala CBS3H, MPOTOKOJbl MOAYJISLHMHA W KOIHUPOBAHWUS,
AHTEHHBIE XapaKTEPUCTUKU U IPYTUe IIapaMeTpbl CHCTEMBI.

Tabu. 1. Pe3yabTaT MOJeJNPOBAaHHUS C HCNOJb30BaHHeM npoTokoaa AODV

KommaectBo
Bpems CxopocTb KonunuectBo IIpoTtokon MouHocTs
CUMYJISLIUH npuemMa [TOTYCHHAIX epexo10B MapuIpyTH3aLuu nepefadu
TIAKETOB
100 0 0 10 AODV 6,5
101 0,512 1 10 AODV 6,5
102 2,048 4 10 AODV 6,5
103 2,048 7 10 AODV 6,5
104 3,584 8 10 AODV 6,5
105 4,096 13 10 AODV 6,5
106 6,656 12 10 AODV 6,5
107 6,144 15 10 AODV 6,5
108 7,68 15 10 AODV 6,5
109 7,68 12 10 AODV 6,5
110 6,144 10 10 AODV 6,5
111 5,12 11 10 AODV 6,5
112 5,632 15 10 AODV 6,5
113 7,68 32 10 AODV 6,5
114 16,384 14 10 AODV 6,5
115 7,168 23 10 AODV 6,5
116 11,776 25 10 AODV 6,5
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Ta6n. 2. Pe3yabTaT MOCJIMPOBAHHUSA ¢ HCHOJb30BaHUueM nporokojga OLSR

KommuectBo
Bpems CkopocTb N —— KomuuectBo IIpoTtokon MouHocTs
CHUMYJIALIH npueMa HAKETOB MEPEXOI0B MapIIpyTH3ALHN nepenadn
100 0 0 10 OLSR 6,5
101 0,512 1 10 OLSR 6,5
102 2,048 4 10 OLSR 6,5
103 2,048 4 10 OLSR 6,5
104 2,048 4 10 OLSR 6,5
105 2,048 4 10 OLSR 6,5
106 2,048 4 10 OLSR 6,5
107 2,048 4 10 OLSR 6,5
108 2,048 4 10 OLSR 6,5
109 2,048 4 10 OLSR 6,5
110 2,048 4 10 OLSR 6,5
111 2,048 4 10 OLSR 6,5
112 2,048 4 10 OLSR 6,5
113 2,048 4 10 OLSR 6,5
114 2,048 4 10 OLSR 6,5
115 2,56 5 10 OLSR 6,5
116 2,048 4 10 OLSR 6,5

OOBIYHO MOKHO OXKUAATH, YTO MIPH YBETUUEHUH MOIIHOCTH MEpeJadyd CKOPOCTh MPHEMa TaKKe
Oyzer yBenuuuBathcs. bonee BhICOKass MOIIHOCTh MOXKET MPEOJO0JICBATh IIyMbl U TIOMEXH, YIIydllas
Ka4yeCcTBO CUTHAJIa U YBEIMYMBAsI BEPOSITHOCTh YCIICIIHOM Mepeayn JaHHBIX.

OpHako, CyIIeCTBYET Mpees, Mocie KOTOPOro JajbHeliee yBeInYeHne MOIHOCTH Nepeadn
MOJKET NMPHUBECTH K yXYALICHUIO MPOU3BOAUTEIBHOCTH U3-32 HEMMHEHHBIX 3P (eKTOB, MEeKKaHATBHBIX
TIOMeX HJIM HapyIICHUSIM OTpaHHMYCHUH MOITHOCTH B CETH. B Takux ciydasix, yBelIn4eHHE MOIIHOCTH
nepeaayr MOXKET BhI3bIBATh UCKAKEHHSI CUTHAJIA M BOSHUKHOBEHHE MEKCUMBOJIBHON HHTEP(EPEHIIHH,
YTO MPUBOANT K CHIXKEHHUIO CKOPOCTH IPHEMa.

Takum 00pa3oM, ONTHMAIBHBIH ypoBeHb TransmitPower coOOTBETCTBYeT MaKCHMallbHOMY
ReceiveRate mis cetn, obecrnieunBas JOCTATOYHOE MOKPHITHE W KAYECTBO CUTHAJA ISl BCEX Y3JI0B.

I'pacduk 3aBucumoctu ReceiveRate ot TransmitPower npu MojenupoBaHuK ¢ UCIIOIb30BAaHUEM
npotokojoB AODV u OLSR mnpencrarieH Ha puc. 3.

Receive Rate vs Transmit Power

Receive Rate

1 2 3 4 5 6 7
Transmit Power

Puc. 3. I'paduk 3aBucumoctu ReceiveRate ot TransmitPower. CpasHenue nporokono AODV u OLSR

3asucumoctpb PacketsReceived ot Nodes B cetu ¢ nporokosom AODV MoXeT ObITh CIIOKHOM 1
3aBHCHUT OT HECKOJIBKUX (DaKTOPOB:
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1. Tpaduk cetu: yem OOJIbIIC Y3JIOB B CETH, TEM OOJIbIIE MAKETOB OYAET MepeaaBaThCs MEXKIY
HIMH. OJTHAKO ¢ YBEIMUCHUEM YHCIIA Y3JI0B MOTYT BO3HHUKATH IMPOOIEMBI ¢ KOJUTH3HAMH, TIEPErpy3KOi
CEeTH U YXyIICHHEM MPONU3BOIUTEIFHOCTH.

2. DddexruBHOCTH MapiupyTusaimu: npotokoa AODV nocrpoen Ha npunimnax On-Demand
MapIIpyTHU3aluy, YTO O3HAYAeT, YTO MAPIIPYTHl YCTAHABIMBAIOTCS TONBKO IpH HeoOxomumocTH. C
YBEIMYEHHEM YHCIIA Y3J0B B CETH MOXKET BO3HHKATH CIOXXHOCTh B TIOMCKE M TIOIIEPKAHUH
ONITHMAJIBHBIX MAapUIPYTOB, YTO MOKET OTPA3UTHCS HA KOJIMYECTBE MOMYyICHHBIX MTAKETOB.

3. PecypcHble orpaHuyeHHs: YBEIMYCHHE YKMCIIA Y3JIOB B CETH MOXKET MPUBECTH K YBEINYCHHIO
KOHKYPEHIINH 32 PECYPChI, TaKHe KaK IPOITYCKHAs CIIOCOHOCTh M SHEPrus. ITO MOXKET CKa3aThCd Ha
CTa0WIBHOCTH W HAJEKHOCTH MapUIPYTH3AIlMH, YTO B CBOIO OYepelb IOBIUSIET HAa KOJIHMYECTBO
HOJTyYCHHBIX TAKETOB.

I'padux 3aBucumoctu PacketsReceived or Nodes mpum MomeaHpoBaHHH ¢ HCIIOIB30BAHHEM
mpotokojaoB AODV u OLSR mpeacrasieH Ha puc. 4.

Packets Received vs Nodes

22 4

20 A

18 A

16 1

p\s

14 1

Packets Received

12 4

10 A

20 40 60 80 100

Nodes
n

Puc. 4. T'paduk 3aBucumoctu PacketsReceived ot Nodes. Cpasuenue nporokosioB AODV u OLSR

AODYV sBiisieTcsi MPOTOKOJIOM Ha OCHOBE 3alPOCOB, KOTOPBIA HHUIUUPYET 3alPOChl MapuipyTa
TOJIBKO IpU HeoOxomumocTu. Kak crencTBue, KOJMYECTBO IIOJyYCHHBIX IAKETOB MOXKET OBITh
HEBEJIMKO B CPABHEHUH C APYTMMHU IPOTOKoIaMu, TakuMu kak OLSR. OHako ckopocTh mpremMa MOXeT
OBITH BBICOKOM, KOT/Ia IPOMCXOUT aKTUBHBIM 00OMEH MapiipyTHOH uH(OpManuei.

OLSR, ¢ apyro#i CTOpOHBI, UCTIONB3YET aJITOPUTM COCTOSTHUS CCBUTOK U IMOIJICPIKUBAET aKTHBHBIN
oOMeH »TOoN uMH(poOpManmed Mexmy ysiaamum cetu. M3-3a 3toro OLSR wmoxer umerb Oombloe
KOJINYECTBO TOJYYECHHBIX MAKETOB M OOMEH IMaKkeTaMH, YTO MOXKET MPHUBECTH K 0oiiee BBICOKOH
CKOpOCTH TMpHeMa.

OpHako B JaHHOM CUTYallMK MOKHO Ha0moAaTk, uto npotokon AODV sddexTrnBHee npoTokona
OLSR. 310 BO3MOXXHO MPHU CIAEAYIOIUX YCIOBHSIX:

1. Tunamudeckas cereBast Toronorus: AODV 1mo3BoiseT HaXOAUTh KpaTYaNIIUi MyTh MEXITY
y3JIaMH TOJIBKO TP HEOOXOAMMOCTH, YTO AejaeT ero 0ojee 3((GEKTUBHBIM B THHAMUYECKUX CETEBBIX
TOTIOJIOTHSIX, I/I€ COCTOSTHHUE CBSI3€M MEXIY Y371aMU YaCTO MEHSETCS.

2. Orpanunuensslie pecypebl: AODV nMmeeT MEHBINYI0 Harpy3Ky Ha CETh U UCIIOJIL3YET MEHbBIIE
pecypcos, uem OLSR, uTo nenaer ero 6oJ1ee MOAXOIAIIMM J1jIsi OSCITPOBOIHBIX CETEH C OrpaHUYCHHBIMU
pecypcamu.

3. HeobxoaumocTh ObicTporo oOHapyxkeHusi MapuipyToB: AODV BBIMTpBIBAaCT B CUTYAIUsX,
KoTJa TpedyeTcst ObIcTpoe 0OHapyKEHHE MapIIPYTOB M3-3a YaCThIX U3MEHEHUH B TOTIOJIOTHH CETH.
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3akiIoueHne

B nmanHOI cTaThe NPOBENEHO HCCIIEAOBAHUE NPHMEHEHHs ceTeBoro cumyisropa NS-3 s
monenmupoBanuss ceth MANET ¢ ucnone3oBanueM nportokonoB Mapmpytusanuu OLSR u AODV.
Bruo o6HapyxkeHo, uro nmpotokos AODV mposBisieT 6ojee BBICOKYIO aJalTUBHOCTD B AMHAMHYECKHX
CIIEHApHsX CETH, I/ Y3JIbl 4acTO MEHSIOT CBOE MOJIOKEHHE W CBS3H ¢ JIpyrumu ys3namu. OH
JIEMOHCTPHPYET JIyUIIyI0 CIIOCOOHOCTh K OOHApYKCHHIO M YCTAHOBJICHHIO HOBBIX MAapLIPYTOB TIPH
M3MEHEHUH TOTIONIOTHH ceTu. JlanpHelilme ucciaeqoBaHust MOTYT ObITh HallpaBJIeHbI HA aHAIN3 APYTHX
MPOTOKOJIOB MAPIIPYTH3aUH, a TAKXKE Ha YIydIIeHHE CYHISCTBYIOIIMX MPOTOKOIOB sl IOBBILICHUS
npom3BoAUTENLHOCTH 1 3 pexTuBHOCTH ceteit MANET.

SIMULATION OF THE MANET NETWORK IN THE NS-3 SIMULATOR

A.APAZNIAK, K. G. TALEIKA, T.V. PALUYAN

Abstract. This article describes the operation of the NS-3 network simulator and the analysis of the
results of modeling the MANET network using the OLSR and AODV routing protocols.

Keywords: self-organizing network, MANET, OLSR, AODV, NS-3.
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TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU

VK 517.18.(075.8)

CHUHTE3 NOMEXO3AIINIIEHHBIX KAHAJIOB CBs131 HA OCHOBE
JANPOPOEPEHIHHUAJIBHBIX U UHTEI'PAJIBHBIX IIPEOBPA3OBAHUU B
CTPYKTYPE BOJOPOJOINIOJAOBHBIX ATOMOB

N.IT. KOBSK

benopyccxuii cocyoapcmeennvlii ynusepcumem ungopmamuxu u paouosnekmponuxu, Pecnybnuxa Benapyce

Iocmynuna 6 pedaxyuro 12 gpespans 2024

AHHoTanus. /i penieHus 3a1ad CHHTE3a 3aIIUIICHHBIX KBHTOBO-KPHUIITOrpa(hnIecKnx KaHaJIOB
CBSI3M PAacCMOTPEHa MOAENb (OPMUPOBAHUS OOPOBCKOTO pajuyca Kak JOPEHIEBA PaclINpEHHS
npoctpaHcTBa  sapa. llomydeHHble Ha OCHOBE AU QEpPEHIMATIBHBIX W HMHTErPalIbHBIX
npeoOpa3oBaHUi COOTHOLICHUS MO3BOJIMIIM ONPEJCIUTh BHYTPEHHHE MEPEMENICHUS JJIEKTPOHA U
aapa B cdepe atomMa C y4eTOM MX IEPeX0J0B B KOMIUICKCHBIX INPOCTPAHCTBAX. Pe3ynbrarhl
pacyeroB MO3BOJIMIIM CHOPMHUPOBATH HOBBII B3IJIs) HA MCTOYHUKHU TIOMEX B JIMHHUAX KBaHTOBOW
CBSI3H, YTO JIa€T BOBMOXKHOCTh M30€XKaTh OIIMOOK B IPOLECCEe MPOSKTUPOBAHKS KaHAIOB CBS3U MIIN
BBINOJIHUTH KOPPEKIIHIO )K€ CO3JJaHHBIX CHCTEM INepeau JaHHbBIX.

Kniouegvie cnosa: KBaHTOBBIE CHUCTEMBI CBSI3H, aTOM BOJOPOAA, KOMIUIEKCHOE MPOCTPAHCTBO,
JlopeHu-¢akTop, CKOPOCTH CBETA, IHEPTHS CTPYH.

BBenenue

3ajayn CHHTE3a MOMEXO3AIHUICHHBIX KBAHTOBO-KPUNTOrPa(hUUECKUX KAHAIOB CBS3U TPEOYIOT TOUHBIX
KOMIIBIOTCPHBIX PACUCTOB IPU NPOCKTUPOBAHUU CHUCTEM obmena JaHHBIMHU, UMCIOIIUMMU HU3KYIO DHEPICTUKY
MHQOPMALMOHHBIX cUTHaIoB. OJHAKO COBpPEMEHHBIE METOJBl MOCTPOCHHS HAHODJIEKTPOHHBIX YCTPOMCTB
3a49aCTYI0 OCHOBBIBAIOTC HA OMIIMPUYCCKUX COOTHOIICHUAX UIA MapaMETPOB, HE UMCIOIIUX T10JQ coboii (I)I/I3I/IKO-
MAaTEMAaTUYCCKUX JA0KAa3aTCJIbCTB MM JIOTHYECKHX 000CHOBaHHIA. HaanMep, W3BECTHBEIA M3 KJIACCUKHU
Mars€ToH Bopa 10 HCONPCACIICHHBIM NpUYMHaAM MMECT CIUHHIBLI USMEPEHUA, COACPKAIIUE B CBOEM
COCTaBE MHOKHUTEND +/2-cu [1,2]. OUEBHUIHO, UTO B peabHON MPUPOJE (pU3MIECKHE TIPeoOpa3OBaHuUst
JJAHHOTO BUJA HE CYLIECTBYIOT B CBS3M C Y€M, M BCE TEXHHUYECKHE INPOEKTHI, HCHOJIB3YIOIIHE CaM
YKa3aHHBIA MapaMerp, TPeOYIOT JONOJHUTEIBHBIX HCCienoBaHuid. JlaHHBIE OOCTOSATENBCTBA NPHU
MIOCTPOCHUU KBAaHTOBO-KPUNTOTPA(QUUECKUX CHCTEM CBS3M MPEAINOJIAraloT pPacCMOTPEHUE TEOpUHU
aToMa C Y4eTOM pPsiJia HOBBIX (PM3HKO-MATEMAaTUYECKUX U JJOTMYECKHX J10Ka3aTeIbCTB, ONpPeessis Ipu
3TOM M HOBbIE 0a30BbI€ COOTHOIICHHUS, XapaKTepU3YIOIINe ABIKEHUE 3JIEKTPOHA U SApa.

N3BecTHO, YTO AJIEKTPOH BOJOPONOMOAOOHOTO aromMa MpH ABMKEHWH Ha PETSITUBUCTCKUAX
CKOPOCTSIX CO3aeT psiji NPOCTPAHCTB, MOACIHPOBAHUE U PacyeT KOTOPBIX 0a3upyeTcs Ha M3BECTHBIX
cootHomeHuax Jlopenna. CooTBeTCTBEHHO, W JI00as opOWTalbHAas yYacTUla B 3ajadax aTOMHBIX
UCCIIeIOBAaHUH B OOIIEM cllydae JIOJDKHA pacCMaTpUBATHCS KaK OOBEKT C OpOMTAaMH B KOMILIEKCHBIX
pocTpaHcTBax *Re u £Im.

B 3amauax uccienoBaHus IMOMEXO3AIIMIIEHHOCTH KBAHTOBBIX KAaHAJIOB CBS3U CYLIECTBEHHOE
3HaYeHUE MPHUOOPETAIOT BOMPOCHI TMOJyYEHHS HOBBIX PE3YJIBTATOB HA OCHOBE KJIACCHUECKHX
ITOPUTMOB MaTeMaTHKu U ¢pu3nku. B wacTHOCTH npouecchl TudQepeHInpoBaHNs 1 HHTEIPUPOBAHUS
MEPEMCHHBIX MMAPaMETPOB IMO3BOJIAIOT MOJIYYUTH COOTHOIICHHSA CBA3BIBAIOIINE 0p6I/ITBI OJICKTpOHA U
gApa € Y4€TOM HX IEPEXOA0B B KOMIUIEKCHOM IIPOCTPaHCTBE. OJIHaKO, OCHOBHBIC 3aJlau U HX
TEOPETUUYECKHE PELICHMs, COAEpXKaIMe MAaTeMaTUYeCKyl0 U JIOTUYECKYK) CHUCTEMHOCTb B
BBIIIOJIHEHHBIX PacyeTax J0 HACTOSILEr0 BPEMEHH PACCMOTPEHBI HEJOCTATOYHO.

Takum oOpa3oM, BONPOCH (OPMUPOBAHUS W B3aUMOJEHCTBHS IPOCTPAHCTB U MACChI
IUTa3MEHHOTO 3JIEKTPOHA, a TaKKe sIpa aToMa MPeICTaBISIOT co0O0i CYLIECTBEHHBI MHTEpEC U
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paccMaTpruBarOTCAd B I[aHHOﬁ pa60Te C TOYKH 3PCHUA pCHHTHBHCTCKOﬁ KBAaHTOBOM MCXaHMKH.

BHyTpenHee mpocTpaHCTBO aTOMAa BOIOPO/Ia U €ro 06pa3ylolee HAYAJI0

CymiecTBOBaHHE psifia MPOCTPAHCTB F ITAPAMETPOB aTOMa, a TAK)KE HAITMIUE ABIDKYIITNX SJIEKTPOH
BHYTPEHHHX CHJ [3], MPHUBOAAT K Waee O CYIIECTBOBAHHM CAMOTO HYJIEBOTO paauyca Kak CyObekTa
CyMMAapHOI0 JEHCTBUS NOJIEH sapa:

I’O,L = rsys ! (1)
Tac UHIACKC L- YUYUTBHIBACT HAJIMYIHNE B MPAKTHYICCKHU MMOJIYUCHHOM PEIYJILTATE (1) IIOIIpaBKH HopeHua,
rO'L - B 4aCTHOM CJIy4dac 3TO 60pOBCKI/II/I paanyc, mnapaMeTphl FS,VS - COOTBECTCTBCHHO panyC U CKOPOCTb

obonouxn snpa (stripped atom), mapametp f,,v, - JlopeH $hakTOp CKOPOCTH AApa, a BEKTOP-CTPENIKA

yKa3bIBaeT Ha 3HAK MapaMeTpa.
B Takoii uaTEpnpeTanuu GU3NUESCKUX MPOIECCOB, UCTIONB3YS KIACCUYECKOS 3HAUCHUE paguyca

f. CO CKOPOCTBIO BpallE€HHUs V., MOKEM CHOPMHUPOBATH OMMH M3 0a30BBIX 3aKOHOB PENSATHBUCTCKON

MEXaHUKH, a MMEHHO COOTHOIICHUE JIA pacue€Ta paauyca aapa B BUIC:
Is = rO,Lﬂs ! (2)

rae f3, - nonpaska Jlopenua.
Teneps, cunras, 4TO H3MEPEHHOE 3HAUEHHUE T, U3BECTHO, & HYJIEBOM PaJInyC HMEET KIACCHYECKOE

3HA4YEHHE [, W3 (2) MOXKEM ONpPENENUTh CKOPOCTh Ipa v, 1o popmyJie:

©)

I/ITaK, B ILaHHOI\/'I IMOCTAaHOBKEC 3a/la4i CKOPOCTH BpalllCHUA BHCIIHCTO paJgnuycCa dapa OKa3bIBacTCA

BeEChbMa OJIM3KOH K CKOpPOCTH CBCTa v, M MOXKET paCcCMAaTPUBATHCA KaK CKOPOCTH COOCTBEHHOIO

CYLIECTBOBAaHUS JTaHHOTO HAHOOOBEKTA.

Paccmotpum cootHomenue (1) mpu yciaoBuM AMCTBUS Ha SIPO BHEIIHEH PHEPTHU CTPYH U
COOTBETCTBEHHO OOpeTEeHHUsT OOOJIOUKOW si/[pa CKOPOCTH JBMKEHHUS (MPUMEPHO) PaBHOM W BHIIIE
ckopoctH cBeta. [Ipu nccnenoBannu atoma OyieM yUUTHIBaTh, YTO CKOPOCTh CBETA KaK KPUTUYECKAs
HEIOCTM)KMMA B PeajibHbIX MPOCTPAHCTBaX HAHOOOBEKTOB. Takum 00pa3om, MperenbHOe 3HAYCHHE
CKOPOCTH BpAICHHsI 000JI0YKH s/Ipa B Re-IPOCTpaHCTBE OrpaHMIMM 3HAYCHHEM V, . =C —AC >V, T1e

Alé - OECKOHEYHO Mallas BEJIMUHHA. I/ITaK, cuuTas, 4TO paanyc rO L

B TCKYILCM HHUKJIC U3JTYyYCHUSA UMECT
YCJIOBHO IIOCTOSAHHOC 3HAUYCHHC, IOJYy4Ya€M 3aKOH M3MCHCHUA paduycCa s[pa BHUAA f;—)f';c Ha

OKOJIOCBETOBOM CKOPOCTH C—AC:

oL =er (AC), 4)

rie y(A,C)- 3710 JIopeHI-pakTop OT CKOPOCTH € —AC -

Jlnst nepexozia 000I0UKHM sApa B MHUMOE IIPOCTpaHcTBo (-IM) ckopocts v, B (4) momxHa cTath

paBHOM: V, =—C —A,C TaK KaK peajau3yercs B naToM usMepenuu. IIpu sTom umeem:

foL = Fs,c?’(Azé)- (5)

B pasenctge (5) JlopeHi-pakTop H0KEeH ObITh B3AT PaBHBIM:

Torma u3 (5) nmeeM Gpu3nIECKOe COOTHOIICHUE TTAPaMETPOB:
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- /2A6 .
rO,L 62 :>_Jrs,c' (6)

KOTOPO€ ONpEJEISET NePeX0/| NPOCTPAHCTBA AApa BUta T, . — — jr, .. Marematnueckn paBeHcTBo (6)

YCTaHABJIUBACTCA IIYTEM YMHOXCHUA JICBOM 4acTu JaHHOTI'0 COOTHONICHHA Ha MOIPAaBKy HopeHua:

- [ag
o,L 6

[ﬂs (AZE)] =- Jr;c
"3 JAHHOTI'O PaB€HCTBA CICAYECT, YTO:

it 2 =i ™

oL M
C

TIPU 3TOM CUUTAEM, YTO PAUYC — jI, . HE MPEICTABIAET COOOM MPEAENBHO CKATOTO NPOCTPAHCTEA, YTO

JOKa3bIBACT C(HOPMUPOBAHHBIIA MHOXKHTEIb B JICBOH 4acTH cooTHOMmeHus: 2228 _ /ZA_ZC .
¢ C

W3 BEIMONTHEHHBIX TpeoOpa3oBaHUil MOXKHO CAENaTh BBHIBOJI O TOM, YTO PacueThl, HAUYWHAS C
COOTHOIICHUS (5), TOJDKHBI OCYIIECTBISATHCS Pa3AeIbHO IS JIEBOM M IIPABOM YacTel paBeHCTBA. JTO
CJIEZyeT U3 TOTO, YTO ()YHKIIMOHANbHAS 3aBUCMMOCTD MPOCTPAHCTBA AIEKTPOHA OT CKOPOCTH BPaIlCHUS
A/Ipa UMEeT HENMHEHHBIN XapakTep, a paBeHCTBO BuAA (7) yCTaHABIUBAETCS TOJIBKO MyTeM (hH3HKO-
MaTEeMaTUYECKOT0 aHAIHN3a MPOLECCOB ABMKCHHUSL.

Janee, mpu yBeTMYEeHWH CKOPOCTH BpaIeHUS OOOJIOYKH siApa O 3HAYCHUS V, =—CN2+AC

o a2a
nonpaska JlopeHna CTaHOBUTCS PaBHOW f3, (A€)=jyl-y,THe y = NEC#Jrﬁ

CZ

Torma na ocnoanuu (6) MOKeM 3amucath: —f) ([1-y = —ji,, a ¢ yderom (7) U MONpaBKHU

!

B, (A,€) nolryqaem (Gu3uueckoe COOTHOIIEHHE:
~ih (1-y) =it ®)

9TO yKa3bIBACT HA YMEHBIICHHE PATHYCA — jF, ., 710 YPOBHA — jF,  (1—y) Ha CKOPOCTH ¥, = —C/2 + AL

AuddepenunaibHoe npeodpa3zoBaHne COOTHOLIECHHS IJIsSl paanyca siipa

C y4eToM MOJY4YEeHHBIX BBILIE PE3yIbTATOB CHOPMYITUPYEM CIIEAYIOIIYIO TEOPEMY.
Teopema 1. Re-mpocrpaHcTBeHHass 000JOYKa fApa aToMa BOIOpOJAa paguyca f 3a Cyer

S
oOpeTeHusT BHEIIHEW SHEPTHHM CTPYH SBJISETCS 0Opa3yromMM HadajdoM MPOCTPAHCTBA 3JIEKTPOHA C

paguycoMm T, peodpa3yeMbiM B OPOUTY IIECTOrO HM3MEPEHUS —jF,, Ha CKOPOCTH YV =-C-A,C

YMEHBIIAEMYIO Ha CKOPOCTH V, = &2 +A;C 710 ypoBHs —jf (1-y), 1 npeobpasyemyto nanee B Re-

POCTPAHCTBO paauyca F,, /2 .

HoxkaszarenscTBo. Bo3semem B kBaapar o0e uactu coortHomieHus (3). Ilpu stom mporecc
0

T PepeHInPOBaHHsl —~ BHOBb MOJYYEHHOTO YPAaBHEHHUS TIO3BOJISIET MTOTYYUTh COOTHOIICHHUE!
or,

= 2 2
ﬂ _ 8r r,@; (9)
r2 - CZ :

o,L

U3 (9) cnenyer TeopeTUdecKoe paBEHCTBO:

C=j2riy, o, (10)

Coornomenue (10) nmokaspiBaeT, 4TO Ha Pafuyce ji,, 3a CUET DHEPTUM CTPYH, ABUKYILHUX AP0,

I‘O,L
oOpasyercsi rpaHunia cepbl aroMa, MpeACTaBIsoNnias co00i MpeaeNbHy0 MUHUMATbHYI0 MHUMYIO
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00omnouky. Kpome Toro, 1aHHOE COOTHOIICHHE YKa3bIBAET HA BO3MOXKHOCTh IepPETEKaHH TIa3MEHHON
MaTepHH W3 MPOCTPAHCTBA B MPOCTPAHCTBO HA PEISITUBUCTCKUX CKOPOCTAX. MHBIMH CIIOBaMH B
YCIIOBUSAX CyliecTBOBaHUs paBeHcTBa (10) mpencTaBnsieTcs BO3MOXKHBIM TMEpETEKaHUE TUIA3MEHHON
MaTepuu u3 +Re-npocTtpancTBa B =Im u o0paTHO.

PaccmoTpum paBeHCTBO (2) ¢ yueTom mpou3BoaHo# (9). Ilpn aTom momydmm:

2F2C? = -8 F ity (11)

rae V. =47°i’w’ . COOTBETCTBEHHO 3HAK MUHYC B paBeHCTBe (11) roBoput o mepexoje mapameTpoB
sJIpa B MHUMOE TTPOCTPAHCTRO.
IIpeoGpasyem pasencTBo (11), ucmonk3ys nepexon napameTpa r, (2) B cooTHomeHue Buaa (8)

r, —>—jf, (1) Ha ckopocTH V, = 2+ A4C . Ipu saTOM:

2
= =\ =2
. ) 2(—CJ§+A3c> foL 2
[—jl’o’L(l—l//)J =— - [B(A€)]
2c
N3Bnekas KBaHpaTHBIﬁ KOpeHL U3 JAaHHOTO COOTHOLICHHS, 4 TAaKXeE, I/ICHOJ'II:Syﬂ 3HAK IINIFOC B
nonpaske JIopeHna 1yist CKOPOCTH V, = —C~/2 + A,C , TOIy4aeM MEKIIPOCTPAHCTBEHHbIN MEPEXOJL:

A

i (1v) = [ 2+ 55 s 0)t.
Orcrona cienyer:
it 1) = (V22 Jaepn, )

CootHomenne (12) HE MOXKET pacCMaTpPHUBATHCA KAaK YHCTO MaTeMaTHYEeCKOe DPaBEHCTBO.
[Tony4enHast GyHKUHOHAIbHAS 3aBUCUMOCTH SIBIIsICTCA (DU3UUECKOW MHTEpIIpeTalyell MpOCTPaHCTB,
npeoOpa3oBaHUe KOTOPBIX COOTBETCTBYET IEPEMEIICHUIO IIJIa3MEHHOIO 3JIEKTPOHA C OECKOHEYHO
Majnoro paiuyca —jiy ~MHHMOIO NMPOCTPAHCTBA, B cootBercTBuu ¢ (10), Ha pammyc rO’L\/E Re-

MIPOCTpaHCTBA. Teopema oka3aHa.

HNuTerpupoBaHue COOTHOLIEHHUS VISl paguyca siApa

Hccnenyem Teneps npouecc M3MEHEHHs pafinyca spa ¢ y4€TOM H3MEHEHus cKkopocth V. [Ipn

9TOM JJIs IApaMeTpa v, = —C —A,¢, U3 (2) nmeem:

COOTBETCTBEHHO HA CKOPOCTH , = —G+/2 + A,¢ TIOJTyYaeM:

2
o (—6 2+A36) B
rs,cz_r(),L l_—zz_JrO,L 1_W’

—ir. = _Fo,L\/g'[ﬁ(Asé)] =—jh. (1_’//)'

Ortcrona cienyer: jii = -if, (1-y)-

47



Janee, wucciemoBaHue sApa BOJOPOJONOAOOHOTO aroMa M €ro IMPOCTPAHCTB HA OCHOBE
cooTHOIIEHHs (2) MOKET OBITh BBIIIOJIHEHO C MIOMOIIBIO MHTErPAJbHBIX Mpeodpa3oBanuii. [Ipu 3TOM
MOJKET OBITh JOKa3aHa CJeIyrolas Teopema.

Teopema 2. IIpocTpancTBO paauyca sapa r, Ha CKOPOCTH BpaIleHus V. =—C —A,C Ipeodpasyercs

B MHMMOE OPTOTOHAJIBHOE [POCTPAHCTBO — I, - LIECTOrO H3MEPEeHHUsI, IPe0dpasyeMoe B IPOCTPAHCTBO
—jF, /l-y W Jajnee B IPOCTPAHCTBO 5 ma CKOPOCTH V, =—C+/2+A,C.

JloxazatenscTBo. I MOCTHKEHUS ITOCTABICHHON I HEOOXOIUMO IPEACTaBUTh PaBEHCTBO
(2) ¢ yuerom mpupareHusi CKOPOCTH AV (curTaeM, 9TO CKOPOCTH BO3PACTACT B CBS3H C MPUTOKOM

KBAaHTa BHEILIHEH SHEPTHH) U COOTBETCTBYIOIIETO H3MEHEHHS PAJinyca siipa Af.

ITpn AV, — 0 mojy4aeM MHTETpaJl

21 V2
w2 _ oL [ Ao — w2
I, = _[vsdvs_—c—ser’L.

W3 naHHOTO COOTHOIICHUS CIIEAYeT:

V,=—j—c. (13)

Hcnons3zyem nonpasky Jlopenua ams ckopoctu V, = —C+/2 + A,C B (13). IIpu sTOM momyvaem:

. .C r
V=—j———,

s o 2
_rO,L ﬁ (Asc)

e B(AL)= L.

W3 noiay4yeHHOro COOTHOLLIEHUSI UMEEM:

rc

i I-w - B(AC)

—CV2+AC=—]

niIn

. . r.c
N s .
Joryimv=) (6J§ —Aaé) B(AL)

U3 JAaHHOTI'O paBCHCTBA UMCCM (I)I/I3I/ILIGCKOG npeo6pa30BaHHe BHA.

- A K 14
Jﬂjﬁﬁ (14)

c

Takum 00paszom, paaumyc F, Ha PEIATHMBUCTCKMX CKOPOCTSAX MBIDKCHHS MATEPHH SBIISETCS
IPOCTPAHCTBOM MepeTeKaHus MIa3Mbl Apa U3 NpocTpaHcTBa Re B MHMMOe npoctpaHcteo —IM ¢ Bo3epaTom B

npocrpanctso paguyca s (14) uepes Touky (10). Teopema gokasana.
2
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3akiIoueHne

[Mony4yeHHbIC aHATUTHYECKIE COOTHOIICHUS] MOTYT YCIICIIHO TPUMEHSTHCS JJIsl KOMIIBIOTEPHOTO
UCCIIEIOBAHUS TPOCTPAHCTBEHHOTO B3aUMOJICHUCTBHS 3JICKTPOHA U SJIPpa BOAOPOIONOIO00HBIX aTOMOB.
PaccMmoTperHass B paboTe MOAEib, ONMPeaeNsieT HyJleBOW paauyc (B 4YacTHOCTH, OOPOBCKHi) Kak
JIOPEHIIEBO PACHIMPEHUE pajnuyca sapa. OTO TO3BONSET YCTAHOBHTH CBSI3b MPOCTPAHCTB B BHUJIE
cootHomenwi (12) u (14) ¢ ydeToM KOMIUIEKCHOTO TIPEICTaBICHNUS 3HAUEHUH MapaMeTpoB.

Hcnonw3oBanue B pabore mud(epeHIUaNbHBIX U MHTETPAIBHBIX MPEOOpa30BaHUM JT0Ka3alio
CYLIECTBOBaHUE TOYEK MTEPETEKaHNsI MAaTEPUH U3 TIPOCTPAHCTBAa Re B MPOCTPAHCTBO -Im U Ha00opoT. B
YaCTHOCTH, COOTHOIIEHUs (6)-(7) MO3BOJSIOT 3aKJIIOYUTh, YTO IUIA3Ma AJICKTPOHA C BHYTPEHHETO
pajuyca sIpa Ha CKOPOCTH y,  ~ C HEPETeKaeT B MHUMOE OPTOrOHAIbHOE IPOCTPAHCTBO pajuyca - jf,

, 00pasys cepy co CKOpPOCThIO ABMXKEHUS M1a3Mbl O1m3koi K (10).
Slnpo aToma, B3aUMOJICHCTBYSl C PENIITUBHCTCKUMHU HPOCTPAHCTBAMH CTPYH, NEpeTeKaeT Ha
YPOBEHB CHEPBI — jf’ M JAJIEE € yIETOM KBAHTA SHEPTUH BHEIIHETO IPOCTPAHCTBA HA YPOBEHb Pajinyca

—jiy (1—y) . JlaHHOE IIPOCTPAHCTBO SIBIISCTCS POCTPAHCTBOM IIEPETCKAHUs — |  MPOCTPAHCTBEHHOH
.
2
[lony4eHHble pe3yNbTaTbl MOTYT OBITh HCIIOJNB30BAHBI NPH NPOESKTUPOBAHUM KBAaHTOBO-

HIIEKTPOHHBIX KAaHAJIOB CBSI3H C BEICOKOH 3aIIHIIEHHOCTHIO OT OMEX, IIOPOKIAEMBIX BHYTPHATOMHBIMH
(bakTopaMu HOCHTEINEH.

PENATUBUCTCKON IJIa3MBlI SIpa B TPEThE U3MEPEHUE HA PAJNyC

SYNTHESIS OF NOISE-RESISTANT COMMUNICATION CHANNELS WITH
USING DIFFERENTIAL AND INTEGRAL TRANSFORMATION OF
HYDROGEN-LIKE ATOMS

I.P. KOBYAK

Abstract. To solve the problems of synthesis of secure quantum cryptographic communication
channels, a model of the formation of a hydrogen-like atom as a Lorentz expansion of the atomic
nucleus is considered. The relations obtained on the basis of differential and integral transformations
made it possible to determine the internal movements of the electron and the nucleus in the spaces
of the atom, taking into account the transitions of matter in complex spaces. The results of the
calculations allowed us to form a new view of the sources of interference in quantum communication
lines, which makes it possible to avoid errors in the channel design process or to correct data
transmission systems.

Keywords: quantum communication systems, hydrogen atom, complex space, Lorentz factor, speed
of light, string energy.

Cnucok JuTepaTypsl

1. Ko6sk U.I1. OcHoBBI Teopun aToMa BOAOPOJA JJIsl 33124 CUHTE3a KBAHTOBO-3JIEKTPOHHBIX CXeM //
ABTOMAaTH3UPOBaHHbIE CUCTEMBI yIpaBieHUs TexHomormueckumu mporeccamu ADC u TOC : Marepuansr 11
MesxnyHapoaHo#t Hay4d.-TexH.koH(. (Pecnyonuka benapyck, Munck, 27-28 anpens 2021 r.). Munck.: BI'YUP,
2021. C.207-212.

2. KoGsix U. I1. OcHOBBI TeopHu aTOMa BOJIOPOAA JUTS 33/1a4 CHHTE3a KBAHTOBO-3JIEKTPOHHBIX cXeM // Jlokiaibl
BI'YUP. 2022. T. 20, Ne 1. C.31-39.

3. CokomnoB A.A., Tepaos .M. KanToBas mexanuka u aromHas ¢pusuka. M.: IIpocsemenue, 1970.

49



TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH WHDPOPMALUU

V/IK 004.932

OIIEHKA TOYHOCTHU I'PAJJUEHTHOM BOJTHOBOM CETMEHTAIIAU
ACM-U30BPAKEHU

B.B. PABIIEBIY, B.1O. [IBETKOB

Benopycckuii cocydapcmeennblii ynusepcumem uHgpopmamuxu u paouodnekmponuxu, Pecnyonuxa benapyco

Hocmynuna 6 peoaxyuro 1 anpens 2024

Annoranusi. MccnenoBana 5(@deKkTHBHOCTh ~aJIrOpUTMa aBTOMAaTHYECKOH  CErMEHTALUH
M300paKeHNH, OTYUYSHHBIX C TOMOLIBI0 aTOMHO-CHIIOBOW MHUKpockoniu (ACM), ocHOBaHHOTO Ha
KBa3UIAPAJIICIFHOM BBIPAIIMBAHUM OOJIaCTEl BOKPYT JIOKAJIBHBIX MAaKCHMYMOB. AJITOPHUTM
UCTIONB3YeT OICHKY W3MEHEHHUs BTOPOH MPOM3BOJHONH OT SPKOCTH BHYTPH OOJAcTH IS
NPUCOETUHEHNS K HEW coceqHMX MHKcened. [IpomsBeneHO cpaBHEHHE NAHHOTO alropuTMa C
W3BECTHBIMH aITOPUTMaMH CErMEHTAaINH, pa3padoTaHHbIMU Ayt aHann3a ACM-u3o0pakeHuni, mo
KOJIMYECTBY CErMEHTOB. Iloka3aHO, YTO HAHHBIN aNrOpUTM CIIOCOOCH OIPEAEIUTH TPAHHIBI
00BEKTOB JIy4Ille, YeM U3BECTHBIC aJITOPUTMBI.

Kniouegvie cnosa: ACM, NOUCK JIOKaJIbHBIX MAKCUMYMOB, CETMEHTALUs, TPAJUEHT, YCKOPEHUE.

BBeaenne

IIpu aHanM3e HEOPraHUYECKUX HAHOCTPYKTYp, IOJYYEeHHbIX ¢ mnoMombio ACM wumum
CKaHupytouei-30010B0oi  Mukpockonmud  (C3M)  HCHOJB3YIOTCS  aJTOPUTMBI  CETMEHTAlUH,
pa3paboTaHHBIE I BBIACICHUS OOBEKTOB Ha TMOJUIOKKE B 3aBUCHUMOCTH OT HMX PAaCHOJIOXKEHUS
OTHOCUTENBHO IPYT Apyra: rpymnmna oObeKTOB, PACIOJIOKEHHBIX HA MOBEPXHOCTU CIUTHO (CBA3aHHBIC
CTPYKTYPBI); OT/ICNBHO PACIOJI0KEHHbIE OOBEKTHI (HECBSI3aHHBIE CTPYKTYPHI); OOBEKTHI CO CIIOKHBIM
pacnosioxeHneM (CMelIaHHbIe CTPYKTYPHI).

B o6mem ciydae, Bce alropuTMbl CEIMEHTALMU MOXKHO Pa3AeIuTh Ha TPH KaTeropuu: 0e3 morncka
HAyaJbHBIX TOYEK poOcTa (IMOPOrOBHIE ANTOPUTMBI CETMEHTALMM, KIACCHUECKUH alrOpHUTM
BBIpAIIUBaHUsI 00J1aCTeH, AITOPUTM CIUSHHS-PACIETUICHNS, BOJOPA3/IeN U T.]I.); C TOUCKOM Ha4aJbHBIX
TOYEK POCTa C TIOMOIIBIO TPEABAPUTENBHOTO aHaNW3a H300pakeHHs (BbIpallMBaHHe obiacteil oT
HayaJbHBIX TOYEK pOCTa, MAapKEpHBI aNropuTM Bojaopasfena M T.J.); AJITOPUTMBI, KOTOpBIE
UCTIONIB3YIOT PYYHOE YKa3aHWE OlepaTopoM HayallbHBIX TOYEK pocTa Juis obnactedd. JlocTatouyHo
BBICOKYIO TOYHOCTH ONpEJIEICHUs] TPAHUI] OOBEKTOB IMOKA3BIBAIOT AITOPUTMBI, OCYIIECTBISIONINE
CerMEHTALMIO [0l KOHTPOJIEM OIlepaTopa, HO OHU TpeOyloT MpPEABAPUTEIBHOM IOJIrOTOBKU
n3o0paxenuil. [loaToMy akTyanbHOH sSBISETCS pa3pabOTKa aIrOPUTMOB aBTOMAaTHIECKOI CEerMEeHTallluu
ACM-u300pakeHuil, HE YCTYNAIOUMX B TOYHOCTH OIPEICICHUS T'PaHUI] OOBEKTOB H3BECTHBIM
ITOPUTMaM CErMEHTALUH 110/ KOHTpoJieM oneparopa. K anroputmam aBToMaTHYeCKOl cerMeHTalun
ACM-u300paxeHui OTHOCSATCS paccMOTpeHHbIe B [1-3] kBa3umapauieibHbIe alrOpHTMBL.

Lenb paboThI: oreHKa 3P (HEeKTUBHOCTH aJIrOPUTMOB aBTOMATHUYECKOM cerMeHTarii ACM-1300pakeHHid.

AJTOopuTM aBTOMaTH4YecKoi cerMmeHTanuun ACM-u300pakeHui

Ha puc. 1 npusenena Omok-cxema anroputMa GWGA (Gradient Wave Growing Areas)
aBToMaTtndyeckod cermeHtanmn ACM-u3o0pakeHui, OCHOBAaHHOTO Ha KBa3WIapauIeIbHOM
BBIpAIIUBAHUU 00JIaCTEH BOKPYT JIOKATBHBIX MAKCUMYMOB. AJITOPUTM UCIIOJIE3YET OLIEHKY U3MEHEHUS
BTOPOH HPOM3BOAHOM OT SIPKOCTH BHYTPH OOJIACTH ISl IPUCOEAMHEHHSI K HEH COCeTHMX MHKCEJEH,
aHAJIOTHYEH 10 CTPYKTYpE ajrOPUTMY BOJIHOBOI'O BhIpamiuBaHus oOnactei anroputMa [1] u sensercs
MouduKanuei anropurma [2].
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( )

Hauano paGoTsl anropurmMa
CCIMCHTALMH.
3ary3ka MaTpHIIbl 30HIHPOBAHHUSL.
kOnpe):[enHI/Ie YPOBHEI cerMeHTanun y

D OopMHUPOBAHHE MATPHII:
CEerMEeHTAaIH, 3HaAYNMBIX DJIEM EHTOB
YPOBHSI, TOBTOPHBIX BKIIOUCHHI,
cTeKa MpeKoB, CTEKa MOTOMKOB.
OObsBIEHNE CIETUYNKOB. 3aJaHue
[IOpOTra JUIS IPUHITHS PELL EH WA,

ayaJio 1MKJIa GOpMHUPOBAHUS CTGA
MOTOMKOB.
I{ukn 3aBepuraeTcs Korjga y nNukcenaen
MPEIKOB HE OCTaHeTCs oOnacTen s
J00aBIICHUS B CTEK MOTOMKOB.

i Bcee coceau T KCEJIEH -TIPEIKOB
OCTUTHYT JI
HoC Te i YPOBEH MPOBEPSIFOTCS Ha COOTBETCTBHE
CerMeHTaIMnY ycioBusiM.  Haxomurest JBOMHAs
MpOU3BOJHAS MEXIY IByMs
IMUKCEIBIMHU HpeﬂKaMl/l )5
HaxouM Bce HKCeH pPacCMATPUBAEMBIM ITHKCEIEM

MpUHAJICK AT UE TCKYIEMY

—p ypoBHI0. OGHOBIIsIEM MATPHUILY

3HAYUMBIX IEMEHTOB YPOBHS U
CUETUMK MUKCENEH ypoBHS.

Ecmn IBOSIHAS
mpou3BoaHas <= 0

YETUYMK 3HAYMMBIX
9JIEMEHTOB yPOBHS
GoJbiie HyJis?

Ilukcens  3aHOCUTCS B CTEK
MOTOMKOB. OOHOBJSEICS CUYETIHK
noToMkoB. OOHOBISIETCS MaTpHLa [
CerMEHTAlMK U MaTpHlla 3HAYUMBIX

3JIEMEHTOB YPOBHSL.
Hauano 1pkia cerMeHTanuu \ yp
BBIpaIMBaHys obyacreil. Lipkn

3aBepIIaeTCs KOra KaxKIblit OGHonsioTos MaTpuLa
THKCEIb(TPyIIIa IMKCENe) B Marpuie cerMeHTanuu. I1UKcens 3aHOCUTCS B
SHAHMBIX SIEMEHTOB yPOBHA GyzeT lpp| cTek  mOTOMKOB.  OGHOBHsETCS

HMETh |H0Mep CYETYUK TOTOMKOB. OOHOBIAETCS

MaTpuia CErMe€HTaluu W MaTpuula
3HAYMMbIX 3JICMCHTOB YPOBHA

OOHOBJIIETCS MATPHI[A
cermenranuu. [lukcens(rpynmna
MUK CJIeH) MPUHAAIKALMNA MaTPUIH

SHaTAMBIX SIEMEHTOB ypOBHA TTMKCEN TTOTOMKHI 0ObABIAIOTCS
MOJTyYaeT WACHTH( M KAIIHOHHBIH THK CeTIMH-TPEIKAMH. -
HOMED: OGHOBJIEHHE CTEKA NPEIKOB.

OOHyNEeHne cTeKa MOTOMKOB.

OOHOBJIIETCS CUETUHK CETMEHTOB.

OxoHYaHNe IUKJIA CeTMEH TAl[U U |
o OxoHYaHHe LUKIa HOPMHUPOBAHUS
BBIpALIMBaH U 00macTeil.
/ cTeka moToMKoB. OOHOBJIEHH €

MaTpHUIbl CETMEHTALIUH.
OOHOBJIEHHE MaTpPH LIbI 3HAYUMBIX

YPOBHEH. /

OOHyIseTCsl MarpuIa OBTOPHBIX \—b@
BKJIFOYCHHH. —
[Mukcenb 00BsBISACTCS NPEIKOM €CIU
> 3amnonHsAeTCs CTEK MPEAKOB.
N — OH SIBJISIETCS] TPAHUYHBIM JIJI1 CETMEHTA

OOHOBJIIETCS CUETUYHK IEKCeNeH -

KOTOPOMY OH IIPHHa [TIEXKHT.

MpeIKoB poMy PHHALT

OxoHuaHue paboThl ANTOPUTMA.
PesynpraT cerMeHTanuu
MpPeJCTaBIseTCss MAaTPULIEH .

CueTyuk ypoBHEH yMEHbIIAETCS Ha
@_> O H.

Puc.1. Brok cxema anropurma GWGA
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Anroputm  GWGA  mpou3BOOWT KBa3uMapajUICIbHOE BBIPALIMBAHUE OOJIACTEH BOKPYT
HayYaJIbHBIX TOYEK POCTAa, B MPEAEiax OJHOIO YPOBHS SIPKOCTH. [lJi KaKAOro HMHUKCENs B CETMEHTE
OTCIIEKMBAETCS] YCKOPEHUE W3MEHEHHUS SIPKOCTH, NIPU U3MEHEHUH KOTOPOI'o MUKCENN MOMELIA0TCs B
ocobyro 005acTb, KOTOpasi paccMaTpuBaeTcs Kak ()OH W pa3pacTaeTcs MapajielbHO OCTalbHBIM
o0macTsiM. OTa 0COOEHHOCTh AITOPUTMA, YBEIMYMBAET KOJIMYECTBO CEIMEHTOB Ha OJIHH.

Ouenka 3¢ GeKTHUBHOCTH AJropuTMOB cerMeHTanun ACM-u3o0pakeHuii

Anroputm GWGA cpaBHHBajiic C HW3BECTHBIMH alTOPUTMAaMH CETMEHTALlUH: BOJIHOBOTO
BBIpAIIMBaHMsI 001acTeil IOKaTbHBIX MAKCUMYMOB C HX BEIOOPOM B MOPsAKE YObIBaHUs 3HaUeHU AW'S
(AWS-M) [1]; mapkepHOro BOIOpa3mea ¢ aBTOMAaTHUYECKOH paccTanoBkoil MmapkepoB (MWA-M) [4];
BojOopaszeia Ha ocHoBe paccrosauii (MWD-M) [4]; BeipamnuBanus obaacteit 6e3 BEIOOpa HAaUaIbHBIX
toyek (RG-M) [5]; BeipamuBanust o0nacteil ¢ BBIOOPOM HAa4YaJIbHBIX TOYEK HA OCHOBE SKCTPEMYMOB
(SRG-M) [6]; Bomopasmenma mo kiaccudeckomy anroputMmy Bumacenra-Commun (VSC-G) [7];
nByxdaszaoro Bogopasaena (TPW-G) [1]. st cpaBHEHHS HCIIOIB30BAINCEH PEATH3aAIMH AITOPUTMOB B
cpeae Matlab (M) u nmakere Gwyddion (G).

Ilpu oueHke >PQPEKTUBHOCTH aNTOPUTMOB HCIONB30BaHbl TecToBble ACM-nuzo0pakeHus
MMOBEPXHOCTEH TpeX THIIOB, CHHTe3WpoBaHHBIe B Matlab: Tum 1 — 6e3 pa3mbitust; THmbl 2 M1 3 — C
pasmbiTreM (Tabi. 1). OueHka kauecTBa pabOThI ATOPUTMOB ITPOBOIMIIACH HA OCHOBE cpeqHux (AD),
MakcuMaibHbIX (MaxDV) u MunuMansheix (MinDV) 3HadeHnit pa3HUIl, CTAaHIAPTHOTO OTKIOHEHUS
(SD) a1 HCTUHHOTO YHCIa CETMEHTOB (Tadi. 2).

Tab61.1. Kotn4yecTBo 31€MEeHTOB Ha TECTOBBIX H300PaKeHUAX

Hecpsi3nas cTpykTypa CBsi3Has CTpyKTypa
TecToBbIE I/1306pa)KeHI/IH KomnuectBo TecToBblE I/I306pa)i(€HI/IH Konuuectso
J3JIEMCHTOB JJIEMCHTOB

ACM MI-1— ACM MI1-20 9 ACM M2-1— ACM_M2-20 9

ACM M1-21— ACM MI-50 18 ACM_M2-21— ACM_M2-50 18
ACM M1-51— ACM1 M-70 100 ACM_M2-51— ACM_M2-70 100
ACM MI1-71— ACM_MI1-80 221 ACM_M2-71— ACM_M2-80 221
ACM M1-81— ACM_MI1-90 200 ACM_M2-81— ACM_M2-90 200

$38sS8losl

©©®
©O®

@
@
O)

OO0 0000000
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Puc.2. TecToBbIC OTYTOHOBBIE H300paKEHHUS HECBA3AHHBIX U CBSI3aHHBIX CTPYKTYD:
a-2—9 o0bekToB; 0-u —18 00bekTOB; k-# — 100 00BeKTOB; 0-¢ — 220 00BEKTOB;
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Tabn. 2. 3HauyeHHUs MoKa3aTesell KayecTBa CerMEHTALMM HA OCHOBE KOJIMYeCTBA CerMEeHTOB ISl TECTOBBIX
ACM-u3o0paxeHnii HeCBA3aHHBIX CTPYKTYP

N3o0paxxenus ITokazaTenp KauecTBa AJITOPHTMBL CerMCHTaLLHH

GWGA | AWS-M RG-M MWA-M MWD-M SRG-M | TPW-G | VSC-G

AD 0,11 0,00 27,33 61,61 591,50 0,00 67,78 1.61

Tun 1 MaxDV 1,00 0,00 101,00 219,00 2700 0,00 221,00 10

(54 uzobpaxeHust) MinDV 0,00 0,00 1,00 0,00 0,00 0,00 0,00 1,00
SD 0,32 0,00 39,79 78,34 757,625 0,00 77,76 2,06

AD 0,62 0,61 23147,72 60,83 585,83 0,61 57,56 1,11

Tun 2 MaxDV 9,00 9,00 51701 219,00 3100,00 9,00 241,00 | 2,00

(54 n306paxenus) MinDV 0,00 0,00 1,00 0,00 0,00 0,00 0,00 1,00
SD 2,12 2,12 166882,05 78,91 802,8876 2,06 86,39 0,32

AD 4,27 10,94 48294,06 55,22 561,06 6,94 67,61 8,89

Tun 3 MaxDV 58,00 93,00 109201 199,00 2320,00 57,00 | 260,00 | 99,00

(54 n306paxenus) MinDV 0,00 0,00 283,00 0,00 0,00 0,00 0,00 1,00
SD 13,29 29,08 34723,59 68,12 700,40 17,82 90,83 | 23,86

Cpennee 3Hauenue AD 1o Tunam 1,67 3,85 23823,04 59,22 579,46 2,52 64,15 3,87

U3 tabn. 2 cnenyet, uro Ha ACM-u300pakeHUsIX TpeX THIIOB MHHUMalbHOE OTKIOHeHHe SD
noka3biBaroT anroputMel GWGA, AWS, SRG-M u VSC-G. Anroputm GWGA noka3siBaeT pe3ysibTaTt
B 2 pa3 myumre, ueM AWS-M u VSC-G (recmotps Ha 10, uTo VSC-G BBITOTHSAETCS IO KOHTPOJIEM
omeparopa), u B 1,5 pasa myumie no cpaBHeHnio ¢ SRG-M, KOTOphIii TpeOyeT MpeaBapUTEILHOTO
ompelieNieHUsT HadalbHBIX ToueKk pocta. AjroputM RG-M  nOpuBOgUT K  3HAYUTENLHON
nepecerMeHTallHH.

ASSESSMENT OF THE ACCURACY OF GRADIENT WAVE SEGMENTATION OF
AFM-IMAGES

V.V.RABTSEVICH, V. Yu. TSVIATKOU

Abstract. The effectiveness of an algorithm for automatic segmentation of images obtained using
atomic force microscopy (AFM), based on quasi-parallel growing of regions around local maxima,
has been studied. The algorithm uses an estimate of the change in the second derivative of brightness
within an area to attach neighboring pixels to it. This algorithm was compared with known
segmentation algorithms developed for analyzing AFM images by the number of segments. It is
shown that the developed algorithm is able to determine the boundaries of objects better than known
algorithms.

Keywords: AFM, search for local maxima, segmentation, gradient, acceleration.
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TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU

VIIK 004.056

AHAJIN3 COBBITU HHO®OPMAIIMOHHOM BE3OITACHOCTH
C UCITOJIB30BAHUEM SSH-XAHUIIOTA COWRIE

C.H. IIETPOB!, B.H. POMAHOBUNY?, A.A. CEPT AHOBCKMIA?

1 — Benopycckuii 2ocydapcmeennblii ynugepcumem uHgopmamuxu u paouodnekmpouuku, Pecnyonuxa benapyco
2 — Hayuonanvhwiti demcxuil mexuonapk, Pecnyonuxa Benapyco

Hocmynuna 6 peoaxyuro 5 anpens 2024

AHHOTauMsA. BrionHeHo pa3BepThiBaHHE MyIbTUXaHunoTa T-Pot Ha BUpPTyalbHBIX cepBepax
Amazon EC2 (AWS) B Tpex reorpaduyecknx permoHax. Brimonmnen anamm3 [P-ampecor
MOTEHIMAIbHBIX HapymuTesel, B3anmoaeiicTBoBaBmmx ¢ SSH-xanunorom Cowrie. BruinonHen
aHaIM3 JIOTHHOB (MMEH TIIOJIb30BaTeNei) W IMapojiel, HCIIOIb30BAHHBIX ISl MOJKIIOYECHHUS K
XaHHIOTY, a TaKXKe KOMaHJ, KOTOpble MBITAINCh BBINOIHUTH HapymuTend. I[lokasaHo, dTo
XaHUIIOTBI 70 CHX HOP MOTYT HCIIONIb30BaThcs B KadecTBE S(PPEKTUBHOTO WHCTPYMEHTA I
aHau3a MOBEACHUS HApYIIUTENEH U BBIABICHHS BEKTOPOB aTaK.

Kniouesvie cnosa: cereBbie aTaKH, CETCBasA 6€3OHaCHOCTL, XaHUIIOTHI, Cowrie.

BBeaenne

CereBble aTakM BKIIOYAIOT B ce0sl pa3lWYHbIC METOABI, MCIOJIb3yeMble HAPYLIUTEISIMU IS
MOJTy4YeHHUs] HECAHKIIMOHUPOBAHHOTO JIOCTYIA K KOMIILIOTEPHBIM cUcTeMaM U ceTsM. OaHoi u3 hopm
CETEBO arTaku SBIACTCS ceTeBas pa3BeiKa, MPOIecC, NP KOTOPOM HApPYLIMTENH COOUPAIOT
MH(QOPMAILUIO O LEJIEBON CETH WM CHUCTEME, YTOOBI HACHTU(PHULINPOBATH YSI3BUMOCTH, KOTOPHIE MOT'YT
OBITH MCIIOJIB30BAHBI s nanbHeHXx atak. basa 3nanuit MITRE D3FEND [1] comepxuT onucanue
pa3iINYHBIX BapHAHTOB NPOTHBOJCHCTBHS TEeXHHKaM HapymuTeneid. Tak, OoauH U3 BapHAHTOB
Ha3bIBaeTcs Deceive, 4To MOXKHO mepeBecTH Kak oOMaH, XUTpocTh. Cpena, KOTopasi BKJIIOYAeT B ce0sl
cepBepa U TOAKIIOYEHHMS, NpelHa3HaueHHble Uil oOMaHa HapylIuTels, HasbiBaeTcsi Decoy
Environment (oOmanHnas cpena). Decoy Object (00beKThI-00MaHKH) TIPEACTABIIACT COO0M (PUKTUBHBIN
O00BEKT WJIM pecypc, KOTOPBIM CO3/MaeTcsi C IENbI0 NMPUBJICYEHUS HApyIIUTENeH, OTBICYEHUS WX
BHUMaHHUE OT IICHHOW HH(pOPMaLuK, 1 00eCTIeYnTh aHAJIN3 U MOHUTOPHUHT aTak. B cpene cnennanucton
1o KnbepOe30macHOCTH Takhe 00bEeKTHl Ha3bIBalOT XaHumoramu (honeypot), KOTopbie TPEACTABISIOT
c000H MoJIIeTIbHBIEC ¥ YMBIIIICHHO YSI3BHUMbIE 00BEKTHI, KOTOPhIE MOTYT 3aHHTEPECOBAThH HAPYIITUTENEH
[2]. IIpu skcITyaTalMM XaHHIOTOB AEWCTBUS HApYLIWTENS 3allUCBIBAIOTCA W aHATU3UPYIOTCA. DTO
MO3BOJIIET MOJYYUTh HHPOPMALIUIO O BOSMOXKHBIX YIpO3ax, BEKTOPaxX aTakd U MPHHATH MEPHI ATl UX
npenoTBpanieHus. Huxke paccMoTpenst pe3ynbrarsl xanunora Cowrie B cocTaBe MyJIbTUXaHHUIIOTA T -
Pot, koTopslii pukcupyer nonsITKM ycraHosnerus SSH- mnu telnet-coequneHuid.

IIpakTH4eckast 4acThb

st coopa undopmarmu T-Pot [3] Obut pa3BepHyT B 00auyHOM cepBruce AWS, 1o3BoJIstOnIEM
pa3BepThIBaTh MPHWIOKEHWS W XpaHWTh JaHHBle B o0Omake, oOecrmedymBas JOCTYIl K
BBICOKOIIPOM3BOUTENBHBIM pecypcaM M MHGPACTPyKType A KIMeHTOB. Vcmonb3oBanach ciyx0a
Amazon EC2 nist apeHibl BUPTYaibHBIX BBIJICIICHHBIX cepBepoB (instance). Beero Obu10 pa3BepHyTO 3
sK3eMIusIpa Tuna t2.large B Teuenun 14 nmHeit B reorpadudueckux permoHax CesepHas BuppxuHus,
Ceyn u @pankdypr.

Xanunot Cowrie mokasaj oauH U3 HanboJiee BEICOKUX pe3yabTaToB (mpuMepHo 30000 monbITok
MOJKITIOYEHNI BO BCEX pErHoHax cyMMapHo). Hiske mpenctaBieHBl pe3yibTaThl M0 PETHOHY A3us
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(Ceyn). Ha puc. 1 mokazaHa cTaTHCTUKA JCCSITH HanboJiee aKTHUBHBIX CTPaH MO YHUCIY MOMBITOK
YCTaHOBUTH COETMHEHUE, a TaKkke 00IIast reorpadus aTak.

geoip.country_name.keyword: Descending
United States
South Korea

China

Singapore

Iran

India

Thailand

France

Sweden

The Netherlands

a o
Puc.1 Kapra arak, mo naHHbpIM coOpaHHEIM ¢ XaHumoTa Cowrie B Ceye: a — CTaTUCTHKA AeCATH Hanboee
aKTUBHBIX CTPaH I10 YHCIY MOIMBITOK YCTAHOBUTH COSAWHEHHE; 6 — 00IIas reorpadus aTtak

Tpaduk mo nmporokoiy telnet B 2 pa3za npessimain Tpaduk mo nmpotokoixy SSH. [lecsats Hanbonee
9acTo MCHONIB3yeMbIX [P-anpeca, ¢ KOTOPBIX OCYIIECTBIISUIMCH MOMBITKH TTOAKIIOYCHUH OKA3aHbI Ha
puc. 2.

Source IP
110.78.138.200
218.200.189.88
5.234.170.153
142.93.76.208
43.156.128.13
120.224.174.135
2.183.102.137

51.75.127.207

45.95.147.174

54.234.73.133

Puc. 2 [lecsath Haubomnee akTUBHBIX [P-anpecos

Anammupys [P-agpeca mpu mnomomu cepBuca VirusTotal, ycranoBumu, urto IP-ampec
180.214.176.3 umen otHoueHue K BpenoHocHomy IO Mipony, KOTOpBIH SBISCTCS HOAICIBHBIM
¢aitnoBeiM ycraHoBmkoM. [P-ampec 37.139.249.103 wumeeT IUIOXYI0 peNyTalWI0 W TpPU3HAH
MCTOYHUKOM OOJIBIIOTO KOJIMYECTBA Cllama, pacroiioxked B Poccun. CneayromyuMi aHOMaIUsAMH CTallid
IP-ampeca, ¢ KoTOpBIX 3aUIKCHpPOBaHA MOTBITKA UCIIOIB30BaHMs KOMaH/bI «cat /bin/echo | | while read
i; do echo $i; done < /proc/self/exe» (7 aapecoB). JlaHHass KOMaH[a MOCEIOBATEIFHO CUNTHIBACT
conepxuMoe (aityioB, yka3aHHBIX B mapameTpe Daiii, 1 3aIUCHIBAET €ro B CTaHAAPTHHIN MOTOK BBHIBOJIA.

I[lpu amanmze ocranpHbix [P-agpecoB Obutn  oTMeuensl azpeca 121.186.46.238 wu
210.165.104.204, mepBblii W3 KOTOPBHIX HCIOJB3YETCSl MMOJNACIbHBIM YCTAHOBLIMKOM YTHJIUTHI
qBittorrent, a co BToporo pacnpoctpanseTcs BperonocHoe [10.

Cowrie cobupaeT U JOTHHBI U MapOJIH, UCIOIb3yeMble TTOTCHUIHUATBHBIME HAPYIIUTEISIMUA TIPU
MOIIBITKAX MoAKItoueHus 1o telnet mwim SSH. Hanbosee uacTo ucnonb3yeMble JJOTHHBI (CIIEBa) U TAPOJI
(cpaBa) mpecTaBIIeHBI HA PHC. 3.
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ot 123456

password

Puc. 3 Jloruns! u naponu, coOpanHbie XaHUIIOTOM Cowrie

Haunbonee nomyssipHBIME JIOTHHAMH SBIISUTUCKH: T00t, admin, ubnt. Cpeau naposel moas30Bainch
MOITYJIAPHOCTRIO TakWe maponu kKak: admin, ubnt, 123456. B nenom, cpenn Hanbomee MOMYISIPHBIX
naposieid 3a)MKCHpPOBAHBI, TIAPOJIH W3 PACIPOCTPaHEHHBIX cioBapeil mis Opyrdopca. OTnenpHBII
MHTepec NpecTaBiAto naponu win gorunsl B Buae HTTP 3ampocos, Tuna GET. B Takux ciaydas peds
uzaet 06 SQL mHbeknusx (aTtaka, KOTOpas MO3BOJISET HCIOIB30BaTh (PparMeHT BPEIOHOCHOTO KOAA Ha
s3pike SQL U1 MaHUIynIupoBaHus 0a30i JaHHBIX M MOJIyYEHMS JOCTYIA K MOTEHIMAJIbHO LIEHHOW
uHpopmanuu). Mcnoip3oBaHHE WMEHH TIONB30BaTelsl «pi» W MapoisiIMU - «raspberry» U
«raspberryraspberry993311» ToBOpPHUT 0 TOM, YTO HAPYLIUTETb UCIOIB30BAT BPEAOHOCHYIO IPOrpaMMy
Poison Dwarf (CPUminer). bein 3aperucTpupoBaHbl TOMBITKH BBIITOIHEHUS HAPYITUTEIIMA KOMaH/I,
JecsTKa HanOolee UCIOob3yeMbIX IPEACTaBIeHa Ha puc. 4.

Command Line Input

shell

while read i

system

enable

sh

uname -a

cat /proc/cpuinfo | grep model | grep name | we -1

cat /proc/cpuinfo | grep name | head -n 1 | awk '{print
$4,$5,$6,$7,$8,$9;)'

cat /proc/cpuinfo | grep name | wc -1

cd ~; chattr -ia .ssh; lockr -ia .ssh

Puc. 4 Komannsl, coopannbie xaHurmotoM Cowrie

Komanga «shell» B pasnuuHBIX  ONEpAllMOHHBIX CHCTEMax 3alyCKaeT KOMaHIIHBIH
WHTEPIPETATOP, KOTOPHII MO3BOJISIET MTOJIH30BATEII0 BBOUTH KOMaH IbI M BBITIOJHATH UX B paMKaXx dTOH
obonouku. Komanma «system» B UNIX Shell BbimonHseT BHEIIHIOI KOMaHAY WM IPOrpammy,
nepelaHHyl0 B KadecTBe aprymMeHrta. OHa MPUHUMAET OJWH WM HECKOJBKO apryMEHTOB, KOTOPBIE
3aTeM MePeJAr0TCsl CHCTEMHOMN (DYHKIIUH «EXEC» ISl BBIMOJIHEHHS. JTa KOMaH/1a 00BIYHO UCTIONIB3YETCS
JUTA 3a1rycKa Ipyrux nporpamm win ytuiut u3 cueHapust UNIX Shell. Komanna «kill %1» B HekoTOpbIX
OTIEPALIMOHHBIX CUCTEMAaX MCIOJIB3YETCs Ul 3aKPBITHS NpoLecca C HACHTU(PHUKATOPOM, 3alCaHHBIM B
Bujie cuMBoia mporerTa (%1) B KoMaHIHOM CTPOKE.

Pesynbratel ans peruona Cesepnast Bupmxunus u @pankdypt Bo MHOroM cxoxu. s pernona
Cesepnast Bupmxunua Cowrie 3adukcupoBan 12794 araku, koTopble ucnonb3oBanu telnet 1 SSH
VSI3BUMOCTH B PaBHOM COOTHOIIEHUHU. bombmuacTBO atak ucxonmino n3 CIIA, Manonesnn n Kuras.
brin npousBenen ananu3 cnucka 10 cambix gacTeix [P-anpecoB HapymuTeneit (puc. 5).

[IpoananusupoBaB TpU cambIX MOMyJsApHBIX [P agpeca B 3TOM crmcke, MOCKOJIBKY KOJIMYECTBO
WX aTaK 3HAYUTEIFHO TPEBHINIACT KOJMYIECTBO aTak ¢ octainbHBIX IP. 103.144.38.42, 97.74.91.196,
124.230.124.250. TTo manneiM VirusTotal Bce Tpu ajgpeca UMEIOT IUIOXYIO PENYTAIMIO U TPU3HAHBI
MCTOYHUKAMH OOJIBLIOTO KOJIMYECTBA Cliama.

Haubonee ucnonp3yeMbIMu JIoruHaMu ctaiu: root 787 pa3, admin 171 pa3s, test 86 pa3. A
HanboJIee UCIIONb3yeMbIMHK TIaposIsiMu cTam: 123456 - 168, root - 58, admin - 57.

st nokanmu @pankdypT caMbIMU MOMYJISIPHBIMU JIoraMu siBJsttoTest: root - 300, admin - 256,
user - 31. CaMbIMU IOIYJIIPHBIMH TTApOJISIMHK SBJIsTIOTCSE: 123456 - 34, password - 33, admin - 28. Camoii
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TIOIYJISIPHOW CBSI3KOM JIOTMHA M Mapoiis siBisieTcs: root/admin - 19. B xoxe ananm3a momynsipHBIX
KOMaH]I, BBEICHHBIX HAPYIIUTEISIM CaMBIMH YacTO HCIONb3yeMbIMH, sBIsitoTcs: shell - 156, system -
154, enable - 78.

Source |P Count

103.144.38.42 3140
97.74.91.196 654
124.230.124.250 619
170.64.169.161 411
5.237.234.238 392
36.139.63.59 285
149.56.117.144 213
185.200.244.137 210
201.20.56.106 163
24.223.97.5 150

Puc. 5 Cniucok 10 Haubonee nomynsipueix IP-agpecos (CeBepHast Bupmxunus)

3aKkiIoueHne

BrimonueHo pas3BepteiBanme T-Pot Ha BHpTyambHBIX cepBepax Amazon EC2 (AWS) B Tpex
reorpaduyeckux peruoHax. B kaxmaom peruone T-Pot GpukcupoBasl COTHH THICSY Pa3IMYHBIX COOBITUH,
(akTOB B3aWMOJAEWCTBUS C XaHWUNOTaMH. BeimomHeH anHamm3 [P-agpecoB moTeHIMAaIbHBIX
HapyIIATeNel, B3anMo/eiictoBaBimmx ¢ Cowrie. BrmmomHeH aHanm3 JTIOTHHOB (MMEH MOJTb30BaTeNei) U
HapOHCﬁ, HCIIOJIb30BAHHBIX JIA IMOAKIIOYCHHA K XaHMUIIOTY, @ TAaKKC KOMaHJ, KOTOPLIC MbLITAJINCH
BBIMOJIHUTE HapyluTenu. Hambomee pacmpocTpaHeHHBIE CBSI3KM JIOTHH IUIIOC Tapojib OepyTcs M3
cioBapeit s Opyrdopca. Yacro, onn BxomsaT B «rtor 10 Xyammux maponeit». Jpyroi momynspHbIi
BapHaHT — BBOJI UCIOIb30BaHKne SQL-3ampocoB B 1osie JJOrMHa U MapoJis, Ui BBIMOJIHEHUS Ha CEpBepe
Npou3BONbHBIX KoMaHA (SQL-unbexnys). IlokaszaHo, 4To XaHUTIOTHI 10 CUX MTOP MOTYT UCIIOJIB30BaThHCS
B KauyecTBe 3((EKTUBHOTO HHCTPYMEHTa MAJISl aHalIM3a IOBEACHUS HApyIIUTENCH W BBISBICHUS
BEeKTOpOB arak. OfHAaKO B CHJIy TOTO, YTO MOTEHLHAJIbHbIE HAPYIINTETH MOTYT OOHapYXHMBaThb U
WICHTH(PHUIIUPOBATh XAHHIIOTHL, OOJiee MEPCHEKTHBHBIM pEHICHUEM SIBISIOTCS pEIIeHHs Kiacca
Distributed Deception Platform.

ANALYSIS OF INFORMATION SECURITY EVENTS
USING COWRIE SSH HONEYPOT

S.N PETROV, V.N. ROMANOVICH, A.A. SERGANOVSKY

Abstract. The T-Pot has been deployed on Amazon EC2 (AWS) virtual servers in three
geographical regions. The analysis of the IP addresses of potential intruders who interacted with the
Cowrie SSH honeypot was performed. The analysis of logins (usernames) and passwords used to
connect to the honeypot, as well as commands that the violators tried to execute, was performed. It
is shown that honeypots can still be used as an effective tool for analyzing the behavior of violators
and identifying attack vectors.

Keywords: network attacks, network security, honeypots, Cowrie.
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Abstract. In many algorithms for image compression, the SPIHT and SPECK algorithms based on
wavelet transform have good performance. This article introduces the basic principles of wavelet
transform, and implements the SPHIT and SPECK image compression algorithms based on wavelet
transform. Besides, the two algorithms are compared, and experimental results and experimental
conclusions are given in conclusion.

Keywords: wavelet, image compression, SPECK, SPIHT

Introduction

The main problem solved by image compression is to minimize the amount of data used to
represent image information. Some kind of transformation is usually used to remove redundant
information in the image to achieve the purpose of compression. Image transformation for image
compression concentrates the energy of the image in the transformation domain It means that a large
amount of information is concentrated on a small number of coefficients, while other data is very small
or almost zero. When the data is compressed and encoded, the data can be compressed more effectively,
which is very important for the efficient storage and transmission of images significance. At present, the
common transformations used for image compression mainly include K-L exchange, Fourier transform,
discrete cosine transform (DCT), wavelet transform, and geometric multi-scale analysis that have
appeared in recent years [1].

Wavelet transform is a signal processing technique that decomposes the original signal into
multiple sub bands, each sub band containing information in a different frequency range. It has good
scale invariance and local adaptability, can perform good sparse representation of irregular area images,
and has a complete theoretical system to restore the original image from sparse coefficients, and has
developed rapidly in the field of image processing.

To improve the shortcomings of poor reconstruction quality of wavelet compressed images, this
paper uses spectrogram wavelet transform to decompose the Set Partitioning in Hierarchical Trees
(SPIHT) and Set Partitioned Embedded Block (SPECK) algorithm. In the lab, the results shown that
SPECK algorithm has higher encoding speed and it is one of the better-performing embedded image
coding algorithms. This algorithm achieves good compression effects after compressing and encoding
classic images, and has a high compression ratio and peak signal-to-noise ratio.

Classic Wavelet Transform

For a long time, image compression coding has used discrete cosine transform (DCT) as the main
transformation technology, and has been successfully applied to various standards, such as JPEG,
MPEG. However, in DCT-based image transformation coding, people divide the image into blocks of
88 pixels or 1616 pixels for processing, which is prone to block effects and mosquito noise.

Wavelet transform is a global transform with good local optimization performance in both time
domain and frequency domain. Wavelet transform encodes the transform coefficients of image pixel
decorrelation, which is more efficient than classical encoding and has almost no distortion. It is easy to
consider human visual characteristics in applications, thus becoming one of the main technologies for
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image compression and coding. Wavelet transform can achieve better time resolution in the high-
frequency part of the signal: better frequency resolution can be achieved in the low-frequency part of
the signal, thereby effectively extracting information from signals (such as speech, images, etc.) to
achieve Data compression purposes [2]. The figure below is a block diagram of the wavelet encoding
and decoding system.

Wavelet . Symbol Compress
Input Image Coding Quantizer Encoder Images
a
Compress Symbol Inverse Wavelet Decompress
Images Decoder Transform Image
b

Figure 1. Block diagram of the wavelet encoding and decoding system: a — encoder; b — decoder;

The basic steps of image compression based on wavelet transform are as follows, and Figure 2
shows the wavelet transform decomposition steps taking the ‘Lena’ image as an example.

1. Use wavelet to decompose the image layer and extract the low-frequency and high-frequency
coefficients in the decomposition structure.

2. Reconstruction of each frequency component.

3. Compress the first layer of low-frequency information.

4. Compress the second layer of low-frequency information.

Original Image Decomposed low and high frequency information

2nd image compression

Figure 2. An example process of Wavelet compression

SPIHT Algorithm

After completing the spectral wavelet transform of the image, multiple one-dimensional wavelet
coefficient vectors are obtained.

The main idea of the SPIHT algorithm is to use a given threshold to compare each coefficient in
the wavelet coefficient set. If the value is greater than the threshold, a binary number is output as a sign
of the importance of the coefficient; this binary flag is the key to the image [3]. The code stream
generated after encoding the coefficients. After all the wavelet transform coefficient values have been
traversed, the threshold value is halved, and then the wavelet coefficient set is scanned, compared with
the updated threshold value, and then the corresponding image compression code stream is output until
the threshold value becomes 1. Figure 3 illustrate the wavelet principle of SPIHT transform, which is an
image compression process based on wavelet blocks.
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s> S

4x 4x

a b
Figure 3. Representation of SPIHT: a — wavelet block of partitioning;
b — Tree-based organization in wavelet transform;

Here is an example of SPIHT algorithm based on wavelet. In Figure 4, wavelet ‘haar’ is used and

the transform level is 4. PSNR stands for Peak Signal-to-Noise Ratio. In the process of using speck to
process images, 9 iterations were carried out, the PSNR continued to increase, and the compression
quality became better and better.
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Original Wavelet

PSNR= 26.4961 PSNR= 28.9835

PSNR= 30.7848 PSNR= 32.1721 PSNR= 33.3063

PSNR= 34.2766 PSNR= 35.2302 PSNR= 36.6299

Figure 4. An example of SPIHT algorithm, level = 4, wavelet ‘haar’, 9 interaction times



To the set classification strategy of the SPIHT algorithm is relatively complex, three lists are
needed to store the wavelet coefficients to be encoded and quantized, and the calculation amount is
relatively complex, so the encoding speed will be reduced accordingly.

SPECK Algorithm

When the SPIHT algorithm performs image compression, it needs to be iterated many times, so
there is an improved algorithm. Since there are many unimportant coefficients in the wavelet
coefficients, which have the characteristics of energy aggregation and energy attenuation as the scale
increases, based on block set division the ideological SPECK (Set Partition Embedded Block Code)
algorithm is a coding algorithm for wavelet coefficients. This algorithm is one of the better performing
embedded hierarchical image coding algorithms in recent times. In SPECK, the blocks are recursively
and adaptively partitioned such that high energy areas are grouped together into small sets whereas low
energy areas are grouped together in large sets.

Here is an example of SPECK algorithm based on wavelet. In Figure 5, wavelet ‘haar’ is used
and the transform level is 4. PSNR stands for Peak Signal-to-Noise Ratio. In the process of using speck
to process images, 4 iterations were carried out, the PSNR continued to increase, and the compression
quality became better and better.

Original Wavelet

PSNR = 27.9537 PSNR = 31.0979 PSNR = 34.6638

Figure 5. An example of SPECK algorithm, level = 4, wavelet ‘haar’, 3 interaction times

Compared with the SPIHT algorithm, this algorithm reduces the number of recursive calls of the
function, which improves memory space utilization, so the complexity of the algorithm is reduced, and
the operation rate increases accordingly.

Conclusion

This article introduces the basic principles of wavelet transform, and takes the
512pixelx512pixelx8bit standard image ‘Lena’ as an example to conduct a 4-level wavelet
decomposition and reconstruction experiment, and conducts a 4-level wavelet decomposition and
reconstruction experiment on the SPIHT algorithm, and in the same situation compare with the SPECK
algorithm. Combining the above results, the following conclusions can be drawn:

1. Compared with the SPIHT algorithm, due to the reduced memory space of the SPECK
encoding algorithm, the bit allocation is more reasonable and the classification strategy is more
complete. Under the same compression ratio, the image restoration quality of this algorithm is better
than that of the original SPIHT algorithm.
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2. The SPECK algorithm is more efficient than SPIHT algorithm. It mainly reduces the
complexity of the algorithm and allocates bits reasonably, so that under the same compression ratio, not
only the reconstruction quality of the algorithm is better than that of the SPIHT algorithm, but also the
operation rate is also higher than the before one.
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Abstract. Aiming at the problem of server resource allocation in Mobile Edge Computing (MEC)
task migration, considering the limitation and heterogeneity of server resources, a resource
allocation model aiming at minimizing the system server energy consumption is constructed. And
proposed a Dynamic Weighted Grey Wolf Optimization (DWGWO) algorithm to solve the optimal
resource allocation scheme. The initialization, convergence factor and update strategy of Gray Wolf
Optimization (GWO) algorithm are improved to improve the convergence performance of the
algorithm and avoid the algorithm falling into local optimum. Simulation results show that DWGWO
algorithm can find the optimal solution of resource allocation scheme quickly, reduce the energy
consumption of server operation, and is superior to Random strategy, Genetic algorithm and GWO
in convergence and stability.

Keywords: mobile edge computing, resource allocation, grey wolf optimizer, dynamic weight.

Introduction

Mobile Edge Computing (MEC) is a new type of wireless network architecture that deploys edge
servers close to users to provide task migration services [1]. Due to the limited resources of edge servers,
a reasonable resource allocation scheme is the key to improving task migration effectiveness and
effectively reducing task execution delay and energy consumption [2-3].

Aiming at the resource allocation problem, Yu et al. proposed an optimization problem aiming at
minimizing the execution delay of all mobile devices and the weighted sum of UAV energy consumption,
and solved the problem based on an effective algorithm of continuous convex approximation [4]. In
order to minimize energy consumption, You et al. transformed the server resource allocation problem
into an optimal scheduling sequence problem, and conducted joint optimization of data partitioning and
time division [5]. Mao et al. modeled the resource allocation problem under multiple users as a stochastic
optimization problem and proposed an online algorithm to solve the problem [6]. In order to maximize
the total revenue of the system, Kim et al. modeled the resource allocation problem as a single-leader -
multi-user Stackelberg game model to achieve a balance between mobile users and server utility [7].
However, the above researches focus on optimizing the execution delay and energy consumption of task
migration, and do not consider the heterogeneity of edge servers, such as the computing, storage and
communication capabilities of MEC.

To solve the above problems, this paper first considers the heterogeneity of server resources, and
constructs a server task migration resource allocation model. Then, the Dynamic Weighted Grey Wolf
Optimization (DWGWO) algorithm is proposed to solve the optimal server resource allocation scheme,
utilize the effective resources of the server effectively, and minimize the server energy consumption.
DWGWO algorithm makes the following improvements to Grey Wolf Optimization (GWO) algorithm:
Use Tent chaotic mapping initialization instead of random initialization to ensure the diversity of initial
resource allocation schemes. And cosine change is used to replace the convergence factor of linear
change. In the iterative updating process, the dynamic weight method is used to improve the linear
convergence factor of GWO algorithm to change with the cosine of the number of iterations, so as to fit
the trend of resource allocation scheme first global search and then fast convergence. In order to avoid
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GWO algorithm falling into local optimal solution, dynamic update weights are set to increase the
randomness of update.

Server resource allocation model

Each edge server provides services to each mobile device, and each mobile device has one and only
one task. Edge servers are heterogeneous with different computing resources.

The base station collects the MEC system information (including the task information on the device
side and the server resource information on the server side). In the case of limited server resources,
considering the delay constraints of the task, the resource allocation scheme is optimized, and the server
resources are reasonably allocated to users to complete the task.

Let I ={I,|n=12,---,N} denotes the set of tasks in the MEC network. And I, ={B,,D,,Z,},
where |, denotes the task of the mobile device n, B, denotes the size of task, D, denotes the amount
of computation required to complete the task, and Z, denotes the delay limit of the task. Let

E ={Em|m=L2,~--,M} denotes represent the set of edge servers, where server m is represented by

E,={B,.S,.V,.R,,C,}, B, isthe maximum communication bandwidth, S, is the maximum storage
space, V,, is the number of virtual machine included (representing the computing capacity of the server),
R., is the computing speed of the virtual machine, and C,, is the power consumption per unit of the

m

virtual machine. The paper optimizes the resource allocation scheme to minimize the energy

M N
consumption of edge servers. The problem can be expressed as C, :ZZX C,t. . indicates

nm~m~ nm, p
m=1 n=1

whether task |, selects a serverE_ . X, =1 indicates that task | is executed on server E_ , X, =0

indicates that no server E_ is selected. The task completion delay includes task upload delay t® ., task

nm,t

S
nm,p *

- B D - .
Specific as follows t° = =—" t° =—"where r, indicates the wireless
r

nm,t nm,p
n nm

channel upload rate, and R, indicates the computing speed of the server m selected by mobile device.

According to the above objective functions and constraints, this paper designs a resource allocation
scheme based on dynamic weighted Gray Wolf Optimization (DWGWO). The Grey Wolf optimization
algorithm (GWO) is applied to the design of resource allocation scheme, so that the optimal solution of
resource allocation scheme can be found quickly and the energy consumption of server can be reduced.

calculation delay t

Design of resource allocation scheme based on Dynamic Weight Grey Wolf Optimization

Grey Wolf Optimization (GWO) algorithm compares the solution space of the problem to the
hunting space of wolves based on the hunting behavior of wolves [8]. Each wolf as a search individual
to represent the search for target food, and the optimal solution required for optimization is the prey to
be sought by wolves. It has the advantages of simple structure, few parameters to be adjusted, easy
implementation, and good performance in terms of problem solving accuracy and convergence speed
[9]. The GWO algorithm divides resource allocation schemes into four levels: a, b, ¢ and d , where
a is the leader, which denotes the optimal allocation scheme for the current iteration. b denotes the
second best choice, C denotes the third best choice. The rest are defined as d , and they are guided and
updated by a, b, c in the iterative process. As shown in equation

Xl_xa_Ai'Da
X, =X, —A-Dy, 1)
X3=XC_A3'DC
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where X, X,, X, respectively denote the current position of a, b, ¢. And D,, D,, D, as show in
equation

D, =|C,X, - X
Db:|C2Xb_X|’ (2)
D, =|C,X, - X|

where D,, D,, D, respectively denote the distance between d and a, b and ¢ . In which, X denotes
the position d . A and C is the vector of cooperation coefficient, calculated by the following equation

A=2er e, 3
2t

e=2—-—, 4
= (4)

C=2r,, (5)

where € is the convergence factor, decreasing linearly from 2 to 0 as the number of iterations. T is
the maximum number of iterations. 1, and r, are random numbers between 0 to 1.

Algorithm Improvement

The quality of the initial population can affect the convergence speed of the algorithm and the
quality of the solution. In GWO algorithm, the initial population is generated randomly, and population
diversity cannot be guaranteed. In the optimization process of resource allocation scheme, the algorithm
should conduct sufficient global search in the early stage and accelerate the convergence in the later
stage, but the linear change of GWO algorithm convergence factor cannot fit this trend. Moreover, GWO
algorithm is easy to fall into local optimal solution during the updating process.

Based on the above analysis, on the basis of GWO, Tent chaotic mapping is used to initialize the
population to ensure the diversity of the initial population. The convergence factor value changes
dynamically with the cosine of the number of iterations to better fit the trend of fast convergence after
global exploration. By setting dynamic update weights, can increase the randomness of update and avoid
the situation of unfair resource allocation.

Tent mapping is used to initialize the population to improve the ergodicity and diversity of the
population. The chaotic sequence generation formula for Tent mapping is as follows

2y, 0<y,<0,5
yt =

. 6
21-y) 05<y,<1 ©

In this section, formula (6) is improved by setting cosine factor cosine change, expressed as
e=2~cos£ﬁ~ij. (7)
2 T
In order to enhance the flexibility and adaptability of the algorithm, the key element of randomness
is introduced into the updating process
X1 +(Fa/Fb) X2 + (Fa/Fc)X3
3 i)

where F, denotes the fitness value of a, F, denotes the fitness value of b, and F. denotes the
fitness value of C.

X(t+1)=

(8)
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Simulation experiment

In order to verify the performance of DWGWO algorithm, it is compared with Random strategy,
Genetic algorithm and GWO algorithm. All experimental results are the average of 30 times running of
the algorithm.

Figure 1 shows the convergence trend of the four algorithms with the number of iterations when
the number of servers is 6, the number of tasks is 30, and the size of tasks is 30. As is shown in the
picture. In the 300 iterations of the Random strategy, the result does not show any regularities, and the
total energy consumption of the server obtained by the obtained resource allocation strategy is basically
higher than that of the strategy sought by the algorithm. The DWGWO algorithm converges rapidly in
the first 50 iterations, and becomes basically stable when the iteration reaches 200. Compared with
Genetic algorithm and GWO, the convergence is faster in the first 100 iterations, and it also tends to be
stable in the 200 iterations. And in terms of convergence accuracy, DWGWO can obtain lower total
server energy consumption.
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Figure 1. Convergence trend of the four algorithms with the number of iterations

o

Genetic algorithm, GWO algorithm and DWGWO algorithm are all population-based heuristic
algorithms, and the number of of the three algorithms under different population numbers was tested.
Figure 2 shows the population has a direct impact on the performance of the algorithm. Therefore, the
comparison of energy consumption parison of convergence results of the three algorithms under
different populations when the number of tasks is set to 30, the number of servers is set to 6, the size of
tasks is set to 30, and the iteration period is set to 300.
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Figure 2. Convergence results of the three algorithms under different population numbers

As can be seen from the figure, when the population size is 30, 50 and 100, the DWGWO algorithm
can obtain lower server energy consumption. When the population size is 30, the energy consumption
obtained by DWGWO algorithm is reduced by 0,1031 compared with Genetic algorithm and 0,07
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compared with GWO. When the population size is 50, the energy consumption obtained by DWGWO is
reduced by 0,1287 compared with Genetic algorithm and 0,075 compared with GWO. When the
population is 100, the energy consumption of DWGWO algorithm is 0,1435 less than that of Genetic
algorithm and 0,0927 less than that of GWO.

Under the condition that the number of servers is 6, the number of tasks is 30, and the size of tasks
is 30. The three algorithms were simulated for 30 times, and the optimal solution, the worst solution, the
average solution and the variance of the obtained total server energy consumption are compared. As can
be seen from Table 1, the convergence accuracy of Genetic algorithm is the worst, but the variance is
small. That is, the algorithm has good stability. The convergence accuracy and stability of ray wolf
optimization algorithm are general. DWGWO algorithm is superior to GWO in convergence accuracy
and stability. Stability is slightly worse than genetic algorithm. It can be seen that when DWGWO
algorithm solves the problem of multi-user resource allocation, its convergence speed and convergence
accuracy are higher than the other three algorithms, and it also has good algorithm stability.

Table 1. Stability comparison of the three algorithms

Methods Genetic algorithm GWO DWGWO

Worst solution 140,5796 134,3470 123,3593

Optimal solution 122,6979 115,6979 106,3851

Mean value 133,8140 126,0505 116,5948

Variance 17,26039 23,75953 18,53467
Conclusion

Aiming at the problem of resource allocation in mobile edge computing, this paper proposes a
resource allocation scheme based on DWGWO. Tent chaotic mapping is used to initialize the population
to ensure the diversity of initial resource allocation schemes. Secondly, the adjustment value changes
dynamically with the cosine of the number of iterations to better fit the trend of resource allocation first
global exploration and then rapid convergence. Finally, the randomness of the update is increased by
assigning different weights to the fitness values. The simulation results show that the resource allocation
scheme based on DWGWO can quickly find the optimal allocation solution and reduce the energy
consumption of the server.
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Abstract. Downsampling plays a crucial role in the field of accelerometer data analysis, especially
in applications that require optimizing computing resources while ensuring minimal loss of signal
integrity. This study examines the influence of downsampling on accelerometer signal quality,
critical for optimizing activity recognition and health monitoring applications. Utilizing the Sisfall
dataset, which captures diverse physical activities through triaxial accelerometers, the research
evaluates the influence of downsampling on signal quality using metrics such as Mean Squared Error
(MSE), energy, and Cumulative Explained Variance (CEV). The findings reveal that a specific
downsampling factor, effectively balances data volume reduction with signal integrity preservation.
This optimal factor enhances computational efficiency without significantly compromising signal
quality, pivotal for the accurate analysis and recognition of physical activities. The study
underscores the importance of selecting an appropriate downsampling rate to maintain the fidelity
of accelerometer data in wearable technologies and health monitoring systems, providing a guideline
for signal processing optimizations in such applications.

Keywords: downsampling, accelerometer data, signal quality, metrics, physical activity.

Introduction

The advent of wearable technology and the proliferation of devices equipped with accelerometers
have ushered in a new era of data driven insights into human motion and activity [1]. Accelerometers,
sensors capable of detecting and recording movements in dimensional space, are now ubiquitous in
smartphones, fitness trackers, and medical monitoring devices [2]. They generate vast amounts of data,
enabling the detailed analysis of physical activities, from daily routines to specialized athletic
performance. However, the sheer volume of data produced poses significant challenges in terms of
storage, processing, and analysis, necessitating efficient strategies to manage this deluge of information
without compromising the quality and integrity of the signal [3].

Downsampling [4], the process of reducing the sampling rate of a signal by removing some of its
components, emerges as a critical technique in addressing these challenges. It holds the promise of
significantly reducing the data volume, thereby easing the demands on computational and storage
resources. Nevertheless, downsampling is not without its pitfalls; it risks degrading the signal quality by
omitting potentially crucial information, a consequence that must be meticulously managed, especially
in applications where data integrity is paramount [5].

The Sisfall dataset, a comprehensive collection of accelerometer data focused on physical
activities and falls, provides a rich foundation for exploring these challenges. It encompasses data
meticulously recorded to capture the nuances of human motion, offering a unique opportunity to study
the impact of downsampling on signal integrity within the context of activity recognition. Given the
critical role of accelerometer data in applications ranging from healthcare monitoring to emergency
response systems, understanding the effects of downsampling is paramount. Notably, in reference [9],
researchers have utilized this dataset for fall detection, achieving commendable results, which
underscores the dataset's value and applicability in practical scenarios.

This paper delves into the optimization of accelerometer data processing, with a specific focus on
the influence of downsampling on signal quality. Through a systematic analysis using various metrics
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such as Mean Squared Error (MSE) [6], energy, Cumulative Explained Variance (CEV) [7], and a novel
ratio measure, the study aims to identify an optimal downsampling strategy. This strategy seeks to
balance the compromise between reducing data volume and preserving the fidelity of the original signal,
thereby enhancing the computational efficiency of data processing without sacrificing the accuracy of
activity recognition.

The implications of this research extend beyond academic interest, offering practical insights for
the design and optimization of wearable technologies and health monitoring systems. By establishing a
guideline for selecting appropriate downsampling rates, this study contributes to the advancement of
signal processing workflows, ensuring that wearable devices and health monitoring applications can
provide reliable and accurate data with minimized computational demands.

Dataset analysis

The module raw accelerometer data serves as a pivotal foundation for our research, encapsulating
a comprehensive accelerometer sensor dataset tailored for the analysis of physical activities, the module
is shown as Figure 1. This dataset is distinguished by its focus on five classes of physical activities, each
meticulously recorded to capture the nuances of human movement and potential falls. The essence of
this dataset is summarized in two essential tables, in the Table 1, which outlines the key characteristics
of the Sisfall dataset [8], and in the Table 2, which categorizes the activities and falls under investigation.

Sildine Bandwidth
window size: redection by
1255 ) low pass Deciamtion
Overlap:50% filter factor M
Cutoff=fs/2
Accelerometer . . . L
] Segmentation Filter Downsampling Estimation
raw data £
fs fsM
Figure 1. Block diagram of accelerometer data downsampling algorithm
Table 1. The key characteristics of the Sisfall dataset
Parameter Sisfall dataset
Sampling frequency 200Hz
Number of activities of daily living 19
Number of fall activities 15
Sensors used Accelerometer
Position of sensor Waist
Window size 1.25 seconds
Window overlap rate 50%
Table 2. Five classes of activities and falls selected for this work
Code Activity Trials Duration
Fo1 Fall forward while walking caused by a slip 5 15 seconds
F05 Fall forward while jogging caused by a trip 5 15 seconds
F13 Fall forward while sitting, caused by fainting or falling asleep 5 15 seconds
D08 Quickly sit in a half height chair, wait a moment, and up quickly 5 12 seconds
D13 Sitting a moment, lying quickly, wait a moment, and sit again 5 12 seconds

Boxplots are a standardized way of displaying the distribution of data based on a five metrics:
minimum, first quartile, median, third quartile, and maximum. In the context of accelerometer data for
physical activities, boxplots can reveal a lot about the nature of movements associated with each activity
class. The boxplot of fall activity is shown as Figure 2.

From the boxplot, we can observe that fall activities display outliers, reflecting the sudden nature
of falls. The range of acceleration values (indicated by the whiskers) might be wider due to the abrupt
start and end points of a fall. Dynamic activities show a larger interquartile range (IQR), indicating
variability in movement speed and style among different trials or subjects. Therefore, using boxplots
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allows us to more clearly observe the distribution and characteristics of the data, which helps us better
analyze the data of different activities.

FO1-Fall forward while walking caused by a slip

— raw data

acc value

bhes %%%HJLM”HH*

10 11 12 13
sliding window

Figure 2. The boxplot of fall activity

By comparing these aspects across the classes of activities, we can glean insights into the
characteristics of each activity type, such as the consistency of movement, the presence of abrupt starts
or stops, and the overall intensity.

Assessing the influence of downsampling on signal quality

In this study, we aimed to evaluate the impact of downsampling on the quality of accelerometer
signals across various physical activities, including walking, jogging, sitting, and dynamic postural
transitions. Given the critical role of accurate accelerometer data in applications ranging from healthcare
monitoring to activity recognition, understanding the effects of downsampling is paramount for
optimizing signal processing workflows. The formula of downsampling by using the expression

y[n]=x[nM], 1)

where y[n] is the accelerometer signal after downsampling. X[n] is the accelerometer original signal,

with n is the sample number in the original signal. M is the downsampling factor, determining the
interval at which samples are selected from the original signal. For example, if M =2, every other
sample is taken from the original signal for downsampling, if M =3, every third sample is taken.

By selecting every Mth data point from the original signal, the downsampling process lowers the
signal's sampling rate. This means if the original signal has a sampling rate of fs, the sampling rate of

the downsampled signal will be fs/ M . Downsampling is a common operation in signal processing,

especially when there's a need to reduce the volume of data to simplify analysis or decrease processing
load. However, downsampling can lead to the loss of some high frequency information in the signal,
known as aliasing. Therefore, appropriate antialiasing filtering, according to the Nyquist theorem, is
usually performed before downsampling to prevent this loss of information.

1. Metrics for evaluating the impact of downsampling on signal quality.

Evaluating the impact of downsampling on signal quality involves assessing how well the
downsampled signal retains the essential characteristics of the original signal, considering the inherent
compromise between reducing data size and maintaining fidelity. Several metrics can be employed to
quantify this impact, each offering insight into different aspects of signal quality.

1.1. MSE. This metric measures the average error between the downsampled data and the original
data, serving as a direct metric for assessing data loss during downsampling. By measuring the average
error between the downsampled data and the original data, it provides a direct quantification of the
extent of information loss during the downsampling process.
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MSE :WZH(Yi - yi)2 ’ 2)

where N is the number of samples, Y, is the signal after downsampling, Y, is the original signal.

1.2. Energy. this metric is used to calculate the energy ratio of the downsampled data. This helps
to assess the impact of downsampling on signal energy and the degree of information loss in the signal
during the downsampling process.

> M

Energy = ==0—— 3)
E—
210 Ml
where X[i] is the signal after downsampling, N is the number of samples, Kk is the maximum frequency

JAF .

1.3. CEV. This metric is applicable for assessing the percentage of the total variance explained by

the first K principal components in PCA analysis of downsampling data. It helps us understand how
much of the original data’s variability is retained during the downsampling process.

P
CEV :TC/’L y (4)

i=1 {

fmax

where 4, is the eigenvalue of the ith principal component, NPC is the number of principal component,

K is the number of principal components chosen for the calculation.

1.4. Ratio (Ratiodown). By computing and comparing metric, we can quantify the impact of
downsampling on the signal structure. A downsampled ratio value close to 1 indicates that the
downsampling has preserved the signal's recursive similarity structure, while a value far from 1 indicates
a significant impact on the signal structure. This approach provides a basis for choosing the
downsampling rate, specifically selecting those that minimize the impact on the signal's intrinsic
similarity while reducing the amount of data.

: Si4
Ratiodown = S; (5)
J

1 Ny —i—i
Sj,d =N_dzj=° |Xd,j+i_Xd,j|1 (6)

where X, is the signal obtained by downsampling the original S, X, ; is the the value of the

downsampled signal at time j, N, is the length of the downsampled signal, i is the lag step size, S,

is the recursive similarity measure of the original signal at the same delay 1 .

1.5. The difference between downsampled signal and original signal (Diff). The metric serves as
a quantitative measure of the effectiveness of the signal reconstruction process, specifically after a signal
has undergone downsampling and subsequent upsampling with interpolation. It calculates the average
absolute difference between the original signal x[n] and its reconstructed version z[n], effectively

capturing the fidelity of reconstruction. A lower metric value indicates a closer match between the
original and reconstructed signals, suggesting minimal loss of information and high preservation of
signal quality through the downsampling and upsampling process. Therefore, this metric is very
important in the evaluation of signal downsampling and upsampling data quality. It can more intuitively
show the changes after data sampling.

Diff — D 2i1-x0i] |
N

(7)

71



n—kM
M
where z[n] is the signal obtained after upsampling y[Nn] back to the original sampling rate and applying

interpolation to fill in the gaps, L is the length of the downsampled signal y[n], sinc(n—kM/M) is

the sinc function used for interpolation. It acts as an ideal low pass filter kernel to reconstruct the signal
at intermediate points.

2[n] =Y, yIk]-sinc(

), (8)

Experiment and analysis

This chapter is founded on a comprehensive evaluation utilizing a range of metrics, including
MSE, Energy, CEV, and ratio. Each metric is tailored to scrutinize distinct aspects of signal integrity
following downsampling. Through systematic experimentation with these metrics, the study aims to
discern the most effective downsampling strategy, ultimately minimizing information loss.

MSE offers insights into the average discrepancy between the downsampled and original signals,
highlighting the overall fidelity of the downsampling process. Energy metrics delve into the distribution
of signal energy, shedding light on potential alterations in signal dynamics downsampling. CEV analysis
contributes to understanding the variability of signal characteristics, aiding in identifying regions where
downsampling may have a more pronounced impact.

The utilization of normalized values of MSE, energy, and CEV activities and bandwidths, as
depicted in Figure 3, further enhances the depth of analysis. This visualization allows for a comparative
examination of downsampling outcomes across different signal types and processing configurations. By
scrutinizing the impact of downsampling under varying conditions, researchers can glean valuable
insights into the robustness and versatility of different downsampling strategies.

Ultimately, the amalgamation of diverse evaluation metrics and systematic experimentation
enables the identification of optimal downsampling approaches tailored to specific application
requirements.

FO1 Fall forward while walking caused by a slip FOS Fall forward while jogging caused by a trip F13 Fall forward while sitting, caused by fainting or falling asleep
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Figure 3. Comparative analysis three metrics of different bandwidths for activities

As shown in the Figure 3, from the experiments conducted, it is apparent that the optimal
bandwidth hovers around 15 Hz. The experiments lead us to conclude that at this bandwidth, data volume
is effectively reduced, facilitating more efficient storage and faster processing, without considerably
compromising the signal's overall quality and usability. The bandwidth range of 12 Hz to 17 Hz emerges
as the most favorable, crucial for diminishing data volume whilst maintaining the signal's core attributes.
This balance ensures that computational efficiency and the retention of premium signal are optimized,
enabling precise activity analysis and recognition.
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Figure 4. Comparative analysis of downsampling factors using downsampling ratio
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As shown in the Figure 4, we observe that although different activities have their optimal
downsampling factors at different time intervals, a common trend emerges. For most activities, the ratio
is still closest to the ideal value of 1 at the initial interval, but grows to a certain trend and is relatively
flat or declines. Choosing a downsampling factor in this range may improve data reduction and maintain
signals in different types of activities. Produces an optimal balance between structural integrity.

Table 3. Difference between downsampled signal and original signal

Factor FO1 F05 F13 D08 D13
2 0.122873562 0.243020296 0.036218504 0.041545743 | 0.01433779
4 0.104106957 0.147924838 0.024735706 0.027431345 | 0.012322775
6 0.077419495 0.114917775 0.01832282 0.02039018 | 0.009007972
8 0.053764864 0.091222865 0.011434971 0.016155145 | 0.007636401
10 0.050401664 0.087729274 0.01005775 0.016219336 | 0.00729715
12 0.078672189 0.099855768 0.017619462 0.024762008 | 0.009341281
Best factor 10 10 10 8 10

Table 3 indicates that a downsampling factor of 10 show the smallest difference between
downsampled and original signals for most activities, suggesting it is the optimal choice for preserving
signal quality while reducing data. The exception is activity D08, which has an optimal factor of 8,
indicating that this activity retains signal integrity better at a slightly higher sampling rate. This
information is essential for efficiently processing accelerometer data without compromising on quality.

Bland-Altman plot for factor 6

Bland-Altman plot for factor 2

Bland-Altman plot for factor 4
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Figure 5. Bland altman plots for original and downsampled data across various downsampling factors
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The use of bland altman plots, as shown in Figure 5, complements the findings presented in table
4, serving as a visual affirmation of the quantitative analysis. Bland altman plots are effective for
assessing the agreement between two different measurements, in this case, between the downsampled
and original data. If the plots show that the differences mostly lie within acceptable limits of agreement
and the mean difference is close to zero, it implies a strong consistency between the two sets of data.
This visual tool thus provides a clear and intuitive confirmation that a downsampling factor of 10 is
indeed effective in retaining the integrity of the signal while significantly reducing the data size,
consistent with the analytical results in Table 3.

Conclusion

The study successfully identified an optimal downsampling factor for accelerometer data,
balancing data reduction with signal quality preservation. This finding is crucial for enhancing the
processing efficiency of wearable technologies and health monitoring systems without sacrificing the
accuracy of activity recognition. The results of this research serve as a metric for optimizing signal
processing in applications where maintaining data integrity is as important as minimizing computational
load.
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Abstract. Visual simultaneous localization and mapping (VSLAM) depends on features from image
to decide if two frame is relevant and reconstruct the map. This paper reviews multiple methods for
extract features from images in grayscale, RGB and infrared.
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Introduction

Simultaneous Localization and Mapping (SLAM) finds utility across a diverse spectrum of
applications, including aerial and underwater mobile robots, autonomous vehicles, drones, and physical
gaming environments.

In recent years, with the widespread use of high-quality, high-resolution cameras, the cost of
computer processing images has become increasingly high. Visual SLAM algorithms rely heavily on
image processing and analysis, making it crucial to extract image features and use them to reduce the
computational cost of subsequent processing. As shown in Figure 1, the flowchart describes the basic
steps of a general SLAM system.

Sensor »| Visual Odometry > Optimization Map building

A

Loop Closure

Figure 1. General SLAM flowchart

Visual odometry and loop closure depend on the features of the image. Visual odometry uses features from the
image to speed up the computation of camera rotation and translation in the world. Loop closure, on the other
hand, relies on database of features to determine when two sets of features indicate that the camera is returning
to where it was, and then uses this information to correct the cumulative error of the system.

Features in an image refer to pixels that share common attributes and are different from other
nearby pixels. Vision based SLAM detects the visual features of the environment such as corners, edges,
colors, shadows, shapes, and depths. Features used for visual SLAM, must have rotation, orientation,
translation, scaling, and luminance invariance.

Methods to Extract Feature

To find the best features in an image that are direction, angle and contrast invariant is important
to achieve higher accuracy and faster results in navigation and SLAM. Several modern techniques have
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been proposed for key point feature extraction and matching. Some of the best examples are Scale
Invariant Feature Transform (SIFT), Speeded Up Robust Features (SURF), Features from Accelerated
Segment Test (FAST), Binary Robust Independent Elementary Features (BRIEF), Oriented FAST and
Rotated BRIEF (ORB) and Histogram of Oriented Gradients (HOG).

Dalal and Triggs proposed the basic model of Histogram of Oriented Gradients (HOG) for human
recognition in 2005 [1]. In this feature description algorithm, the main feature is the distribution
(histogram) of gradient (oriented gradient) directions. Using the image gradients, the corners and edges
of the object can be extracted and defined as the main object features. This algorithm is one of the basic
algorithms before deep learning techniques are introduced for feature description. Figure 2 shows the
magnitude of gradient for an image and HOG result.

a b c
Figure 2. HOG feature detection algorithm [2]: a — original image;
b — the magnitude of gradient; ¢ — HOG result

Lowe proposed an image rotation and scaling invariant algorithm called SIFT in 2004 [3]. This
technique is widely used for keypoint feature matching and is robust to image scaling and rotation, while
being partially invariant to illumination changes and affine transformations. The algorithm utilizes a
Taylor expansion of a Difference of Gaussian (DOG) scale space function and then adjusts it to center
at a candidate point, thus achieving precise keypoint localization. Figure 3 shows an example of
keypoints in two images matching each other using SIFT algorithm.

Figure 3. SIFT algorithm: Feature Matching in two images of the same building

SURF is a fast version of SIFT, proposed by Bay, Ess, Tuytelaars and Van Gool in 2008 [4],
which generates multilevel image and descriptor pairs. The SURF algorithm works like SIFT, but it uses
Haar wavelets instead of Gaussian differences. The SURF algorithm uses Hessian matrix determinants
to select the positions and scales to generate fast and accurate descriptors.

The ORB (Orientation FAST and Rotation BRIEF) algorithm is an alternative descriptor proposed
by Rublee et al. in 2011 [5]. The method is based on the BRIEF descriptor and the FAST keypoint
detector, which measures the orientation of an angle by its intensity centroid. The moments of an image
patch can be expressed as

m,, = > X" Y'l(x,y), 1)

where g and p represent the order of the moment, x and y are the spatial coordinates within the image.
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With these moments, the center of mass of the patch can be defined as

C=(Me Moy, @)
mOO mOO

Using C, the vector from the corner’s center, O is computed as OC. The orientation of the patch
is defined as

R =atan2(m,,,m,), 3

where atan2 is the quadrant-aware version of arctan.

Using R, it is possible to rotate it to a canonical rotation to compute the descriptor, thus obtaining
some rotation invariance. The ORB algorithm is very fast but less effective in terms of scale. This
approach is used in the ORB-SLAM method proposed by Mur-Artal et al. in 2015 [6] and in the ORB-
SLAM second version method proposed by Mur-Artal & Tardos in 2017 [7], which is a feature-based
SLAM technique that uses an ORB feature descriptor to generate graphs from the keyframes. Figure 4
shows the ORB image matching results for a sample image.
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Figure 4. ORB algorithm: Image matching from original image and rotated original image [8]

Conclusion

SIFT, SURF and ORB are commonly used feature extraction and description algorithms in image
processing and target recognition. The main differences between them are computational complexity,
scale and rotation invariance, feature description method, and number and stability of features.

In terms of computational complexity, SIFT has higher computational complexity in the feature
extraction and matching phases, while SURF is relatively faster but still requires a lot of computational
resources. ORB outperforms SIFT and SURF in terms of computational speed because it combines a fast
corner detector and a rotated BRIEF descriptor.

As of scale and rotation invariance, SIFT has better invariance to scale changes and rotation
transformations and can detect feature points at different scales and angles, SURF also has some scale
and rotation invariance, but it is slightly inferior to SIFT and ORB lacks a little in this aspect, especially
when dealing with large scale changes and rotations.
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Abstract. As a commonly used measurement technology, monocular ranging is widely used in
various fields due to its advantages such as simplicity, ease of use, low cost, and real-time
measurement. This article will explain the principles and implementation methods of monocular
ranging, application fields, and its potential challenges and development directions.
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Introduction

Monocular ranging uses image information obtained by a single camera or sensor to infer the
distance between an object and the observer through a series of algorithms and methods [1]. In the field
of computer vision and machine perception, monocular ranging technology plays an important role. It
is a key component to realize autonomous navigation, environment perception and distance
measurement of intelligent systems. Common monocular distance measurement methods include:
Stereo Vision, Structured Light, Motion-based Methods, Focus Variation, and Texture Features.

Monocular ranging principle

1. Camera imaging model.

In the monocular distance measurement method, to obtain distance information, you need to
obtain a point in the three-dimensional real world. Since the processed object is a two-dimensional plane
image captured by a camera, therefore, how to convert a point on a two-dimensional image into a point
in the three-dimensional world is a problem that must be considered. Converting points on the image to
points in the real world requires mutual conversion between the pixel coordinate system, the image
coordinate system, the camera coordinate system and the world coordinate system [2]. The
interrelationships between the four coordinate systems are shown in Figure 1. The coordinate system is
described as follows:

Figure 1. The relationship between the four coordinate systems

Pixel coordinate system. Digital images are generally three-dimensional images and are
composed of many pixels. The origin of the pixel coordinate system is O,, with the width direction as
the u-axis and the height direction as the v-axis.

78



Image coordinate system. The origin of the image coordinates is O,, and the pixel coordinate
system and the image coordinate system are parallel, with the image width direction as the x-axis, the
height direction as the y-axis, and the length unit is mm.

Camera coordinate system. The origin O, of the camera coordinate system, the X_ axis and the
Y_ axis are parallel to the x-axis and y-axis of the image coordinate system respectively, and the camera
Z_ axis coincides with the camera optical axis.

World coordinate system. The environment we are in is under the world coordinate system, which
isthe plane X, Y, Z, in Figure 1. P, completes the conversion from world coordinates to coordinates
on the image from a point in the real world to point P on the image.

2. Coordinate system conversion.

2.1. Convert pixel coordinate system to image coordinate system.

The pixel coordinate system represents the position information of each pixel in pixels, but it
cannot express the physical size of the object in the image, so conversion between coordinate systems
is required.

O, u

Y y
Figure 2. Convert pixel coordinate system to image coordinate system

In Figure 2, the relationship between the coordinates (x, y) of the image coordinate system and
the coordinates (u, v) of the pixel coordinate system can be expressed as formula (1)

{x = udx —u,dx

1 1
y = vdy —v,dy @

where (u,,v, ) are the pixel coordinates of the image center, dx and dy are the unit physical lengths of

the horizontal and vertical pixels on the photosensitive plate respectively. The form written as a
homogeneous coordinate matrix is formula (2)

X dx 0 Ojju| [—udx| [dx O -—u,dx|u
y|={0 dy Ojv|+|—-vdy|=|0 dy —vdy|V]. (2)
1 0 0 0jlo 1 0 O 1 1

2.2. Transform the image coordinate system to the camera coordinate system
Figure 3 shows the process of imaging the object into the image coordinate system. The distance

between O,O;is the focal length f. Point P and point P' are the coordinates in the camera coordinate
system and image coordinate system respectively.

It is easy to see from the above figure that the triangle O,O,B is similar to the triangle O,CA, and
the triangle O_BP" is similar to the triangle O, AP . According to the principle of similar triangles, there
is formula (3)

00, OB OB PB
OC CA OA PA’

3)
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Figure 3. The process of imaging an object into the image coordinate system: « — camera coordinate system;
b — similar triangle model

And the distance of 0,0, is the focal length f. Combined with P(X_,Y.,Z.) and P'(x,y) point
coordinates, the above formula can be written as (4)

f X y. 4

X = XZ,
f (%)
y, = Y2
f
The form of writing it as a homogeneous coordinate matrix is formula (6)
é 0 O
X, f
Y Z X
1= 0 = 0 , 6
Z, f i’ ©
1 0 0 Z
0 0 1]
2.3. Transform the camera coordinate system to the world coordinate system.
YC LW
0 Xe
0 X

» w

Figure 4. Convert pixel coordinate system to image coordinate system

As shown in Figure 4, the transformation from the camera coordinate system to the world
coordinate system can be described as a process of rotation and translation. Adding up the components
of rotation and translation respectively is the entire process of coordinate system transformation.

For the rotation process, assuming that the camera rotates around the z-axis of the coordinate
system, there is formula (7)
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X, =X.c0s0-Y_sin6

Y, = X_sin6+Y,coso . (7)
ZW = Zc
In the same way, rotating around the x-axis will yield formula (8)
Xy =2,
Y, =Y. cosa—Z_sino. (8)

Z,=Y.sina—Z_cosa
Rotating around the y-axis will yield formula (9)
X, =2Z.sinB+ X_cosP
Y, =Y, . (9)
Z,=2.cosp—X_sinf

For the translation component, it can be expressed as formula (10)

X, =X +T,
Y, =Y, 4T, . (10)
Z,=2,+T,

After obtaining the translation vector and rotation matrix, the formula for transforming from the
camera coordinate system to the world coordinate system can be completely written as formula (11)

(X, Y, z, =[X. Y. Z, 1]{R 0] a1
T 1
The rotation matrix R is expressed as formula (12)
1 0 0 Of/cosp 0 —sinp 0Of cos6 sin6 0 O
0 cosa sina 0| O 1 0 0| —sin6 cos6 0 O 12)
0 —sina cosa 1f/sinp O cosp O 0 0O 10
0 0 0O 1| 0 O 0 1 0 0 01

The translation matrix T is expressed as:[Tx T, TZ]. The combined formula completes the

conversion from the pixel coordinate system to the world coordinate system, and is expressed as formula
(13)

Z dx 0 ~Z u,dx |
X f f
Y R T Zdy -Zv,dy
L O c c0 ] 13
Z, {O 1} f f (13)
1 0 0 Z,

0 0 1 ]

In this way, for a point on the image, the specific distance value can be obtained using the above
formula (13) combined with the internal and external parameters of the camera.
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Application fields of monocular ranging

Monocular ranging technology is widely used in the following fields [3]:

1. Robot technology: In the field of robots, monocular ranging is the key to achieving autonomous
navigation and obstacle avoidance. Through monocular ranging, the robot can sense the distance of
objects in the surrounding environment to plan the best path and avoid obstacles.

2. Computer vision: In computer vision, monocular ranging can help the system understand the
position and size of objects in the image, thereby achieving tasks such as target detection, tracking, and
three-dimensional reconstruction.

3. Virtual and augmented reality: In virtual and augmented reality applications, monocular
ranging can help the system accurately superimpose virtual objects into the real world to achieve a
realistic virtual experience.

4. Self-driving cars: For self-driving cars, accurate distance measurement is an important factor
in ensuring safe driving. Monocular ranging can help the vehicle sense the distance of other vehicles,
pedestrians and obstacles in the surrounding environment, thereby making timely driving decisions.

5. Medical imaging: In the medical field, monocular ranging can help doctors accurately measure
the location and size of organs, tumors, etc. in the patient's body, thereby guiding the diagnosis and
treatment process.

6. Military and security: Monocular ranging also plays an important role in military
reconnaissance, target tracking, security monitoring and other fields. By accurately measuring the
distance to a target, military personnel can be helped to make appropriate tactical decisions and safety
measures.

Future challenges and development directions

The challenges and future development directions of monocular ranging technology are as
follows:

1. Accuracy and robustness: Improve the accuracy and robustness of monocular ranging methods
to adapt to complex and changeable environments.

2. Real-time and efficiency: Optimize the algorithm and hardware to improve the real-time and
efficiency of the monocular ranging algorithm.

3. Cross-field integration: Integrate monocular ranging technology with other sensing
technologies and artificial intelligence algorithms to expand its applications in different fields.

Conclusion

Monocular ranging is an important measurement technology. It is widely used in many fields due
to its fast speed, simple calculation, and low price [4]. However, it still has shortcomings such as low
accuracy and poor robustness [5]. With the continuous development of computer vision and artificial
intelligence technology, monocular ranging technology still has great room for development and
potential.
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TEXHOJIOI'dd NEPEJAYN U OBPABOTKH WHPOPMALUU
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CPABHEHME D®PEKTUBHOCTU AJITOPUTMOB KIIACCUPUKALINN
JJIS1 OBHAPYKEHUSA IIPU3HAKOB DDOS-ATAK IOT-BOTHETOB

C.H. TIETPOB!, C.A. IIABJIOBCKMUIf?, A.O. POJIYJIEBUY?

1 — Benopycckuii 2ocydapcmeennblii ynugepcumem uHGopmamuxy u paouosznekmponuxu, Pecnyonuxa benapyco
2 — Hayuonanvhwiti demcxuil mexuonapk, Pecnyonuxa Benapyco

Hocmynuna 6 peoakyuro 31 mapma 2024

Annoranust. [IpoBeneH cpaBHUTENbHBIN aHATIHU3 3()(HEKTUBHOCTH aITOPUTMOB KiIacCH(UKALINY JIIS
obOHapyxeHus mnpuszHakoB DDoS-atak l10T-OotHeToB. Iloka3zaH 3HAaYHMTENBEHBIA pazdOpoc
pe3ynpTaToB KiIacCU(PUKANMM B 3aBUCHMOCTH OT HCIIONB3YEMOIO Iaracera, 4TO TOBOPHT O
BaKHOCTH KOPPEKTHOTO MoAOOpa AAaHHBIX ULl OOy4eHHs M TECTHPOBAHUS MOJENEil MAIIMHHOTO
00y4YeHHS.

Kniouesvie cnosa: cerepie ataku, DDoS, l0T-0otHeT, MammHHOE OOydYCHHE, KJIACCH(DHUKALINS
cereBoro Tpaduka.

BBenenue

BoTHET — 3TO COBOKYITHOCTH YCTPOMCTB, HOAKJIIOYEHHBIX depe3 VHTepHeT, Ha KaXIOM H3
KOTOPBIX paboTaeT oAuH 00T wim cepust 600ToB. OHUM M3 NPEUMYIIECTB OOTHETA IS HAPYIIUTEIISI
SIBTISICTCS] UCTIOIb30BAaHKE BEIYMCIUTEFHONH MOITHOCTH COTEH WIIM THICSY BBIYHACIUTENLHBIX YCTPOUCTB.
Pacripenenennsie  atakum THma «oTkaz B oOcimyxwuBaHum» (DDoS) sBusroTcs  Hamboiee
pacrpocTpaHeHHBIM IMPUMEHEHHeM OOTHeToB. YcTpolicTBa MHTepHeTa Bemieil (IoT) — 3To mroOble
YCTPOHCTBA C BO3MOXKHOCTBIO TOJKIIIOYATHCS K UHTEPHETY M OOMEHUBATHCS JaHHBIMH C JPYTHMHA
ycrpoiictBaMu u 1miat¢popmamu. CorjlacCHO HEKOTOPBIM HCCIIEIOBaHMSM M TPOTHO3aM, YHCIIO
yctpoicTB [oT moxet nocturayth ot 20 no 30 Mumuinapaos k 2025 rony. MHOrue U3 3TUX YCTPOHCTB
SIBJISIIOTCSL HE O€30IMacHbIMH. AHATU3 MOMYJSPHBIX MOJENeH YCTPONCTB BBIIBMI mopsiaka 250
VSI3BUMOCTEH, BKJIOYasi OTKPBITHIE TOPTHI telnet, ycrapeBlime TMPOIIMBKA W  Tepeaady
KOH(HMICHLIMAIBHBIX JaHHBIX B OTKPBITOM BHIE. Pacmpoctpanenue HeOesomacHbx loT-ycTpoiicTs
npuBeNo K pocry umcia OortHer-atak [1]. Takum oOpa3om, u3ydeHHE CIIOCOOOB BBISBICHUS
BpEIOHOCHOTO OOTHeT-Tpaduka sBisieTcs akTyanbHOH Temoi. [lpu stom, Tpaduk IoT yctpoiicTB
oTanyaeTcsi oT Tpaduka MPOYMX YCTPOMCTB, HampuMmep HOyTOykoB M cMmapTdonoB. Ilpeanaraercs
MCIIOJIb30BaTh MAIIMHHOE 00y4eHue 1151 oOHapyskeHus xapakrepHoro DDoS IoT cereBoro noseneHus.
JJ1st OCTHXKEHHUS TOT0 HEOOXOAMMO: TIPOBECTH aHAIIN3 OTIMYUTEIBHBIX IPU3HAKOB CETEBOTO TpaduKa,
xapakTepHbiX s [0T-00THETOB; MpoBecTH aHANIW3 MyOJIMYHBIX JaTaceToB sl OOHapy>KeHWH
aHoMayinil cereBoro Tpaduka; oOy4nTh KiIacCU(PUKATOPBI A1 HAXOXKACHUS B TpaduKe NMPHU3HAKOB
DDoS-araku [oT-00THETOB U BHIOPATh ONTUMAJIbHBIN KJIaCCH(PHUKATOP.

MCTOJII/IKa MPpOBEACHUSA UCCTICT0BAHUA

OOHapyskeHHe CeTEeBbIX aTakK THIIA OTKa3 B OOCIYKMBAaHUK MOXXHO CBECTH K PELICHUIO 3a1a4u
knaccupukauuu. bunapHoi kimaccudukanum  (HopMmaneHBIA  Tpaduk, DDoS-tpadux) wim
MYJIBTUKIACCOBON Kiaccuukanuu (HopMmaibHblid Tpaduk, DD0oS-tpaduk pasnuunbix THUNOB). bbun
BBIOpaIM AJIs1 U3Y4YEHUs TaKue METO/Ibl MAIIMHHOTO 00YYEHHUs! KaK METOJI OIIOPHBIX BEKTOPOB (Support
Vector Machines), meron Ommxaimmx cocenerd (Nearest Neighbors), nepeBpsi NpUHATHS pelIeHUN
(Decision Trees), mHOTOCIOWHBIH nepcenTpon (Multi-Layer Perceptron).
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B xaudecTBe OCHOBHOTO WMHCTpyMEHTa AJsi OOYYEHHS W TECTUPOBAHUS MOJEJICH MAIIMHHOTO
oOydenus 6bi1a BeIOpana Onbnmoreka mamuaHOT0 00y4uenus TensorFlow. TensorFlow — 3To oTkpsITas
O0mOnMoTeKa MAaIIMHHOTO OO0y4YeHWs, KoTopas obnamaer OoraTtbiM (YHKIIMOHAIOM, IOAEPKUBACT
pa3InvHbIe apXUTEKTYpbl MOJENCH U MPEeJOCTaBIseT HHCTPYMEHTHI Ui 3 PEKTUBHOTO OOyUeHHS U
pasBepTHIBaHKS MOJeNiedd MamuHHOTO o0ydeHus. OH SBJIETCS OJHHM M3 Hawbojee MOMYJISIPHBIX
WHCTPYMEHTOB B JIAaHHOW 00JIacTh

OO0yuenne Mozenelt MpoOBOAMIIOCH ¢ HcoNb30BaHueM cepBuca Google Colab, Ha ocHoBe Jupyter
Notebook, koTopeiii mpemocTaBisieT OecIUIaTHBIN TOCTYN K BBIUYMCIMTEIBHBIM pecypcaM, BKIIOYas
rpadudeckue mporeccopsl (GPU) u tensopureie nporeccopsl (TPU, pa3paboTans! crienuanbHO IS
3amad MamuHHOTO 00ydeHus). CepBuc oOjerdaer mporiecc pabOThI ¢ MAaIIMHHBIM OOYYeHHEM,
NpeAoCcTaBisis yA0OHOe 1 THOKOE OKpY>KEHHE ATl pa3paOOoTKH U UCTIOTHEHHUS KOJa.

Ucnone3oBanuce matacetsl CIC-DDoS 2019 [2], Ton-loT [3], EdgelloT [4], sBasrommuecs
MOMYJISIPHBIMU B 00JIacTH KUOepOEe30MacHOCTH W MHTEPHETA Belled M HMCIOJB3YIOTCS JUIS aHallu3a
Pa3NNYHBIX BUJOB Yrpo3 u atak. 13 garacera Ton-10T BeiOpan Habop nanubix Windows, coOpaHHBIH ¢
nomortpio cpencts monutopuara OC Windows 10, u Habop maHHBIX, coOpaHHbIi ¢ |0T-cencopor
Fridge (ymHBIE XOJTOAMILHUKN).

Pe3yabTaThl HCCJIET0BaHUS KIACCH(PUKATOPOB

Pe3ynbTaThl uccne10BaHUs aNTOPUTMOB KilacCU(UKAIIMN TpE/ICTaBIIeHbI B Ta0m. 1—4.

Tabn. 1. 3Hayenue Accuracy, moJiyueHHOe Ha Pa3JIHYHBIX JaTaceTax

Knaccuduxaropsl
Haracer Tun simpa SVM KNN Decision MLP
Linear RBF Poly Sigmoid Trees
CIC-DDosS 2019 85 53 54,5 66,5 98,9 93,5 99,2
Ton_loT (loT Fridge) 98,8 97,78 97,82 97,77 97,56 98,42 98
Ton_loT (Windows 10) 99,94 99,9 99,47 99,93 98,78 99,88 99,9
EdgelloT 83,12 89,56 92,45 87,4 85,89 78,23 97,9
Tabun. 2. 3nayenue Recall, mosyuyenHoe Ha pa3JHYHBIX AaTaceTax
Kraccuduxatopsr
Hatacer Tun sinpa SVM KNN Decision MLP
Linear RBF Poly Sigmoid Trees
CIC-DDoS 2019 99,4 99,1 99,2 99,1 58,8 49,7 57,5
Ton_loT (loT Fridge) 75,34 56 56,78 55,64 57,25 71,16 77
Ton_loT (Windows 10) 87,2 86,7 82,87 87,02 85,22 98,95 99,22
EdgelloT 83 86 82 84,21 90 92 95,31
Ta6n. 3. 3nauenue F1-Score, mojiyueHHOe Ha Pa3JHMYHBIX AaTaceTax
Knaccuduraropst
Jlaracer SVM KNN Decision MLP
Linear RBF Poly Sigmoid Trees
CIC-DDosS 2019 87,3 55,5 58,1 66,4 55 51 54,5
Ton_loT (loT Fridge) 775 53,41 55 52,27 57,22 72,3 79
Ton_loT (Windows 10) 87,2 86,7 84,6 87,02 84,12 98,93 99,1
EdgelloT 89 874 84,3 88,1 89 80,2 87,5
Tabn. 4. 3nayenue Precision, monyyeHHoe Ha pa3JHMYHBIX JaTaceTax
Knaccugukaropsl
Jlaracer SVM KNN Decision MLP
Linear RBF Poly Sigmoid Trees
CIC-DDoS 2019 66,3 99,5 99,6 66,3 99,5 53,4 74,6
Ton_loT (loT Fridge) 94,7 56,04 71,14 55 58,64 90,5 92,8
Ton_loT (Windows 10) 99,68 99,35 99,2 99,54 95,6 98,92 99,02
EdgelloT 96 954 95,13 95,42 88 73 89
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Brina mpoBeneHa Bamuaaius SKCIEPUMEHTANBHBIX JaHHBIX ITyTEM CPaBHCHUSI UX JaHHBIMU U3
OTKPBITBIX UCTOYHHUKOB. PaccMOTpeHo ucnonp3oBanne kiaccuduraTropa SVM ¢ pa3snTudHBIMHA SApaMH
Ut ooHapyx)enwus pu3HakoB DDoS-arak. PesynpraTe cpaBHEHHS IpeCTaBIeHBI B Ta0M. 5.

Ta6n. 5. Banuapauusn IKCHNEPUMEHTAJbHBIX JTaHHBIX HA OCHOBE CPAaBHEHHUH C OTKPBITBIMHU

MCTOYHHKAMH
McTounuk naHHbIX Tun sppa SVM Mertpuxa
Precision Recall F1-Score Accuracy

DKCIepUMEHTAIbHbIC Jluneiinoe 0,9033 0,8511 0,8739 0,9943

Crartbs [5] Jlunelinoe 0,89 0,83 0,86 0,99
DKCIepUMEHTaIbHbIe CurMougaabHOE 0,7440 0,6806 0,7068 0,9838

Crartsst [5] CurmMouganbHOE 0,95 0,88 0,91 0,998
DKCIIepUMEHTAJIbHbBIE RBF 0,9849 0,7737 0,7900 0,9915

Crartbs [5] RBF 0,71 0,69 0,9 0,99

Kak BuHo 13 TaOnuIbl, JaHHBIE UMEIOT 3HAYUTEIHLHOE CXOCTBO.

3aKkiIoueHne

Knaccudpukaropsl mMokazanud 3HAYUTENBHO OTIMYAIOIIMECS pPe3ylbTaThl Ha Pa3IHMYHBIX
naracerax. Hampumep, MHOTrocnoliHbIi niepcentpoH (MLP) mokazan Hamrydmunii pe3ynsTar cpelid Bcex
HCIIOJIb30BaHHBIX B paboTe KiaccuukatopoB Ha BeiOOpke u3 aaraceta Ton_loT (Windows 10). TTpu
9TO TMOKa3aj odeHb HU3kui pe3ynbrar Ha garacere CIC-DDoS 2019. Dto eme pa3 moka3biBacT
BAXXHOCTb KOPPCKTHOTI'O Ho,u60pa JaHHbIX OJIs1 O6y‘ICHI/Iﬂ U TECTUPOBAHUA MO,I[CJIeﬁ MAalIIMHHOI'O
oOyuenusi. Hexotopple 3amaum kiaccuuKamuu MOTYT OKas3aTbcs Oollee CIOXKHBIMH — H3-3a
HEOHOPOIHOCTH JaHHBIX WM MYJIBTHKIACCOBOCTH, YTO MOXKET OTPA3UTHCS HA MPOM3BOAUTEIBHOCTH
Monenu. Takke pasHble JaTaceThl MOTYT COJEpXKaTh Pa3IWYHbIe XapaKTEPUCTUKH, aHOMAIMU W
aucOanaHc KJIaccoB, YTO BIMSET Ha CHOCOOHOCTh MoOZAENM OOOOIIMTh IaHHBIE M TOYHOCTh
ki1accudukanuy. [Ipu 5TOM B OTKPBITBIX MCTOYHUKAX HET MH(POPMAIMU O PEKOMEHJOBAaHHOM JIUIS
WCCIIeIOBATENbCKUX HeJIel JaTtaceTe it o0yueHus monenel ooHapyxennto DD0S-arak |0T-00THETOB.

COMPARISON OF THE EFFECTIVENESS OF CLASSIFICATION ALGORITHMS
FOR DETECTING SIGNS OF DDOS ATTACKS BY IOT BOTNETS

S.N PETROV, S.A. SHAVLOVSKY, A.O. RODULEVICH

Abstract. A comparative analysis of the effectiveness of classification algorithms for detecting signs
of DDoS-attacks by loT-botnets has been carried out. A significant variation of classification results
is shown depending on the dataset used, which indicates the importance of correct data selection for
training and testing machine learning models.

Keywords: network attacks, DDoS, loT-botnet, machine learning, network traffic classification.
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Abstract. This study presents a comprehensive analysis of human gait balance using plantar
pressure sensors. The research aimed to enhance the understanding of gait mechanics through
detailed pressure data obtained from various activities performed by healthy male subjects. Using
plantar pressure sensors and IMU sensors, the study captured pressure distribution across multiple
foot regions during a variety of controlled indoor activities. Advanced data analysis techniques, such
as recurrence plots and similarity scoring between sensor positions, were employed to assess the
stability and symmetry of gait patterns. The findings highlight the potential of plantar pressure
sensors in identifying gait imbalances and contributing to personalized medical interventions.

Keywords: gait parameter, plantar pressure sensor, gait balance, recurrence plot.

Introduction

As society faces the challenges of an aging population and increasing sports related injuries, the
study of human gait has received widespread attention. Gait balance is a key factor in assessing and
maintaining an individual's ability to walk and is essential for preventing falls and related injuries.
Plantar pressure sensors, as an effective technical tool, can provide a detailed understanding of pressure
distribution throughout the gait cycle, helping researchers and medical professionals understand the
mechanisms of gait stability and human movement.

Currently, many researchers have made progress in studying human balance using a variety of
wearable sensors, such as algorithms based on computer vision [1] and algorithms based on acceleration
sensors [2]. However, these algorithms primarily perform posture estimation and do not intuitively
reflect gait parameters. Therefore, we systematically analyze and evaluate human gait balance using
plantar pressure sensors, paying particular attention to the pattern of pressure changes throughout the
gait cycle. This study will collect plantar pressure data from various subjects to analyze its correlation
with gait stability.

In summary, this study aims to provide data analysis for the assessment and intervention of gait
balance using plantar pressure sensor data. By delving into the potential of plantar pressure sensor
technology, we expect to open up new research directions and application prospects.

Dataset analysis

The pressure sensor data in this paper are obtained from dataset [3]. These plantar pressure sensors
are positioned at eight common pressure points across the plantar foot, including the heel, arch,
metatarsal, and under the big toe, providing comprehensive coverage of locations where plantar pressure
changes most dramatically during movement, as illustrated in the following Figure 1. In the dataset were
collected from 30 healthy male subjects aged from 20 to 25 years, with no history of limb injury. Each
subject wore shoes equipped with plantar pressure sensors, and IMU sensors were attached to various
body parts including the head, arms, wrists, chest, right side pocket of pants, and upper shin side.
Participants were then instructed to engage in 21 different indoor activities within a home environment.
Researchers encouraged them to perform these activities as naturally as possible, mimicking their daily
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routines. The activities included falling, brushing teeth, washing face, slicing, eating, washing dishes,
folding clothes, sweeping, mopping, toileting, window cleaning, drinking water, hanging out clothes,
ironing, using the computer, watching TV, jogging, walking, cycling, writing, and playing with a phone.
As outlined in Table 1 below, the table enumerates the number and percentage of well segmented activity
samples captured by the plantar pressure system in the dataset. Following the removal of noisy data,
including transitional activities between different tasks.
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Figure 1. The planter pressure sensor

Table 1. Activity segmentation and distribution

Activity Categories Number of Distribution Activity Categories Number of Distribution
Samples Samples

Falling 1664 0,042 Toileting 1910 0,048
Brushing teeth 1934 0,049 Window cleaning 1897 0,048
Washing face 1917 0,048 Drinking water 1901 0,048
Slicing 1895 0,048 Hanging out clothes 1760 0,044
Eating 1899 0,048 Ironing 1794 0,045
Washing dishes 1919 0,048 Using the computer 2025 0,051
Folding clothes 2066 0,052 Watching TV 1945 0,049
Sweeping 1867 0,047 Jogging 1873 0,042
Mopping 1876 0,047 Walking 1906 0,042
Toileting 1910 0,048 Window cleaning 1897 0,048

Through data analysis, we display boxplots for all actions, as shown in the Figure 2. The figure
presents boxplots for different activities, each measured by eight pressure sensors. The horizontal axis
indicates the numeric values, representing the pressure data by the sensors, while the vertical axis labels
the sensors numbered 1 to 8. For activities like using computer and watch TV, the sensor readings show
a wide range of values, with some outliers indicating instances of high pressure. In contrast, activities
like run and drink display a narrower spread and lower median values, suggesting less variation in sensor
readings. The presence of outliers in activities such as wash face and play phone suggests that there were
occasional high values during these activities.

We also have generated heatmaps of the sensors' placements for walking, running, falling, and
cycling, as depicted in Figure 3.

These heat maps depict the average pressure distribution of smart insoles during various activities.
Smart insoles typically incorporate multiple pressure sensors across different areas to monitor and record
the pressure variations in the foot during various movements.

Starting with the top left heat map, during running, the sensor positions P3 and P4 show the
highest average pressure values, at 792 and 612 respectively, indicating that these areas of the foot
endure the most pressure while running. This may suggest that the middle part of the foot is the primary
pressure point during this activity.

The bottom left heat map displays the pressure distribution while cycling. The distribution is
relatively even, but the pressure peaks at sensor position P8 with a value of 560, possibly indicating that
the force on the pedal is concentrated on the lateral side of the insole.
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The top right heat map represents the pressure distribution during a fall, with P3 and P5 showing
higher pressure readings of 354 and 365, respectively. This indicates that these areas receive a significant
impact during a fall.

Lastly, the bottom right heat map corresponds to walking, where P4 and P8 positions register the
highest pressures at 505 and 441, respectively. This could mean that the middle and the outer side of the
foot are the first to make contact with the ground during walking.
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Figure 2. The boxplot of all activities for all plantar pressure sensors
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Figure 3. Heat map of average pressure for different movements of smart insoles

Gait balance analysis based on plantar pressure sensors

Gait balance analysis utilizing plantar pressure sensors offers a quantitative method to assess the
stability and symmetry of walking patterns. By mapping the distribution of force across the foot during
motion, these sensors provide detailed data on the biomechanics of gait.

1. Gait balance based on Recurrence plot (RP).

The Recurrence Plot (RP), developed by Eckmann [4], is one of the image encoding techniques
for time series data. This visualization method illustrates the recurrence behavior between time points,
highlighting patterns such as periodicity or irregular cyclicity, which are typical in nonlinear dynamical
systems. Recently, RP has found widespread application in deep learning to convert univariate time
series data into images. The PR formula is shown as
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1if HpLi - pLjHST

PRL(i’ J) = (1)
1 else

Ry |- 1 [Pa=Pal<T @
1 else
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:{pRl’ pRZ"'pRN}’ (4)

where p, and p;are the time series pressure data of the left and right insoles. k =0,1,2...255, N is

is norm function. Here, we show

the RP transformed image using the P4 sensor data from walking as an example, as illustrated in
Figure 4.

the number of time samples of the insole signal. T is threshold,
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Figure 4. The PR transformed |mage based on pressure sensor durrng walking

When we get the recurrence plot, we use histogram calculation to calculate the similarity of the
pictures of the left and right feet. The formula is as follows

255

similarity, g = > min(H o (K), Hporng (), (5)
k=0
_ H(k)

(0= . ®
Htotal =NxN ’ (7)
H(k) = Zzl{IRP(i,j):k} ' (8)

i=1 j=1

where k =0,1,2...255, IRP(i, j) is the intensity of the pixel at the position (i, j) in the image.
N x N is the size of the image, and 1 is the indicator function, which is 1 if IRP(i, j)=kand 0
otherwise. The similarity of different actions across various sensors is presented in Table 2.

Table 2. The similarity of different activities across various sensors

Sensors and activity Similarity
Left walk p4 and right p4 walk 0,97
Left walk p4 and right p2 walk 0,39
Left walk p4 and right p6 walk 0,65
Left walk p5 and right p4 run 0,68
Left run p3 and right p3 run 0,94
Left walk p3 and right p4 run 0,82
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The Table 2 presents a comparison of similarity scores between different activities and sensor
positions for left and right sides, presumably in a smart insole context. A similarity score close to 1
indicates a high degree of resemblance in pressure patterns between the two compared activities or
sensor positions.The highest similarity score is between the left and right p4 sensors during walking
(0,97), which suggests that the pressure distribution pattern is almost identical on both the left and right
sides of the body when the foot contacts the ground at position p4. In contrast, the left walk p4 and right
p2 walk have a similarity score of 0,39, indicating a low resemblance, which could be due to different
parts of the foot being used or a natural asymmetry in gait. A moderate similarity is observed between
the left walk p4 and right p6 walk (0,65), which could indicate that these sensor positions, while not
identical, still share some common pressure characteristics during walking. Cross activity comparisons,
like left walk p5 and right p4 during running, show a similarity of 0,68, suggesting a moderate
correlation, possibly because similar forces are applied to these positions across walking and running.
High similarity is found between the same sensor position during the same activity on opposite sides,
such as left run p3 and right p3 run (0,94), implying consistent pressure patterns during running, which
is expected in a well balanced gait. Lastly, left walk p3 and right p4 run have a similarity of 0,82, which
is quite high considering they are different activities. This could indicate that certain aspects of the gait,
like the transfer of weight or foot roll, are maintained across walking and running.

2. Gait balance based on gait parameters.

2.1. Average contact time (ACT) is a crucial metric in gait analysis, reflecting the duration for
which the foot remains in contact with the ground during a step. It is an indicator of gait stability and
efficiency, where longer contact times may suggest a more deliberate gait, while shorter times may
indicate a brisk, possibly less stable gait. The calculation of ACT involves recording the start and end
times of contact for each step during a walk and averaging these across the number of steps taken (NS).
The formula for ACT is

ACT — z _1( end,j stan j) ’ (9)

NS

where NS is the number of steps, T, =time(p, =0, p,, >0).

2.2. Step frequency (SF) is a measure of how many steps a person takes per minute and is an
important parameter in assessing walking and running patterns. It is determined by dividing the total
number of steps taken by the total time of the walking or running session, which provides insight into
the cadence of a person's gait. A higher step frequency can indicate a quicker, more agile gait, while a
lower frequency may reflect a slower, more measured pace. The formula for SF is

SF :Ex 60, (10)

total

where NS is the number of steps, T, is the total time (minutes).

2.3. Gait cycle duration (GCD), also known as the complete cycle duration, represents the full
cycle of a gait from the initial contact of one foot to the next contact of the same foot. This duration
encompasses both the stance phase, where the foot is in contact with the ground, and the swing phase,
when the foot is in motion. The GCD is pivotal for analyzing the overall rhythm and timing of a person's
walk, with implications for identifying gait abnormalities or the effects of rehabilitation. The formula
for GCD is

GCD =ACT x2, (11)
where ACT is the average contact time, which is the time one foot is in contact with the ground during
a single step.

2.4. The average single support phase duration (ASPD) is an important gait parameter that
represents the average time period within a gait cycle where only one foot is in contact with the ground.
This phase is crucial for understanding balance and weight transfer during walking or running. The
ASPD is calculated by summing the durations of the single leg support phases for each step and then
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dividing by the total number of steps, providing a mean value that reflects the stability and efficiency of
a person's gait. The formula for ASPD is

NS .
2 (T, (1)
ASPD=1"2—— (12)
NS
where ng is the duration of the single leg support phase for step j.

In the Table 3 lists the gait parameters for both left and right feet of different users. Various gait
parameters are enumerated in the table, primarily aiming to detect the balance of users' gait by observing
whether the parameters of the left and right feet are balanced.

Table 3. Comprehensive gait analysis metrics for left and right foot dynamics

Subjects Gait parameters
ACT SF GCD Average peak ASPD

Left Right Left Right Left Right Left Right Left Right
01 1060 1139 56 52 2120 2279 1227 1164 462 540
02 1114 1126 53 53 2228 2252 1027 1193 470 461
03 1145 989 52 60 2290 1978 1804 1483 422 290
04 1361 1258 44 47 2722 2517 1491 1719 624 420
05 1069 2021 56 58 2139 2042 1429 1516 414 291
06 1045 1087 57 55 2090 2175 1127 986 354 295
07 1085 1350 55 44 2170 2701 894 565 494 882
08 994 1094 63 55 1889 2189 1411 1282 183 378
29 1027 2063 58 29 2054 4126 575 192 478 1837
30 1129 1097 53 54 2258 2194 733 603 432 572

Table 3 provides a comparative analysis of key gait parameters for both the left and right feet
across different subjects, aiming to identify gait imbalances. It includes metrics such as ACT, SF, GCD,
average peak pressure, and ASPD. Substantial differences between the left and right foot parameters,
such as the ACT in Subject 05 (1069 left and 2021 right), clearly indicate an imbalance in gait symmetry.
Such disparities are critical for diagnosing biomechanical abnormalities and can guide interventions for
improving gait stability and efficiency.

Conclusion

The research detailed in this paper significantly advances the understanding of human gait
dynamics through the application of plantar pressure sensors. Our analysis successfully demonstrated
the ability of these sensors to map the force distribution across the foot during various activities,
providing invaluable insights into the biomechanics of human movement. The use of recurrence plots
allowed for a nuanced representation of temporal patterns, offering a new perspective on the consistency
and variability of gait cycles among different individuals. Importantly, the similarity assessments across
various activities and sensor positions revealed critical insights into the symmetrical and asymmetrical
aspects of gait, which are vital for diagnosing and treating gait related disorders.
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Abstract. Iris diagnostics is a method based on the recognition of patterns in the eye's iris to identify
an individual's health status, genetic information and other relevant characteristics. One of the most
distinctive features of the iris is the constrictor, located in the middle of the iris, surrounding the
pupil. It is important for iris diagnosis because its shape, size, and other characteristics can reveal
an individual's physical health.

Keywords: recognition of patterns, iris diagnosis, constrictor.
Introduction

The crimping wheel is an important tool in iris diagnosis, used to extract and analyze feature
information in iris images. Iris diagnosis is a method of judging an individual's physical and
psychological condition by observing and analyzing the texture, color, and structure of the human eye's
iris. It is widely used in fields such as medicine, biometrics, and psychology.

A shrink wheel is a filter used in image processing that has multiple filter windows of different
sizes and orientations. In iris image processing, the crimping wheel is used to detect and extract the
features of iris texture, which can be used for iris recognition, disease diagnosis, and individual feature
analysis.

The working principle of the shrink wheel is to filter the image at different scales and directions
to extract characteristic responses at different scales and directions. In iris images, the crimping wheel
can help identify and extract information such as the details of the iris texture, the distribution and shape
of the texture. By analyzing and comparing the extracted features, applications such as iris recognition,
disease detection, and individual feature analysis can be realized.

The application of the crimping wheel in iris diagnosis also includes the extraction and matching
of iris features for establishing an iris recognition system. By applying the crimping wheel to each image
in the iris image library, its feature vector can be extracted [1], and then the comparison and matching
algorithm of the feature vector is used to realize the identification and verification of the iris. This feature
extraction and matching method is widely used in iris recognition technology.

Crimp wheel extraction based on structural pattern

In pattern recognition, a method that uses basic element structures (primitives) and the structural
relationships between primitives to describe patterns and complete the recognition and classification
process is called structural pattern recognition [2]. Through a large number of observations of existing
iris images, it can be found that there are boundary areas with drastic changes in grayscale in the iris
part of the image, and most of these areas with drastic changes in grayscale exist in a few pixels. The
study found that the most drastic changes in grayscale The part is around the inner edge of the iris image,
which is a boundary in the iris image. However, compared with the pupil boundary edge, the grayscale
of the shrink wheel shows a slowly changing trend within a certain pixel range. Compared with the non-
border area There are also many pixels with large grayscale changes. As shown in Figure 1, the pupil
area is between the 40th pixel and the 95th pixel, and the curling wheel area is between the 20th and
40th pixels. The curve in the figure Reflects the change in grayscale around the constriction wheel and
around the pupil. In order to better find the boundary point [3], this paper approximately defines the
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center point within the boundary range as the boundary point of the image within the range, that is, using
the basic element structure to count the image range with the largest change in the curling wheel texture
in the iris image, and at the same time defining Two modes: border mode and non-border mode, and use
the sliding window method to count the number of times each of the two modes appears in the window,
find the window containing the curling wheel texture through the rules of the number of occurrences of
each mode, and complete the curling Round extraction.

Pixel grayscale change
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Figure 1. Boundary area grayscale changes

Iris preprocessin

Due to the unique structural characteristics of the human eye, iris extraction is easily affected by
lighting, collection angle, environment and other factors. In order to correct the elastic deformation
problem caused by this and eliminate the impact of translation and rotation on iris feature extraction, it
is necessary to collect the iris features. The image is preprocessed, including iris positioning and
normalization. The specific extraction process is shown in Figure 2.

@ © I

Image normalization

(b)
Internal and external circle positioning of iris

, B DD

(f) Binary image (e) Image noise reduction (d) Image enhancement

(a) The original image

Figure 2. Extraction process

Crimping wheel extraction implementation

Select a 15x15 window and slide it along the direction of Figure 3 on the normalized image. In
the same window, if the boundary mode appears more often, the non-border mode will appear less often,
and vice versa. In order to achieve an accurate description, the boundary point on a certain column is
determined by using the quotient of the number of occurrences of the boundary pattern within the
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window and the number of occurrences of the non-border pattern within the window [4], and the quotient
is recorded as B.

B EET o, ~ e ——
Figure 3. Window sliding direction
'
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and pattern search points
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Get all boundary points

Edge mapping to Connectall

original image boundary points

Figure 4. Curled round extraction flow chart

The extraction steps of the crimping wheel are as follows, and the extraction flow chart is shown
in Figure 4.

First, use a 15x15 window to slide on the normalized image in the direction, count all B, record
the maximum value, and save the center point of the window where the maximum value of the quotient
is located, which is the boundary point of the column.

Second, move the window one pixel to the right and repeat the above steps until the image is
traversed and all boundary points are found.

Third, connect all the boundary points and map them to the original image, which is the calibrated
shrinking wheel.

Experimental results and analysis

The results of the curling wheel extraction are shown in Figure 5. It can be seen from the figure
that the curling wheel outline extracted by this algorithm covers the entire curling wheel area, basically
outlines the outline shape of the curling wheel, and is not affected by the eyelashes above the iris
interference.

Figure 5. Curled round extraction
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Conclusion

As a combination of traditional Chinese medicine visual examination and western medicine
iridology, iris diagnostics plays a huge role in the field of human sub-health evaluation and disease
prevention. It has gradually been valued by various countries in the world. As a subject that has attracted
widespread attention from the world, iris diagnostics has developed an iris-assisted diagnosis system
based on this discipline has become an inevitable trend. Crimping wheel extraction is a key step in the
iris diagnosis process. Deep learning algorithms can quickly and automatically identify and extract key
features such as crimping wheels from a large number of iris images, significantly improving the speed
of analysis and batch processing. The use of deep learning to extract crimped wheels in iris diagnosis is
not only a technological advancement, but its practical significance and application value involve many
aspects such as medical health, safety certification, and technological innovation. It is an important step
in the current and future field of artificial intelligence. one of the research directions.
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Abstract. BATMAN-ADYV is a wireless routing protocol operating at the data link layer of the OSI
model. It transmits routing information using Ethernet frames and utilizes MAC addresses for node
identification. With the ability to run multiple protocols at the network layer, BATMAN-ADV offers
flexibility and scalability. By functioning as a Linux kernel module, it minimizes CPU overhead and
energy consumption. This makes it a favorable choice for energy-sensitive MANNET systems.
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Introduction

BATMAN-ADV (Better Approach to Mobile Ad-Hoc Networking Advanced) is a new wireless
routing protocol. The protocol runs on the data link layer of OSI model in the form of Linux kernel
module, and transmits routing information through Ethernet frame. Each node is identified by MAC
address instead of IP address for communication. The network layer is free to run a variety of protocols,
with better flexibility and scalability.

Most wireless routing protocols run on Layer 3 of the model. They send packets, exchange routing
information, and process the kernel's routing table to implement routing policies. BATMAN-ADV
operates entirely at the second layer of the model, transmitting routing information through Ethernet,
and the protocol also handles data traffic. The protocol encapsulates and forwards all data until it reaches
its destination, simulating a virtual network exchange environment [1]. As a result, all nodes act as if
they are in a local link; they are not aware of the topology of the network and are not affected by changes
in the network.

The BATMAN-ADV routing protocol is essentially an integrated module of the Linux kernel,
and data is processed in the kernel space, which greatly reduces the overhead of system CPU resources
and correspondingly reduces energy consumption. The vehicle node of the tactical MANNET system is
very sensitive to the weight, volume and energy consumption of the electronic equipment, so the choice
of this protocol is very advantageous.

Packet classification

The BATMAN-ADV protocol has eight packet formats:

BATADV_IV_OGM: OriginatorMessage (Source node message) is used to discover nodes in the
wireless environment and establish routing information. At the same time, the protocol determines the
metric value based on the number of legitimate messages received. This is the most important packet
format, its main functions are: to the whole network other nodes to show their own existence; The route
measurement is carried out by counting the received OGM messages [2]. The corresponding route is
established through OGM messages.

BATADV_BCAST: Packet with broadcast payload, which is broadcast information to all nodes,
since it is implemented at the data link layer, sent to nodes in the same conflict domain;

BATADV_CODED: This is a network coded packet. It uses network coding technology to
combine two packets into one transmission process to reduce the total transmission time.
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BATADV_UNICAST: A packet with a unicast payload, which is sent to a single node with a
MAC address as its ID;

BATADV_UNICAST_FRAG: If the length of the - packet exceeds the value of the link, the
packet needs to be fragmented. In this packet, in addition to the payload, there is also fragmentation
information;

BATADV_UNICAST_4ADDR: unicast packet that contains the source address of the sender in
addition to the payload;

BATADV_ICMP: Similar to ICMP in the IP protocol, the ping or traceroute command can be
used at the data link layer (the return message is a MAC address).

BATMAN-ADV route discovery mechanism

The main function of the BATMAN-ADV routing protocol is to find the appropriate next hop for
a given destination node. In other words, for a hode running the BATMAN-ADYV routing protocol in
the network [3], it needs to maintain information about all reachable nodes in the whole network, and
for each reachable node, it needs to maintain information about all neighboring nodes that can reach the
node. Transmission Quality (TQ) is adopted. Link quality) Measures the transmission quality of the
path. The neighbor node with the highest TQ is the next hop of the route.

The BATMAN-ADV routing protocol runs in the following parts:

(1) Each node broadcasts an OGM (Original Message) message;

(2) When a node receives an OGM message from another node, it forwards it according to the
policy so that the OGM message can be spread to the whole network. Therefore, according to the source
node of the detection packet, all the nodes that can be reached in the whole network can be known, and
the relevant information of these nodes can be maintained, and the path of all the reachable nodes can
be obtained.

(3) In a wireless multi-hop network, there may be multiple reachable paths for a given destination
node. Therefore, for each reachable node, maintain a list of local neighbors that are reachable to the
node, and perform appropriate routing metrics on each path to select the best path for routing.

Operation mechanism

For the node running the BATMAN-ADYV routing protocol, it will periodically broadcast OGM
packets [4]. Its main functions are: (1) to show its existence to other nodes in the whole network; (2)
Route measurement is carried out by statistics of legitimate OGM messages received; (3) Establish the
corresponding route through OGM messages.

The format of the OGM frame is shown in Figure 1.

Type version Survival time Flag

Serial number

Source node mac address (first four bytes)

Last two bytes of the mac ad Last two bytes of the mac ad
dress of the source node dress of the previous hop

Last-hop mac address (last four bytes)

Reserved

field TQ TVLV length

Figure 1. OGM frame format
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Type is the type that distinguishes packets. Version is the version number of the protocol. The
serial number is used to identify whether the same OGM packet is received from multiple places. Time
To Live (TTL) is the maximum number of forward hops before they are discarded [5].

After receiving OGM packets from other nodes, each node broadcasts the OGM packets to the
outside through the corresponding forwarding mechanism, so that the OGM messages sent by one node
can flood to all nodes in the whole network. To reduce the overhead of message flooding, each node
receives the same OGM packet only once.

After receiving an OGM packet from an interface, a node processes the packet, including
determining whether the packet is valid and determining the relationship between the local node and the
source node. Each time a node receives an OGM packet, it updates the information in the routing table.
The main contents of the update are: (1) The link quality between the local node and the one-hop
neighbor; (2) List of source nodes reachable by local nodes; (3) For each source node, the next hop
neighbor node quality of all reachable paths; (4) Information about local network interfaces that reach

all neighboring nodes.

As shown in Figure 2.
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Figure 2. Operation when a node receives an OGM packet

Application of BATMAN-ADV protocol in wireless AD hoc network

Discovering the AD hoc topology: BATMAN-ADV collects and exchanges neighbor information
of nodes to automatically build and maintain the AD hoc topology [6]. Nodes can join or leave the
network dynamically without manually configuring routing information. This makes the deployment
and management of AD hoc networks easier and more flexible.

Multipathing and load balancing: BATMAN-ADYV supports multipath routing, that is, packets
can be transmitted to their destination through multiple different paths. This improves the reliability and
fault tolerance of the network, and enables load balancing, making the transmission of data across the

network more efficient.

Network extensibility: BATMAN-ADV allows nodes in the network to join and leave freely
without complex configuration or management. This allows the scale of the network to be flexibly scaled
according to demand, suitable for a variety of scenarios, such as mobile sensor networks in cities,

emergency communications at disaster sites, etc.

Low power consumption: The BATMAN-ADV protocol is designed with energy efficiency in
mind, reducing the CPU overhead and energy consumption of the system through data processing and
transmission in the kernel space. This is particularly important for mobile devices and sensor nodes in
wireless AD hoc networks, extending their battery life and improving the sustainability of the system.
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Conclusion

The application of BATMAN-ADV in wireless AD hoc networking makes network deployment
more simple, more scalable, with multipath and load balancing capabilities, and can reduce energy
consumption, and is suitable for a variety of mobile and dynamic network environments.
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Tocydapcmeennoe nayunoe yupeosicoenue « Mucmumym sicunuuyho-KoMmMyHaibho2o xossticmea Hayuonanvhot
axademuu Hayk benapycuy, Pecnyonuxa benapyce

Hocmynuna 6 peoakyuro 21 mapma 2024

AHHOTauMsA. B craThe pacKpbhIBacTCs MOHATUE KUHTEPHET BEILIEH), OMUCBHIBAIOTCS BO3MOKHOCTHU
HCIIONIb30BaHNS TaHHOH TEXHOJIOTHH BO BCeX cepax AeaTeIbHOCTH YeI0BeKa, Hanboee HoApoOHO
paccMmoTpeHa chepa KHIHIIHO-KOMMYHAIIBHOTO XO35IMCTBA, ILTIOCH! K MEUHYCHI OT |0T-TexHomoruu.
OCHOBHBIE BBIBOJIBI OT IpUMEHeHUs |0 T-TeXHOIOTHil )11 yBETMUESHUS] SKOHOMUYECKON BBITOJIBI.

Kniouegvie cnosa: uaTepHeT Beuled, 10T-naTyuky, JIOKajgbHbIE CETH, HU(POBU3AIMS YIKOHOMHKHY,
METO]1 MPOOJIEMHOro 00y4YeHHs, UHTEPaKTHBHOE 00pa3oBaHHUE.

BBeaenne

Tema sBisSeTCS aKTyaJbHOM Tak KakK KOJMYECTBO yCTpOWCTB MHTepHeTa-Bemied M NaHHBIX,
KOTOpBIE OHHU TPOU3BOJAT pacTeT KaXKJbli JEeHb: HEKOTOpPbIE pELICHHs MOTYT IPOU3BOAUTH JI0
nerabaiita JaHHBIX M TONACP)KUBATH IOJIKIIOUCHHE MHJUIMOHA YCTPOWCTB OAHOBpeMEHHO. Jlist
00paboTKM Takoro oObeMa JaHHBIX HEOOXOAWMBI OTPOMHBIC BBIUYUCIHUTEIBHBIE PECYpPCHI,
oOciy)kMBaHHE M pa3MelIeHHe KOTOPBIX Joporocrosime W HeynoOHo. [loatomy HeoOxoammo
MOJIB30BATHCS yCIAyraMu OOJayHBIX MPOBAaWAEPOB, OHM NPEAOCTABISIIOT BBIYMCIUTEIBHBIE PECYPCHI,
00CITy’)KUBAIOT 00OPYIOBaHHWE M CIKOHOMST 3HAYUTEIbHbIE CPEeICTBAa. B CBsI3M C BBILIECKAa3aHHBIM
aKTyalbHOCTh B BOCTPEOOBaHHOCTH MCIOJIB30BaHMS TEXHONIOTHH MHTepHeTa-Bellel B MUpE, a TakKe B
HEOO0XOIUMOCTH 00YUEHUS TaHHON TEXHOJIOTUH OYeBUIHA. Tak ke He0OXOJUMO MOAYEPKHYTh TO, YTO
JaHHAsl TEXHOJIOTUSl YCIELIHO Pa3BUBAETCA U CO3JAIOTCS YMHBIE OMa, YMHbIE ropoga Onaronpaps
JatyrkoM 10T, 4To Mo3BOISET KOHTPOIUPOBATH B OHJIAHH PEXKMME COCTOSIHUAE TEMIIEPATYP BIaKHOCTH,
TETUIONOCTYTIIEHHS], TETIIONOTEPh, YTEUEK B BOJAOIIPOBOJIAX, YTEUKH ra3a, U JOKaJIU3UPOBaTh OTTACHOCTh
JI0 €€ aBapuu.

IlonsiTHe W CYIIHOCTH MHTEPHETA BeLIeH

Wnrepner Bemeit (IoT, Internet of things) — rimodanbHas ceTh YCTPOHCTB, KOTOPBIE OCHAIICHBI
CpPE/ICTBaMHU CBSI3H JIPYT ¢ Apyrom. Cpeu HUX MOTYT OBITh KaK aKTHBHBIC YYACTHUKHU CETH — YUTIBI, HIIH
YCTpOICTBA AJII yMHOTO JIOMa, TaK U MaccuBHEIE [1].

Cuctema loT pabGotaer 3a cuer cOopa W OOMEHa JaHHBIMH B PEXKHUME pPEabHOTO BPEMEHH.
ApXHTEKTypa HHTEpHETA BEIICH COCTOMT M3 TPEX YPOBHEH MPUHIIUI pabOThI MPEICTaBIeH Ha pHc. 1

obnayHble cepBuchl

Puc. 1. Unmoctpanus npunIuna padbotst loT
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1. Cmapr-ycTpoiicTBa MOTYT OBITB JIIOOBIE YCTPOHCTBA, KOTOPBIE COACPKAaT KOMMYHHKALIMOHHBINA
ook. Harmpumep, mogem 4G, bluetooth, nimu cienmuaibHBIN TPOTOKOJ HU3KOTO MTOTPEOICHMS, KOTOPBIH
rojmamMu paboTaet Ha ofHOM Oartapeiike. [ TaBHOE, 9TOOBI yCTPOWCTBO MOTJIO BBIXOIUTH B CETh.

2. llpunoxenue loT. 310 HAOOP CEPBUCOB U MPOTPAMMHBIX IPOLYKTOB, 00bEANHSIOMINX TAaHHBIE,
MOJIYYCHHBIE OT PA3NMUYHBIX YyCTpocTB VHTEepHETa Belllel, U yIpaBJICHHE 3THUMH yCTpolcTBaMu. B
OCHOBHOM [1s1 00pabOTKH JAHHBIX UCIONB3YIOT IBE MOJENIHN: BEHIOPHI U JIOKAIbHBIE CETH.

Bennmop — ycTpoiicTBa, KOTOphIe TpoaatoTcs 1o oOpenaoM. OOpanieHust K BEHAOPY B OObIIeH
CTETIeHN OTHOCUTCS K MEIMIMHE, TaK Kak TaM 0cOOEHHO BayKHa BpaueOHas TaiiHa. Bengop mocrasmser
YMHBIE YCTPOWCTBA — MAlMEHTaM M KJIMHUKaM, HO HE IPEAOCTaBISIET NOCTYIl K JaHHBIM YCTPOWCTBA,
UCIIONIB3YSI TOJIBKO COOCTBEHHBIE HPOTOKOJBI OOMeHa. To ecTh BKIIOYAeT yMHbIE YCTPOWCTBA B
COOCTBEHHYIO U30JMPOBAaHHYIO CETh, U JaHHBIE OCTAIOTCS MO 3aIUTOMH.

JlokanpHBIE CETH — 3TO OOBETUHEHHE YCTPONCTB MeXay co0o0ii. CeTr 00pa3yIoT y3ibl MK Xa0bl,
KOTOpbIE IO3BOJISIIOT MOAKIIOYUTE HUX K HHTepHETY. OOBIYHO TakoW MOAXOA XapakTepeH i
C1a0OTOYHBIX YCTPOUCTB, HATIPUMED, AJIsI AATYMKOB CUTHAJIH3AaLWH, PadOTAIOIINX HAa OJHOM OaTapeiike
BECh I0Jl. Y CTPOMCTBO CBS3BIBAETCS TOJIBKO C JIOKAJIbHBIM XaOOM, M TOJIBKO MOCIIE TOT0, KaK mepeaaya
JMAHHBIX Tpomnia, xad mmbo oOpabaThiBaeT NaHHBIE WHTEPHETA Bemlel CaMOCTOSTENBHO, IMOO
oTnpasiseT ux Benaopy. HegasHo B PO, B SInaekc Amuice BBITYCTHIIM HOBYIO 3KOCUCTEMY, I/1€ YMHBII
xa0 BCTPOCH Cpa3y B BUPTYaJIHHOI'O IOMOIIHUKA. Torja Kak paHbllle YMHBIC JIAMIIOUKH TOIKIFOYATUCh
K MHTEPHETY 4epe3 BEHA0Pa U TOIBKO IHOTOM IEPEXOJUIIHN B yIIpaBiIeHHE K AJHce.

3. I'padmueckuii marepdeiic. Hekoropeimu ycTpoiictBamu IHTEpHETA BElleil, MOXKHO YIIPaBIATh
yepe3 mnojb3oBarenbckuil untepdeiic (IIporpamMmmuoe obecneuenue kak Ha [1K, Tak u Ha AHIpoua
ycrpoiictBe). Tak, y mpocToro pgardvka B KapAMOCTUMYIATOpe He OyneT Kakoro-To
skpana(uHTepdelica), a BOT B YCTPOICTBAxX IUIsl yMHOTO JIoMa 0e3 Hero He 00OWTHCH. Xald ympoiaeT
OBIT: JOCTATOYHO B3TJISTHYTh HA 9KpaH, YTOOBI MPOBEPUTH — 3aKPBITHI JI OKHA, Y3HATh — MACMYPHO W
COJTHEYHO 32 OKHOM, BKJIIOYCHA JIM JIAMIIOYKAa M Kakoe JaBieHue B TpyOaX, €cTh JIM MPOTEUKH,
TeMIIepaTypa OKpYXKalolled cpelbl MOMEIIEHUs,, KOHTPOJb yTeueK rasa. JlaTumku Temmeparypsl,
pa3MeIIeHHbIC B Pa3HBIX YaCTSIX KOMHATBI, MOTYT OBITH OTOOpa)KE€HBI Ha Xa0e B BUJE TEMIEepaTypHOH
AuarpamMmal.

PaccmoTpum nomynsipHbele 00J1aCTH IPUMEHEHHSI HHTEPHETA BELICH:

1. YMmubie noma. Parpmie ymHBIH q0M ObLTO cienath He mpocTo. CeroqHs JaTduK, MUKPOYHUII C
Oarapelikoii 1 kaHasoM cBsizu bluetooth Mmoxket ObITh Internet of things cucremoit. JlaTurku KOHTPOIIS
TEMIIepaTyp, MAaBJICHUS, YTEUEK Tra3a, BOJAbI, NPONHMCHIBAIOTCS KOMAaHABI(IIPOTPaAMMUPYIOTCA) U
MH(pOpMAaILH [TOCTYIIAeT Ha nHTepdeiic TeneoHa win KoMneiotepa. Y HUKaKux JUIIHUX IPOBOIOB, U
IPOMO3JKHX KOHCTPYKIIMH.

2. Hocumble ycTpoiicTBa. DTO YCTpOWCTBa, KOTOPBIM pacronaraeTcsi Ha Telle 4YeJoBeKa U
MIO3BOJISIIOT OOMEHHUBATHCS JAHHBIMU € TJIO0ANBHON CEThIO M JPYTMMHU YCTPOHCTBAMU 110 TEXHOJIOTUH
WHuTepHeT Beei.

3. Menununa. KapauoctumMysisiTOpbl U 30H/IbI TOJIaMU HAXOATCS B TEJIC YEIOBEKA M MEPEAAI0T
uHpopmaruio. CrenoBarenbHO, HE HY)KHO JleJIaTh ONepaluio, 4ToObl MOJMY4YUTh AaHHBIE O padore
cepla WK IpyTruX OPraHoB. Y MHBIE BECHI MOTYT OTCJICKMBATh M3MEHEHHsI Beca, OroBewIast 00 3TOM B
npuiokeHuH. Tak ke CyIIEeCTBYIOT aHAJIM3aTOPhl XMMHUYECKOTO COCTaBa IOTa JJII CHOPTCMEHOB H
JATYNKH, GUKCUPYIOLIHE TIOKa3aTellb caxapa B KPOBH.

4. Tpancropt. IIpuMepoM TeXHOJIOrMM MHTEPHETA BEIlEH 3/1€Ch MOTYT ObITh YMHBIE JaTUHUKH,
BCTpanBaeMble B KoJjieca MOe3/I0B, YTOOBI C ITOMOIIBIO YIbTPa3ByKa KOHTPOJIUPOBATH WX IIETOCTHOCTb.
OnepaTop HCIIOJIB3YET IMPUCMHHUK, KOTOpBIfI CUUTBIBACT COCTOAHUC U OUCHUBACT BO3MOXXHBIC YT'PO3BI.
OTo AeiicTBrE IOMOraeT N30eKaTh MHOTUX aBapuil Ha JKeJIe3HBIX JOPOrax.

5. MHTepHeT Bellel OKa3blBaeT MIMPOKOE BIMSHHE HA MPOQECCHOHANBHYIO U JIMYHYIO KHU3Hb
yenoBeka. Vcrnonb3oBaHue TexHONOrMH MHTepHeTa Beliel ynpomaer *H3Hb, HO €CTh PUCK YTEYKH
JAHHBIX.

IIpenmymecTBa 1 HeAOCTATKHU OT npuMeHeHust loT-cucrem

IIpenmyiectBa ot npuMeHeust cucreM MHTepHETa Belei:
1. OOmas onTuMH3anusi pecypcoB. Hampumep, 4eoBeK BBIXOJAUT W3 JIOMa, Xad MOXET
OTKJIFOUYUTh KOHAMIMOHEP U TEM CAMBIM YMEHBIIUTH PACXOJ JJIEKTPOIHEPruu. A eclM Ha yJuIe
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CIIMIIKOM COJTHEYHO — OH 3a0JJHO NMPHKPOET OKHA, YTOOBI MOMELICHWE HE CHJIBHO Harpenoch, IMOKa
HHUKOI'O HET I0Ma.

2. Vydiienue kadecTBa )Ku3HH. TexHonorus MHTepHeTa Bemieil mo3BoJsIeT OTAATh MallliHAM Ha
BBINIOJTHEHUE PYTUHHYIO PadOTy M yTOMHUTENbHBIE 3a/]aui. Y MHbBIC TEXHOJIOTUH Ja’Ke MOTYT MPHUBUTH
npuBbIYKY. UTOOBI 110 yTpaM ObLIO Jierde BcTaBaTh, yMHBIN JJOM aBTOMAaTU4YECKU BKIFOUUT KOEMaIIUHY
¥ OTKPOET YKaJTf03H, KaK TOJIBKO cpaboTaeT Oy IMIIbHUK.

3. DddextuBHOCTE. B3aumopelicTBue MeEXAy YCTPOWCTBaMH, MOBBIIIAET 3(P(PEKTUBHOCTDH
MPOILIECCOB M SKOHOMHT BpeMsl JIIOZIeH, O3B0 UM paboTaTh Hal JPYTUMH 3aJadyaMu.

4. Aromaruzanys. ABTOMATU3UPOBAHHOE BBIIIOJHEHHE €AMHOOOPA3HBIX 3a1ad MOXKET
MIOBBICUTh Kau€CTBO 0OCITY)KMBaHUs U CHU3UTh NOTPEOHOCTH B YEJIOBEYECKOM BMEILATEILCTBE.

5. Camxenue uzznepxek. [loBbimenne 3(pHEKTUBHOCTH W aBTOMATH3alUs MPOLECCOB MOXKET
MIO3BOJIUTh COKPATUTh KAaK OTXOZBI, TaK M TPYA03aTPaThl, YTO YJELIEBIISET IPOU3BOACTBO U JOCTABKY
TOBApPOB.

6. Konrponp kauectBa. 0T ymyumaer oOMeH HaHHBIMH MEXIy YCTPOHCTBAMHU U 00ECIeYMBACT
JYYIIHH KOHTPOJIb Ka4ecTBa.

7. IIpo3pauHocTs. BO3aMOXKHOCTH AOCTyMa K HHMOOPMAIUH U3 JIF000TO MEcTa U JIF000e BpeMs, ¢
T000T0 yCTPOICTBA YIPOIIAET IPUHATHE PEIICHHH.

Henocratku ot npumeHnens cucteM HTepHETa BEUIEH:

1. 3aBucUMOCTH OT HHPPACTPYKTYPHI, HHTEPHETA 1 KaHAIIOB cBs3U. K mpumepy, B MockBe yMHBIN
JIOM paboTaeT UCIIPaBHO, TO Yke B CMOJIEHCKOM 001aCTH MHOTHE TaIPKEThl HEOCTYIHBI N3-3a COOEB B
MOJKIIOYEHUH. Y YMHOTO JJOMa MHOTO IUTIOCOB, HO, KOTJIa HET CETH, OH IMPEBPAIlaeTCs B HEHYKHYIO
Bemlb. To e camoe Kacaercst i Jpyrux ycTpoiicts 10T.

2. KoudupennmanpHOCTh. WMHOTIAa BEHAOPHI OCTABIAIOT 32 COOOW TPaBO WCIOJIH30BATH
MOJTyYeHHBIE JaHHbIE B CBOUX LIeNax. Hanpumep, y4uTHIBatOT IpOOIeMBbI [TOJIE30BATENICH U MTOKA3bIBAIOT
UM HEOOXOAMMYIO peknamy. M3roToBUTENHN CEpbEe3HO OTHOCITCS K ATOH mMpolieme u paboTaioT Haj
obOecrieueHneM 0e30MacHOCTH  TONb30BaTeneil. Bo3moxkHo, B OyaymeM 3a COXPaHHOCTH
MOJIb30BATENIbCKUX JJAHHBIX OyJIeT OTBE4YaTh HEHPOCETh.

3. CoBmecTumMocThb. OTCYTCTBHE MEXKIYHAPOIHBIX CTAHAAPTOB COBMECTUMOCTH MOXKET MTPUBECTH
K Ipo0yieMaM Ipu COBMECTHOHN paboTe 000pyI0BaHHS PAa3HBIX IPOU3BOIUTEIIEH.

4. CHmwKeHrne KoinudecTBa paboumx MmecT. VIHTepHET Bemied yCKOpsSeT aBTOMATH3aIUI0, JTO
MOYKET MPUBECTH K COKPALICHUIO YMCIIa HEOOXOJAUMBIX PA0OUYNX MECT.

5. CiioxxHOCTh. B orpomMHOi#i ceTn nHTEpHETA Belel BCero 0JIMH NporpaMMHBII WK annapaTHbId
c00i1 MOKET IPUBECTH K KaTACTPOPHUECKUM IOCICACTBHUSIM.

6. KonduueHuaibHOCTh U 0€30MacHOCTh. M3-3a OOJIBIIOr0 KOJIMYECTBA MOJKIIOYCHHBIX K
WHTepHeTY YCTPOWCTB, MCIOJBL3YEMbIX KaKABI JEHb, B CETH OYIET XPaHUTHCsS OOJNBINOW 00beM
uHpOpMaLUK. ITO CO34aeT PUCKH U1 KOHQUACHINAIBHOCTH U O€30MIaCHOCTH.

Hwke mpuBenieT cCiMCOK OCHOBHBIX TPO0JIeM KOH(GHISHINAIBHOCTH 1 0€30I1aCHOCTH, CBA3aHHBIX
C UHTEPHETOM BELIEH:

1. bonbmoii 00beM AaHHBIX. YcTpoiicTBa 10T reHepupyoT OrpoMHOE KOJIMYECTBO JaHHBIX. JTO
CO3aeT BO3MOXKHBIE TOYKM BXOJa ISl  3JIOYMBIIUIGHHHMKOB M  IOBBIIACT  YS3BUMOCTh
KOH(UACHIIMAIBHON HH(DOpMaLnK.

2. HexenarenbHblid 00menocTynHblid mpoduib. Mcnons3zoBanue ycrpoiicts MHTepHeTa Beiei
OOBIYHO TpeAIoaraeT MpUHATHE YCIOBUH HMcnoib3oBaHus. 90 % mnronell HAKUMAIOT Ha KHOMNKY «S1
COIJIACeH», HE YWTasl 3TH JJIUHHBIC JOKYMEHThl. KoMnanuu coOUparoT pa3nuuHyro HHGOPMAIUIO O
MOJIB30BATENAX € ToMomsio yctpoiictB 10T. K mpumepy, cTpaxoBbieé KOMIIAHUM MOTYT TOJIY4aTh
JaHHbIE O CTHWJIE BOXKACHHUS OT "YMHBIX" aBTOMOOWIEH M HMCIIOJIB30BaTh UX JAJSl PAacUETOB CYMM
CTpaxOBaHUs KU3HU. AHAJIOTMYHAs CUTyalus ¢ (PUTHEC-OpaciIeToOM.

IIpocaymmuBanue. [Ipon3BoguTeny M 37MOYMBIIUIEHHUKHA MOTYT HCIIOJIB30BaTh MOJIKIIOYCHHbIE
YCTPOMCTBA 7Sl IPOCITYILIMBAHUS B JOMaX MOJIb30BATENEH.

0T TecHO cBs3aHa ¢ >KMIMIIHO-KOMMYHAaJIbHBIM X03siicTBOM: BHenpenne MuTepHera Beuien
3aKIIF0YAeTCsl B TOJKIIOUCHUU TPOBOJHBIX W OECIPOBOJHBIX JATYUKOB K PA3IUYHBIM OOBEKTaM
uHpacTpykrypsl. COOp Mycopa W €ro BbIBO3, YIpaBicHUE TU(PTAMH, TEXHHIECKOe 00CITy:KUBAHHE
3JIaHUI — BOT JIMIIb HEKOTOPbIE U3 OCHOBHBIX CLIEHAPHEB NMPUMEHEHHS JaTYMKOB B chepe >KMIULIHO-
KOMMYHAaJIbHOTO X03siicTBa [2].

102



IIpumenenue NHTEepHeTa Bemell B AKUJIMITHO-KOMMYHAJIbHOM X035 CTBe

JKKX cthepa oxBaTbIBaeT cleayromye HampaBICHNS:

— cHaOXKEeHHE JICKTPOIHEPTHEH, Ta30M, TETIIIOM, BOJOW U BOAOOTBEICHHUE,

— CHCTEMBI aHaJIn3a MOTPEeOICHHBIX PECYPCOB U YCIIYT;

— cOop ¥ yTHIH3AIHS Mycopa;

— i TOBBIC YCIYTH;

— KanHuTaIbHBIA PEMOHT U TEXHUYECKOE 00CITy>KUBAaHUE 3/TaHUMH;

— yOopka 0OIIeCTBEHHBIX MECT, YJIHII M TPUJOMOBBIX TEPPUTOPHH, TOPOT.

IIpumenenne loT-texmomormit B JKKX mpenamosnaraer MCHOIB30BaHHE PA3IMYHBIX 00BEKTOB
(mOMOB, KOMMEpPYECKHMX 3HaHWi, KBapTHp, KOHTekHepoB mast TBO (TBepasle OBLITOBBIE OTXOEI),
MYCOpPOBO30B, CHETOYOOPOYHOH TEXHUKH). MPOBOAHBIMH WM OECHPOBOJHBIMH  JaTYHKAMHU.
CoOTBETCTBEHHO, [UI nepeaayd MHGOPMAUU UCTIONB3YIOTCS IPOBOJHbBIE MM OSCIPOBOIHBIE CETH.
Haunbonee pacnpocTpaHeHHBIM CIIOCOOOM Ha CETOTHSLIHUN 1€Hb SBISIETCS NIepeAada NaHHbIX 110 CeTSIM
LPWAN.

Wudopmanus ¢ [aTYMKOB IepedaeTcss B MporpaMMHoe obecreueHre M OTIpaBisieTcs Ha
LEHTPAJIbHBII CepBep KOMMYHAJIBHOI'O MPEANPUATHS WIM MECTHOW aJIMUHHMCTPALMM IJISI TPUHITHUS
peleHnd 1 KOHTPOJISI 32 Ka4ecTBa PabOTHI.

Jnst obecrieueHust JOMOXO3IHCTBOM 3JIEKTPUUSCKHUMHU M TETI0 PeCypcaMu MHOTHE KOMITaHUH-
MOCTABIIMKN OCHAIIAIOT CBOIO HMHQPACTPYKTYpy YMHBIMH TexHojorusmu. Ilomumo cuctem ydera
MOTPEONIEHHBIX PECYypCcOB M YCIYT, BHEAPSETCS MOHHTOPUHT OOBEKTOB (TpyOOIPOBOJIOB,
3JIEKTPOCETEH).

I'opoga mo Bcemy mMupy OyayT BCe yallle HCIIOJIb30BaTh ''yMHBIE" TEXHOJOTHH JJIS TOBBIIICHHS
s¢dexkTuBHOCTH Pa0OTH, WHPOPMHUPOBAHUS TpPaXXTaH M MPEIOCTABICHUS Oojiee KadeCTBEHHBIX
rOCYJapCTBEHHBIX YCIYT U MOBBIIICHUS 0IaroCOCTOSHUS TPaKIaH.

B Omwkaiiniye roabl OCHOBHBIE pacxonbl Ha wuHOpacTpykrypy loT OyayT cBsizaHbl ¢
HCKYCCTBEHHBIM HHTEUVICKTOM M MAalIMHHBIM oOyueHueM. VIHTepHeT Beleil, OCHOBaHHBIA Ha
WCKYCCTBCHHOM HHTEJIIEKTE, MIO3BOJIUT CO3/IaTh WHTEJUICKTyalbHbIe MAIlIMHbI, KOTOpBIE OyIyT BECTH
ce0s1 pa3yMHO U CIIOCOOHBI MPUHUMATH PEIICHHS MPAaKTUUECKH 0e3 BMENIaTenbCTBa YeIOBEKa.

Poct 5G (GecpoBogHas MOOWIIBHAS CBSI3b ISATOTO TOKOJIEHHWs) obOecmednT Oosee ObICTPYIO
nepeaady I1aHHbIX. boree ObICTphIe CETH MO3BOJIAT aHATM3UPOBATE U YIIPABIIATH OOJIBIIMMU 00BEMaMHU
JTAaHHBIX, coonpaembIx ycTpoiictBamu [oT. DT0 yckopur poct MuTepHeTa Bemieit. O1HaKo, TOCKOIBKY
Bce Oonpuie [oT-ycTpoiicTB MoaKIII0OUAIOTCA HEMTOCPEACTBEHHO K ceTsaM 5SG, a He k Wi-Fi poyrepam, 3To
BBI3BIBAET HOBBIE MPOOJIEMBI C KOH(PUACHIIMAIBHOCTHIO 1 O€3011aCHOCTEIO.

Hudposuzanus KKX ¢ nmomomipio MHTepHeTa Beliel BakHa Kak JUIs JKWJIBLIOB, TaK W JUIs
YIPaBISIOMIUX KOMIaHUN. Takue TEXHOIOTUH MOTYT OBITh pealn30BaHbl Pa3HbIMU CIIOCO0AMHU, B TOM
YHCIIe U CIIOXKHBIMA [3].

CyeTynKH BOJBI, OCBEIICHUS U Ta3a TAKKE MOTYT ObITh "yMHBIMH'", a BCe COOpaHHbIE JaHHBIC
MOTYT Tiepe/iaBaThes 1Mo ceTh. Hanmpumep, c4eTYHKH BOABI MOTYT OOHAPYKHBaTh HETUITHYHBIC CKAYKU
notpebsieHust ¥ coodmare 00 yreukax. CUETUMKU 3IEKTPOIHEPTUU MOTYT OBITh OCHAIIEHBI ONLMAMHU
yIpaBiieHUs HOTPEOICHUEM.

Eme omHa Gojbiasi KaTeropysi MHTEILIEKTYILHBIX YCTPOMCTB IS )KUIHITHO-KOMMYHAITEHOTO
XO34HCTBA - CHCTEMBI yrpanieHus. OHM TakKe BBITOJIHSIOT (QYHKIMIO MOHUTOPHHTA, OTCIIEKHUBas
orpeJiesIeHHbIe M3MEHEHHsI BO BHELIHEH cpelie, HO MX OCHOBHAA 3a/1a4a - HE OTCJIEKHUBATh U IEPeaBaTh
JaHHbIE, a IPUHUMATH PEIICHHUs Ha OCHOBE MOJY4YeHHON HH(MOpMAIIHH.

B >KMIIBIX KOMIUIEKCaX WHTEIUIEKTYaIbHBIE CUCTEMbI U OCBEIICHHUE MTOMOTAIOT ONTHMHU3HPOBATh
sHepromnoTpedienne. BMecTo HempeprIBHONM pabOThl WM PYYHOTO YIPAaBJIECHUS 00OpYAOBaHHE CamMo
BKJIIOYAETCA U BBIKJIIOYAETCA B 3aBUCMMOCTH OT TaKMX YCJIOBHH, KaKk TEeMIIEpaTypa, MOroAa U BpeMs
cytok. TOT ke MPUHIIUT MPUMEHUM K WHTEIUIEKTYalbHbIM CHCTEMaM OTOIUICHUS W BEHTHIISIHH JJIs
MObE3/I0B, BECTUOIOJICH U IECCTHUYHBIX KIIETOK.

CucteMbl 06e30macHOCTH. B 3Ty KaTteropuio BXOIST, HalpUMEpP, CUCTEMBI BHICOHAOIIOACHMUS,
CUCTEMBI KOHTPOJISI IOCTYTIA, TATYNKHU JIBIKEHHS, JATIYHKH JIbIMA U T'a3a U aHAJIOTHYHOE 000pYI0BaHHE.
Hanpumep, noMohoHbI ¢ GyHKIIHEH pacrio3HaBaHUs JHII. Takue CpecTBa MOMOTAIOT NPEJIOTBPATHTh
B3JIOMBI, KPaXXH W MOTCHUUAIBHO OINACHbIC IS JKU3HM HECUACTHBIE Ciydad 0e3 BMELIaTelnbCTBa
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yenoBeka ['azoBele martunku [oT MOryT moakmrouaTbCsi K Ta3oBbIM CHCTEMaM W HHHMIMHPOBATH
OTKJIFOUYEHHUE CHCTEMBI B CITydac YTEUKH rasa.

Tarxoke, MO’KHO OTHECTH, CUCTEMbl BUICOHAOIIONCHNS, CUCTEMbI AOCTYIA, NATYUKU BUKEHUS,
JaTYMKH JIbIMa WM Ta3a ¥ monoOHble MM ycTpoiicTBa. Hampumep, n1oMo(OHBI ¢ pacno3HaBaHHEM
6uomerpun uua. IlonoOHbIe HHCTPYMEHTH! IOMOTYT IPEAOTBPATUTh B3JIOMBI, KPaXk, IOTEHINATIBHO
OIacHbIE JUIsl )KU3HU MHIMICHTHI — M BCE 3TO 0€3 BMEIIaTeIbCTBa YeaoBeKa. Jlatunku rasa B loT moryr
OBITH MOJKJIIOYEHBI K Ta30BBIM CUCTEMaM U MHUIMUPOBATh UX OTKJIIOUEHHE B ClIydae YTEUKH.

BoT Heckonbko Hamboliee MHTEPECHBIX M MOJE3HBIX HWHHOBAIMOHHBIX pEIIeHHH, KOTOpPHIC
YIy4IIAIOT Ka4€CTBO KU3HU U 00J1er4aoT paboTy YIPaBISIOMINX KOMIAHUMI!

1. ABTOMaTH3MPOBaHHbIE CUCTEMBI YIIPABJICHHU MYCOPHBIMU KOHTEHHEPaMHU - YCTaHABIMBAIOTCS
B MECTax pacloyOKEeHHs KOHTEHHEpOB, OTCIEKHMBAIOT CTENEHb MX HANOJHEHHOCTH U OTHPABISIIOT
YBEIOMIICHHS, KOTJa KOHTEHHEPHI HE0OXO0ANMO YOpaTh.

2. CucTeMbl YIIUYHOTO OCBEIICHHUS — pabOTAOT [0 TOMY K€ IIPHHIIMILY, YTO U OCBEIIEHHE BHYTPH
MIOMEIIEHHH, yIIpaBIisis HCTOYHUKOM CBETa B 3aBUCUMOCTH OT BPEMEHH CYTOK U TIOTOJHBIX YCIOBHIA;

3. CucteMbl MOHUTOPHHIA MApKOBOK — MOAXOZSAT IJIi MOHUTOPHHTA M TEpeAadyd JaHHBIX O
HAJIMYMH, KOJMYECTBE U PACIIOIIOKEHUH CBOOOTHBIX MECT B MHOTOKBAPTHPHBIX JOMax ¢ OOJBLIMMU
MapKOBOYHBIMHU 30HAMHU.

4. CucrteMbl MOHMTOPHHIA YCTapEBaHUS — OTCJICKUBAIOT COCTOSHHE 3aHUN M (UKCHUPYIOT
JUHAMUKY MOBPEXACHUMN, TPEIMHBI U UX W3MEHEHUs, IIOMOTasi ONPENEIUTh CTENEHb yCTapEeBaHUs U
HE00XOIUMOCTH/CPOYHOCTh KalUTaIbHOTO peMoHTa. CoOpaHHble JaHHbIE EPENAl0TCs CIEIUATUCTaM,
U B CIIy4ae Cepbe3HOT0 MHIMCHTA YIPABIAIONAs KOMITaHUS JOJKHBIM 00pa3zoM HH(pOpMUpyeTcsl.

C TOYKM 3peHHs YNpaBIAOIMEH KOMIIAHWW, aBTOMAaTH3alUsl IPOLECCOB, CBS3aHHBIX C
o0CITy>)KUBaHMEM KBapTHp, uMmeeT Oonpiioe 3HaueHHe. OHa HE TONBKO 0O0ECHEYMBAET BBICOKYIO
TOYHOCTH PAacyYeTOB, MPO3PAYHOCTh U OTYETHOCTH, HO M TIO3BOJISIET SKOHOMHTH OOJBIIOE KOJIUYECTBO
PECYPCOB 3a CHET MCTOIb30BAHNS HHTEIUIEKTYAIbHbBIX YCTPONCTB U JJATYUKOB.

BaxxapiM penmytiiecTBoM BHeApeHus: loT-crcreM 1 UConb30BaHUS MOOWITBHBIX MPHIIOKEHUH
B JKKX sBusercs onTuMmH3anus SKCIDTyaTallMOHHBIX PAacXoJ0B M 0Oojiee TOYHOE IJIaHUPOBAHHE
OIO/IKETOB, HA OCHOBE COOPaHHBIX B OJJHOM MECTe JaHHBIX M X aHAIU3a. ITO 0COOCHHO aKTyaJIbHO IS
HE3aIUIAaHHPOBAHHBIX PAaCXOJ0B B CIIyyae yTeueK WJIH HEMCIIPaBHOCTEH, KOTOPBIE MOTYT BO3HHKHYTD,
€CJIM UX BOBpEMsI He OOHAPYKUTh. Y MHBIE YCTPOMCTBA U NATUYUKHU HE TOJIBKO MPEAOTBPALLIAIOT KPAXKH U
BaHIAJN3M.

IloaTomMy aBTOMaTH3alUs MPOLECCOB M YCTAHOBKA YMHBIX YCTPOMCTB B KHMIIBIX KOMIUIEKCAX
OYCHb BaXKHA, a HOTPEOHOCTH B IIEPCOHAJIE, YMEIOIIEM 10Jb30BaThes loT-cuctemamu, He3aMeHUMa:

1. Cuerunk caM (UKCUpPYET HEOOXOJUMbIC 3HAYEHHUSI C TIOMOIIBIO CIIEIUAIBHBIX BCTPOCHHBIX
MOJTYyJIEH.

2. Ot 3HaueHus nepenatotcs no loT-cetn ynpasnsronel KOMIaHNH WIK MTOCTABIIMKY yCIyT Ha
peryJsipHOl OCHOBE (YTO Tak)Ke MCKIIIOYAeT PUCK MPOCPOUKH IUIATeKa W HAUMCIICHUs NeHH) U 0e3
KaKoro-Jm0o BHEITHETO BMEIIaTeIhCTRA.

3. ABTOMaTH3MpOBaHHass 00pabOTKa NaHHBIX HCKIIOYAET PHUCK HETOYHOCTEH M TapaHTUPYET
MIPO3pavyHOCTh BCEX PacCUETOB.

IMomoOHukIe loT-nipoekThl peanu3yroTcs B Poccuu Ha MPOTSHKEHUHN TIOCCIHUX HECKOJIBKUX JIET B
chepe XKKX. B 2017 roxy "MeradoH" 0CyIIeCTBUI UHTEIPALIMIO "yMHBIX" CUETUMKOB, CIIOCOOHBIX
coOHMpaTh ¥ CaMOCTOSITENILHO MepeaBaTh JaHHbIE Ha cepBep, B Haykorpaae MuHomonuc - mepenoBom
"YMHOM TOpojie" U EHTpe NU(PPOBU3ANNHN CTPAHBI.

B 2023 rogy Munctpoit Poccun coBmecTHO ¢ LIeHTpoM SKOHOMHKH Topojaa YHHBEPCHTETA
WnHononuc paspaboTall MPOEKT C MNPAKTUYECKUMH PEKOMEHIALUSAMH, KOTOpBIE MOMOTYT
YIPaBISIONIMM KOMIIAHUSIM Ha MyTH K nugposuzanmu 1 "ymHomy" KKX.

3aKkiIo4yenne

EnnHCTBEHHBIM HEOCTATKOM B ATOM HUILE SBJISIETCS HEOOXOIUMOCTh TECTUPOBAHUS PELICHUH 1
COIJIACOBaHMsI paOOTHI MPOU3BOAUTENEH U OIIEPATOPOB CUETUYMKOB, YTO HEOOXOAUMO ISl HOJTHOLIEHHOM
peanu3anuy NoJ00HBIX MPOEKTOB B MacliTabax CTpaHbl, OTCIOJIa M HEeXBaTka KajapoB. B Hacrosiee
BpeMsI TECTUPOBAHHUE M UCIIBITAHUS IPOBOJSATCS B OCHOBHOM B "YMHBIX" TOMOB, "yMHBIX" TOpoaax, HO
B Oynmymem »Ta TeHICHUUs OyAeT pa3BuBaTbcad M 3a npeaenaMu "yMmHBIX" roponoB. Konuenuws
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"Ywmuoro XKKX", ucnonszoBanue texnonoruit [oT 1 MoOHUIbHBIE MPUIOKEHUS — BayKHAs BeXa Ha MyTH
K Tio0anbHoi g poBusanuu B Pecrryonmmke benmapycs. HecMOTps Ha CIIOXKHOCTH MHTETPALUN TaKUX
pelieHnil Ha HadanbHBIX 3Tanax, MintepHer Benieil umeeT HeMano MpeuMyIIECTB KaK JJIs )KUJIbLIOB, TaK
U JUIsl YIPaBJISIONUX KOMIIAHUM, U B KOHIIE KOHIIOB pEIIaeT IIaBHYIO Ha JaHHBIA MOMEHT 3ajady —
TTOBBIIIICHNE Ka4eCTBa KU3HU B TOpoAax. MaccoBoe BHenpenne loT-pemenwnii B chepy XKKX ymeHbmuT
KOJIMYECTBO MPOOIIEM, C KOTOPBIMU PETYIISIPHO CTATKUBAIOTCS MPEANPHUATHS KOMMYHAIIEHOTO CEKTOPA.
TexHOIOTMM WHTEpPHETa BElIeld NOBBIMIAIT IPPEKTUBHOCTh, 3KOHOMSIT PECYpPChl M TEM CaMbIM
MOMOTAI0T KOMMYHAJIBHBIM MPEINPHUATAAM OOJIbllle 3apabaThiBaTh W JIy4Yllle COOTBETCTBOBAThH
OKAJAHWSIM KOHEYHBIX TIOTpEeOUTENeH.

INTERNET OF THINGS TECHNOLOGY IN LIFE AND IN HOUSING AND
COMMUNAL SERVICES

V. TSIMASHKEVICH, K.A. POLTAVTSEV

Abstract. The article reveals the concept of the "Internet of things"”, describes the possibilities of
using this technology in all spheres of human activity, examines in detail the sphere of housing and
communal services, the pros and cons of 10T technology. The main conclusions from the use of loT
technologies to increase economic benefits.

Keywords: Internet of things, sensors, local networks, digitalization of the economy, problem-based
learning method, interactive education.

Cnncok Jurepatypsl

1. Yro Takoe MHTEPHET Bellel u Kak oH yctpoeH. // Uudopmanuonnsiii mopran «PBK Tpenap» [DneKkTpoHHbI#H
pecype]. URL: https://trends.rbc.ru/trends/industry/5db96f769a7947561444f118?from=copy

2. Kakue 3amaun pemaer Uareprer Beuieit B XKKX // undopmanuonnsiit nopran «HoBoctu MHTepHeTa Beuiei»
[Onexrponnsiii pecypc]. URL: https://iot.ru/promyshlennost/internet-veshchey-v-zhkkh

3. Unrepuer Bemeit (IoT) B JKKX: cuerunku u cuctemsl MoHutopuara // Brmor kommanun «Mintrockety
[Dnexrponnsii  pecypc]. URL: https://mintrocket.ru/blog/internet-veshchej-iot-v-zkkh-schetchiki-i-sistemy-
monitoringa/

105



TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU

UDC 004.021

APPLICATION OF BLOCKCHAIN IN ELECTRONIC HEALTHCARE RECORD

YALU GAO

Belarusian State University of Informatics and Radioelectronics, Republic of Belarus

Received March 24, 2024

Annotation. Blockchain's decentralized and immutable nature provides a secure and transparent
platform for data exchange, guaranteeing data integrity, privacy, and security. This essay endeavors
to delve into the potential of blockchain technology in mitigating the issues confronting the
healthcare system, with a focus on Electronic Health Record (EHR).

Keywords: BlockChain, Decentralized, Immutable, EHR

Introduction

Given the accumulation of significant personal data [1], it is imperative to establish dependable
storage and sharing mechanisms to safeguard patient privacy. Traditional medical data management
systems typically rely on centralized servers to construct large-scale site systems or centralized relational
database systems, Blockchain, an open distributed ledger based on a peer-to-peer network and consensus
algorithm, inherently offers solutions to these issues [2].

Framework Structure of Blockchain

The framework and structure of blockchain can be divided into six layers (figurel): Data layer is
where the actual data is stored on the blockchain. It consists of blocks of data that are linked together in
a chain. Each block contains a set of transactions, and each transaction contains data that is relevant to
the blockchain network. Network layer is responsible for the communication between nodes on the
blockchain network. It ensures that data is transmitted securely and efficiently between nodes. The
network layer also handles tasks such as peer discovery, routing, and synchronization. Consensus layer
is responsible for reaching agreement among nodes on the blockchain network about the validity of
transactions and the state of the blockchain [3]. It ensures that all nodes on the network have a consistent
view of the blockchain and that no single node can manipulate the blockchain. Contract layer is
responsible for providing incentives to nodes on the blockchain network to participate in the network
and perform tasks such as validating transactions and maintaining the blockchain. It typically involves
the use of cryptocurrencies or tokens as rewards for participating in the network. Application layer is
where applications and services are built on top of the blockchain network. It includes user interfaces,
APIs, and other tools that allow users to interact with the blockchain network and access its features.

These layers are intricately interconnected and collaborate to guarantee the security, efficiency,
and dependability of the blockchain network. The data layer serves as the bedrock of the blockchain,
while the network layer ensures the secure and efficient transmission of data. The consensus layer
ensures a uniform perspective of the blockchain across all network nodes, while the incentive layer
motivates nodes to engage in network activities. The contract layer facilitates the execution of smart
contracts, while the application layer furnishes users with an interface to engage with the blockchain
network.
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Figure 1. Structure of Blockchain

Transaction Process

Patient: When a patient visits a hospital, they first register on the hospital server. Upon
registration, the hospital server assigns a unique identifier to the patient, equivalent to a medical card.
The patient keeps this identifier confidential and presents it during visits. The doctor generates electronic
medical records and keywords for the patient, encrypting them using the patient's public key [4]. If the
patient seeks treatment at another hospital and the doctor needs access to the patient's medical history,
the patient generates a search trapdoor and uploads it to the alliance chain. After running the search
algorithm on the alliance chain, the nodes send the encrypted medical records to the patient, who can
then decrypt them.

Doctor: Each hospital has a local server and several client devices operated by doctors. When a
patient visits, the doctor generates a pseudonym, encrypted electronic medical records, encrypted
keywords, and evidence. The doctor uploads the encrypted medical records to the hospital server and
the hash value of the medical records, along with the encrypted keywords and evidence, to the private
chain. A new transaction is generated and broadcasted. Other nodes on the private chain validate the
transaction, and if successful, a new block is added to the private chain.

Data User: When a third-party institution or individual (referred to as a data user) other than the
hospital and patient accesses patient data, they require authorization from the patient. The patient
generates a search trapdoor and uploads it to the alliance chain. The nodes on the alliance chain perform
a search, and when the corresponding patient cipher is found, the nodes act as proxies to generate proxy
re-encrypted ciphertexts for the data user. Finally, the data user can decrypt the ciphertext using their
private key.

Hospital Server: After the doctor treats the patient and generates electronic medical records, the
hospital server extracts the private chain block identifier, patient pseudonym, and keyword index to
construct a new transaction on the alliance chain. Other nodes on the alliance chain validate the
transaction, and if successful, a new block is added to the alliance chain as shown in Figure 2.

Private Chain: The doctor uploads the hash value of the encrypted medical records and the
keyword index constructed from encrypted keywords and evidence to the private chain, generating a
new transaction. Nodes on the private chain validate the transaction. The hospital server extracts the
private chain block identifier, patient pseudonym, and keyword index to construct a new transaction on
the alliance chain. During the data retrieval phase, if the search is successful, the nodes on the alliance
chain extract the secure index from the block to obtain the private chain block identifier. Using the
private chain block identifier, the nodes on the alliance chain can retrieve the hash value of the medical
record ciphertext.

Alliance Chain: During the search process, when the nodes on the alliance chain receive the
trapdoor sent by the patient, they run the search algorithm. If the search is successful, the nodes extract
the secure index from the block to obtain the private chain block identifier. Using the private chain block
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identifier, the nodes on the alliance chain retrieve the hash value of the medical record ciphertext and
send it back to the hospital server. The hospital server compares the hash value with the one it has. If
they match, the medical record ciphertext is sent to the nodes on the alliance chain, which then return it
to the patient. When a third-party data user accesses the patient's electronic medical record, the nodes
on the alliance chain act as proxies to generate proxy re-encrypted keys, which are used to perform
proxy re-encryption on the ciphertext of the electronic medical record before sending it to the third-party
user. System Model Diagram as shown in Figure 2.

Data User

Patient

Register

Register Register
Generate key pair

Generate key pair \Generate key pair \secure index

Alliance Chain

Upload/Access

Upload/Access
encrypted electronic medical records

encrypted electronic medical records Build |Store secure index

Private Chain

Store encrypted
electronic medical records

A
Hospital Server

Figure 2. System Model Diagram

Conclusion

Blockchain technology enables secure storage, privacy protection, and authorized access to
medical data. It offers a reliable solution to address the security and privacy concerns in traditional
medical data management systems. However, the implementation of blockchain technology also faces
challenges such as performance, scalability, and standardization, which need to be addressed through
comprehensive research and practical solutions.

In conclusion, blockchain technology has tremendous potential in the field of medical data
management, providing robust protection for patient privacy and secure data exchange and access for
medical institutions and data users. However, the implementation and adoption of blockchain
technology require further research and practical considerations to overcome technical and practical
challenges.
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Abstract. When applying the diagnosis of lung diseases in the Internet of Things networks, the
Grand-Cam model can be used to provide assistance to doctors by imaging lungs and diagnosing
diseases. By creating heatmaps of attention, Cad-Cam can visualize areas in an image. Doctors can
observe heat maps to make decisions about the disease and ensure that the model focuses on areas
related to specific lung diseases, increasing the accuracy and reliability of diagnosis.

Keywords: Cad-Cam, solution model, heat map of attention, diagnosis of lung diseases

Introduction

Grad-Cam is a technique for interpretable deep learning model decisions that can be applied in
areas such as computer vision and natural language processing [1]. These techniques can help us
understand the model's focus on the input and the basis for its decision-making, rather than just treating
the deep learning model as a black box. In the application of diagnosing lung diseases in 10T networks,
Grad-Cam can be used to provide interpretability of model decisions, helping doctors and researchers
understand the model's focus on lung images and the basis for disease diagnosis. By generating attention
heatmaps, Grad-Cam can visualize the model's areas of attention in an image, thereby revealing how
much the model pays attention to different areas in the image. Specifically, when applying Grad-Cam
to the diagnosis of lung diseases, you first need to train a deep learning model that can classify or locate
diseases based on lung images. Grad-Cam technology is then used to generate a heat map that shows
the model's areas of interest in the lung image. These areas of concern may provide doctors with
important clues in diagnosing lung disease [2]. By observing the resulting heatmaps, physicians can
better understand the model's decision-making process and verify that the model is focusing on areas
associated with specific lung diseases. This can help doctors verify the reliability and accuracy of the
model and provide additional support and evidence to make more accurate diagnoses.

Principle of Grad-Cam

Grad-Cam uses the gradient of any target concept (such as the logits of a certain class in the
classification category, or even the output in the caption task), flows into the final convolutional layer,
and generates a rough positioning map to highlight the features in the image. important areas for
prediction [3]. By preceding the last global average pooling layer, the category activation map image is
generated as a cumulative weighted activation, which is upscaled to the original image size.

The basic principle of the Grad-Cam method is to calculate the weight of each feature map in the
last convolutional layer to the image category, then find the weighted sum of each feature map, and
finally map the weighted sum feature map to the original image.

As shown in Figure 1, the input image first passes through multiple CNN convolutional layers,
calculates global average pooling on the feature map of the last convolutional layer, and then flattens
the pooling result into one dimension to make it a fully connected layer [4]. Then predict the
classification result through the softmax activation function, and at the same time calculate the weight
of all feature maps in the last convolution layer to the image category, then perform a weighted sum of
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these feature maps, and finally map the feature maps to the original in the form of a heat map get the
results in the picture.

Guided Backpropagation

Rectified Conv FC Layer
Feature Maps Activations

Guided Grad-CAM

E Tiger Cat

Grad-CAM

Figure 1. Grad-Cam calculation structure diagram

Given an image and a class of interest ("Tiger Cat" or any other kind of differentiable output) as
input, the image is forward-propagated through the CNN part of the model, which then performs task-
specific calculations to obtain a raw score for that category [5]. The gradients are set to zero for all
classes except the desired class (Tiger Cat), which is set to 1. This signal is backpropagated to the
rectified convolutional feature map of interest, which is combined to compute a coarse-grained CAM
localization (blue heat map), which represents where the model must focus to make a specific decision.
The heatmap is finally dot-multiplied with guided backpropagation to obtain a high-resolution and
concept-specific guided gravity cam visualization.

Breath sound feature optimization based on Grad-Cam

The model in this article uses the Mel spectrogram features of breath sounds as network input [6].
The extraction process includes: input audio data in wav format, resample the audio at 16kHz frequency,
set the window function to Haining window, window length 25ms, step size 10ms, perform short-time
Fourier transform on the audio to obtain the spectrogram, use 64-order The Mel filter group calculates
the Mel spectrum on the spectrogram obtained in the previous step, calculates log(mel-spectrum+0.01)
to obtain a stable Mel spectrum, and frames the frame for 0.96s per second, in which the frames are not
stacked. , each frame contains 64 Mel bands, and each second contains a total of 96 frames. The model
in this article uses the Mel spectrogram features of breath sounds as network input. Figure 2 shows an
example of a breath sound Mel spectrum.

Figure 2. Breathing sound Mel spectrum sample

The features used in the basic model of this article were selected in the frequency range of 100-
2000Hz. After preliminary experiments, when Grad-Cam was used to analyze the samples classified by
the basic model, significant low-heat areas were found in the high-frequency areas of their spectra. As
shown in Figure 3, the high-heat area in the figure represents the part that is more important to the
classification model, and the low-heat area represents the part that is relatively unimportant for target
prediction and classification.
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Figure 3. Grad-Cam analyzes raw samples

The model's focus on the input image is mainly concentrated in the lower half of the input image,
indicating that some areas within the audio high-frequency range cannot provide good features for the
model's classification judgment [7]. Further analysis reveals that many samples have blank areas,
especially in the frequency range 1500-2000Hz. This may have an adverse effect on the network
performance of this article. In order to optimize the model effect, this article selectively cuts blank lines
from the high-frequency areas of these spectra. The purpose of this is to ensure that the network focuses
on the area of interest and reduces interference in irrelevant areas, thereby improving model performance
[8]. This article chooses to cut out the area above the audio Mel frequency of 1500Hz. After pruning out
the high-frequency regions, the network starts paying more attention to the lower half of the
spectrogram, as shown in Figure 4.

-

Figure 4. Grad-Cam analyzes optimized samples

Conclusion

Grad-Cam helps explain why the deep learning model focuses on breathing sounds and lung
images and is the basis for disease diagnosis. The generated heat map of attention shows how much the
model pays attention to different regions, thus providing detailed information about the disease. This
visualization method helps to verify the reliability and accuracy of the model and increases the reliability
of the diagnosis. By observing the heat map, the doctor can better make a decision and check whether
the model focuses on areas related to the sound of breathing and lung diseases.
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obecrieuenus YHuBepcutera XsHans, KHP

— aCCUCTEHT Kadeapsbl
UH(OKOMMYHUKAIIMOHHBIX

texHonoruit bI'YUP

— CTapIIMi MpenojaBaTelib Kadeapsl
UH(OKOMMYHUKAIIMOHHBIX

texHonoruit bI'YUP

— HAYAJIbHHUK OTJIEJIa ONITUKO-MEXaHUUYECKUX
pazpabotok OAO «KoHcTpykTOpCcKoe 610po
«Aucrnein»

— K.(b.M.H., HavanpHUK JabopaTopuu B HUIL]
«KypuaroBckuit UHCTUTYT», MockBa, PO

— K.T.H, HauanbHUK [{enTpa 1.6 «Hayuno-
KOHCTPYKTOPCKUN LEHTP NEPCIIEKTUBHBIX
pPazvodJIEKTPOHHBIX CUCTEM CAHTUMETPOBOTO
Y MAJUTUMETPOBOIO IMAINIa30HOB JUIMH BOJIH»
BI'VUP

— K.T.H., JJOLEHT, TOLIEHT KadeIpbl 3alIUThI
uHpopmanuu YO «benopycckuit
roCy/1apCTBEHHBI YHUBEPCUTET
UH(POPMATUKU U PATUOITEKTPOHUKI

— cryaedt rpynnsl 163001 kadenpst
MH(POKOMMYHHUKAIIMOHHBIX

texHosioruii bI'Y1P

— MarucTpaHT Kadeapbl ECTECTBEHHBIX HayK
VYuusepcurera HAH benapycu

— acnupaHT Kadeapbl
MH(POKOMMYHUKAIIMOHHBIX
texHosiornii bBI'YP

— acniupaHT Kadeapbl QU3UKU U
KOMIIBIOTEPHBIX TeXHOJIO0ru MI'Y
uM. A.A. KynemioBa

— CTapIIMii MpenojaBaTelb Kadeapsl
MH(POKOMMYHUKAIIMOHHBIX
texHosiornii bBI'YP
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PobGaueBckuii Anexcaunap

JAmutpreBuy

PonyneBuu Anxkenuka OsieroBHa

Pomanosuy Bnaaucnas Hukomnaesuu

CepranoBckuii AjieKkcanap

AJleKcaHIpOBHUY

Cuxopckuit JImutpuii AHaTOIBREBUY

Corckuit Anexcuap bopucouu

Tumomkesnu MBan Baneprernuu

Toneitko Kupun I'ennaabeBuy

X3 Tao

[IBeTkoB Buktop IOpbeBuu

331 II3H

Yenukosa Buonerra BukropoBHa

Yrxao Naun

Umxuk Cepreit AHTOHOBHY

Ysap UMun

— CTyIeHT (hakynbTeTa HHHOPMAITMOHHON
6e3omacuoctu BI'YUP

— yuamasics YO «HanuoHanbHbIN 1eTCKUI
TEXHOMNapK»

— yuanuiicsa YO «HanuoHanbHbIN JeTCKUIMA
TEXHOMapK»

— yuanuiicsa YO «HanuoHanbHbINH JeTCKUMA
TEXHOMapK»

— K.T.H., 3aMECTHUTEJIb T€HEPAJIbHOTO
nupektopa OAO «I1IEJIEHI» no nay4Ho-
TEXHUUYECKOMY Pa3BUTHUIO

— 1.¢.M.H., podeccop, mpodeccop Kadeaps
(U3MKH 1 KOMIIBIOTEPHBIX TeXHONOTui MI'Y
uM. A.A. Kynemona

— Hay4YHbIH COTPYAHMK OT/EJA YKUIHILIHOIO
xo3sicTBa, nuucturyTa JKKX HAH benapycu

— cryaent rpynmnsl 163001 kadenpst
WH(HOKOMMYHUKAIIMOHHBIX

texHosoruit BI'YH1P

— MarucTpant kadenpsl
WH(HOKOMMYHUKAIIMOHHBIX

texHosoruit BI'YUP

— JI.T.H., Ipogheccop, 3aBeayrouuii kadeapoit
MH(POKOMMYHHUKAITMOHHBIX TEXHOJIOTUMA
BI'YUP

— MarucTpant kKadeapsl
MH(POKOMMYHHUKAITMOHHBIX

texHonoruit bI'YUP

— CTapIIMi MpenojaBaTelb Kadeapsl
UH(OKOMMYHUKAIIMOHHBIX

texHonoruit bI'YUP

— MarucTaHT Kageapsl
UH(OKOMMYHUKAIIMOHHBIX

texHonoruit bI'YUP

— 1.T.H., mpodeccop, akanemuk HAH
benapycu, riaBHbII HAyYHBII COTPYIHUK
1a00paToOpry HAHOIIPOLIECCOB U TEXHOJIOT U
WNucTuTyTa TEmno- 1 MaccooOMeHa UMEHU
A.B. JIsikoBa HAH benapycu

— acupaHT Kadeapbl
MH(POKOMMYHHUKAITMOHHBIX

texHonoruit bI'YUP



43.

44,

45.

46.

[[TaBnoBckuit CranuciaB AHApeeBUY

[eBuyk Okcana ['enHanbeBHA

[IunoB Aptyp Biagumuposud

[Iyxa Bsauecnas CepreeBuy

— yuanuiicsa YO «HanuoHanbHbINH J€TCKUIMA
TEXHOIAPK»

— K.T.H., JIOIEHT, TOLIEHT Kadeapbl
UH(HOKOMMYHUKAIIMOHHBIX

texHoaoruit bI'YUP

— cTapIIuii mpenoaaBatens Kadeapsl GU3NKU
Y KOMIIBIOTEPHBIX TeXHOJI0THil MI'Y

uM. A.A. Kynemosa

— CTyJIeHT Kadeapsl
UH(OKOMMYHUKAIIMOHHBIX

texHonoruit bI'YUP
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