
OT3bIB
o$r,rquaJlbHoro orlnoHeHTa Ha qvrcceprarluro Pa4roKeBl4rr Mapzurr JIreoBHbr
Ha reMy <OopvrllpoBaHae o6rqero ceKpera c rroMorrlbro cr4HxpoHr,r3r.rpyeMbrx
I4cKyccrBeHHbIx uefipo HHbIX cerefi Anfl Kpr4nrorpa$zuecKrrx ilprrMeHeszfi >

Ha coucKaHl4e yueHofi creneHr KaH1vrqara rexHlrrrecKax HayK
ilo crrequ€ulbHo crvl05. 1 3 .I9 - MeroAbI I,r cucreMbr 3arrlzru r,rH$opMarIHH,

nu$opnaaqraonnas 6egonacHoctr

1. CoorrercrBrle Aficceprarlrlfi cfleqrraJrbHocru u orpacJrrr HayKrr, rro
KOTOpbTM OHa rrpeAcTaBJrffeTcq K 3arrlrrTe

llo yponnlo nayrnofi u npaKTlrqecKoft gHa.rr4llocrll Ancceprarlvronnar pa6ora
coorBercrByerrpe6onanzxrra BAK Pecny6nzxu Eenapycr, [peAtrBJrqeMLrM K
Al{ccepralll4ounnrlr pa6orau Ha cor4craHr{e y.renoft cre[eul4 Kar^4r4p1ara rexHr,rqecK[x
HayK rro cfleqr.ruurbHocru 05.13.19 - Mero4rr Lr cr4creMbr 3arur,rrbr zn$opuaqran,
unQopnaaqzonuas 6esouacnocrr no [yHrcraM: <<Mero4rr r.r aJrropr,rrMhr Atrfl. anurtrsa rr
cr{r{re3a rpznrorpa(}urrecKr.rx, creraHouorpa$r.rvecrrx npeo6pa:oranrafi
uuQoprvraquu>, <Paspa6orra rroBLrx r{ roBErrrreHre e(f (perrznnocrr,r cyqecrByroqrx
TexHr.rqecKlrx r,r ![porpaMMHEIx cpelcrB 3arrIt4TBI nn$opuaquu>, <O6ecneveune
6egonacuocrlt nn$opnraquonHrrx rexuoJlorufi, nxlrouat reJreKoMMyHr,rKar${oHHbIe I{
un$oprr.raquonHrre crrcreMrrD.

2. Arcryanrnocrb reMbr Arrcceprarl[l
3a nocregnee Aecrrr{Jrerr.re na6nroAaercs 3narrr{TeJrLHrrft pocr rz6epyrpoa. C

pocroM qr4cJra uHTepuer-floAKJrrcqeuuux ycrpoftcrB u pa3BrirlreM rexHoJroryrfi yrpoeu
xu6ep6esonacHocrr{ crauoB{Tcr Bce 6olee cepresHrrMra r,r lpaArirlr,rouubre MeroAbr
xpr.rn'rorpa(fran reprror cnoro eQ$errriBHocrb. lloeronry Bo3Hr.rKaer norpe6nocrt n
pa:pa6otre HoBbrx 14 6onee rpnurocrofirrx MeroAoB o6ecueqeHr,rs 6egonacsocrur
AaHHLx. I4ccne4onannr s o6racur cr,rHxpoHlcr,rpyeMbrx ucKyccrBeHHhrx nefiponnrrx
cerei upe4ctaBJrrror LrHHoBarIrroHHufi uo4xog r o6ecneqenr.rro 6esonacHocrr4 AaHHrIX.
Pa:pa6orra rpznrorparpuqecKr,rx MeroAoB, ocHoBaHHbrx Ha ctrrD(pon[3r{pyeMbrx
ricKyccrBeHHBrx nefiponnrrx cerrx, Morrer rrpl4Becr[ K co3AaHr.to HoBLrx
lpaKTllqecKux peurennft Arrfr o6ecneqenus 6egonacnocttt AaHHbrx B cerl,I tr
IpLIJIOXeHI,trX.

B cBr3rr c Bbrr[er.I3JroxeHHbrM, TeMa Aucceprarllru Pa4oreauv M.JI.,
rlocBrrrleHHarr pa:pa6ome crpyKTypbr lr [apaMerpoB cr{nxpoH 3[pyeMbrx
uc(yccrBeHHlrx neipoHHrrx cerefi, no:nomroqnx (popuupoBarr ce(per rro orKphrrbrM
KaH€uraM cBfr3vt c nar.r6onee sosr4oxHofi rpuurocroftroctrro u mrpa6orra
peKoMeHAarlvi no rroBbrrueur{Kr xon([ugenqnanLHocrlr u 6rrcrpo4eircrlsus.
SopnrupyeMoro o6qero ceKpera, flBJrflerc.rr aKTyanbHofi .

3. Crenenr HoBIr3HbI pe3yJrbraroB, Koropbre BbrHocflTcfl Ha 3arrlr{Ty
B pesymrare pa6o'rsr noJr)AeHEr cJreAyprqfie HoBbre pe3yJrbrarbr:
l) 4aua orIeHKa fioreurllr€urbHoft cnoco6nocrrl TexHoJroruru cr4 HxpoHr,r3t't pyeMbrx

[cKyccrBeHubrx ueipounrrx cerefi (4anee - CI4HC) coorBererBoBarr rpe6onanuxu
lpaKTr,rqecKoro [pr,rMeHeHr{s B Kpr4 rrTorpaEr.[r; ooocHoBaHa clpyKTypa v 3uaqelJtrs.



lapaMerpoB CWHC, [o3BoJrrKrrq]rx oopMnpoBarb o6ql{fi ceKper c MaKc]rMEtrrEHo
Bo3MoxHofi KoHo[AeHrluanbHocrbro, o6MeHr,rBancb I.IHibopMaql,Ieft IIo orKpErrbrM
KaHEUTaM CBfr3Lr; peAJrOXeHbI BepOtTHOCTrrhre XapaKTepr{cTr,rKl{ AJIU orIeHKI,r
ceKperHocrri $oprr,rupyeuoft [ocJreAoBareJrbHocrr{ tr KoppeJrrrlrir{ c
rrocJreAoBareJlbnocrblo arargnorqefi ceru.

2) 4peAJro)KeH MeroA [oBhrrtreHrir ron(fr.r4enqnanbHocrlr r[oprr,rwpyeuoro
o6rqero ceKpera, 6aszpyroqnficr ua cyEIecrBeHHoM yMeHbrrreur,re KoppeJrrrlr{r{ MexAy
p$ynbraraMr{ cr,rHxpoHrnalll{u JreraJrbHbrx ceref n araryroulei cerLro 3a cqer
lpI{MeHeHI{t [HTerpaq]Iu pe3yJIbTaTOB MHOTOKpaTHO nOBTOpteMbIX CI,IHxpoHIlBaUId;

3) npe4noxex xou6r,rur,rpoBaHuhrft rraero4 (lopnrnpoBaHzrr o6qero ceKpera c
fioMorrlbrc 4ryxerannoft [porleAyprr, BKlroqarculnfi HenoJrH)iro cLtHxpoHv3arlurc
JIeraJILHErx VIHC wa uepBoM gTarle, o6ecfleql.IBaro[ryrc 3aAaHHyro cre[errb coBrra"4eHrrr,

Qoprraupyeuux cJIfIafiHbIx [ocJreAoBareJrrrrocrefi, r{ Ha BTopoM gTarre cofJracoBuurue
9TI,rx flocJreAosaremHocrefi rro MeroAy co racoBaHrur cna6o conna4[!ror4{x 6rnapnrx
nocJreAoBareJlrnocreft, o6ecueq[Earoqufi ycrofiullBocrb K tnBecrHbrM araxaM r{
ycKopeHlre $opnruporannr o6ulero ceKpera;

4) npe4noxen xou6unnporaxnrri MeroA c cerpernofi uoguQr.rxaqneft
pe3yJrbraroB cr,rHxpoHr43arlutr, 3axJrroqaroulufcr B ceKperHoM, He3aBuclrMoM Apyr or
Apyra [3MeHeHr,M 6[HapHbrx flocneAoBareJrbHocreft I,IHC A u B, c([opunpoBauubrx
[ocJre nepBoro gTa[a MeroAa, flo3Boirrrou1ffft rtpu He3Haqr,rreJrbuoM yBeruqeHr,rfi
KoJIIrFrecTBa o6Menos unoopuaqtreft, o6ecue.rnB rpunrocroftrocTb IIo oTHorueHr,rro K
aTaKe oTJrolKeHHbrM flepe6opoM, cotr3Mep]rrvfyro c Kpr{nTocTofirocGro cJqnral"ofi
6IEnapnofi uocJreAoBareJrbHocrr{ pa3MepoM 6onee 256 6uros.

4, O6ocnoBaHHocrb AOCTOBepHOCTb OCHOBHbTX pe3yJrbTaTOB

percoMeuAa qufi , cQop rvryJr rr po Ba H Hbrx B Arrccepra rlr r
OcHoeHsre BbIBoAbI 4auuofi Ar.Iccepragr o6ocuoBaHbr u noArBepxAeHbr

AocroBepHblMrr AaHHbrMrr. Concrarenr no4po6no paccMorpen n [poauaJrr{3r4poBarrr
Tercyqee cocrorrrr{e rexHoJrorr,rrl CWIC, a raKxe rulareJrruo npopa6oran
Teoperr,FrecKrlfi Qyn4arvrenr r{ yc[eruHo npoAeMoHcTp]rpoBaJr, rrro MeToA
(popuuponanux o6qero ceKpera Ha ocuoBe CI,IHC rraoxer 6rrrr er$$errzBHhrM c rorrxr,r
3peHHf, 6esonacHocrr{ r4 cKopocTr{.

Anzurus MareMarurrecKr,rx MoAeJrefi [poBeAeH
rofr,rqecKH o60cnoBaHbr. O60cnoBaHHocrb vr
rrp o B e.q e HHbrx r{ c c n eA o B aHr4 fi rr oATB ep)K.4 eH a :

- r,rMr,rTaur,IoHHbrM MoAeJI4poBaHI,IeM c IroMoulbro c[eq[aJrbHo ptBpaooTaHHoro
[porpaMMHoro o6ecnevenna;

yc:IoBr,rrx KoMnpoMerarl[rr rroAxoAoB, 6asnpyroqnxcr Ha flplrMeueHr{}r Krraccr{qecKr{x
oguocropouur.D( $ymrprft, paspa6arrroaeuoro rocyAapcrBeHrrbrM qpeAflplrrrneM
<<IiltuI T3I4).

O6utpre pe3yJrbrarbr Ardcceprarlvrr
HCCJreAOBaTenbCKkrX 3AAaq, V HX HOBr43Ha U

IIp eA CTaBJT e HH br Mpr p ac rr eT aMr4 LI I Kcrrep kr Me HT al[y,dl,,.

- npaKruqecKofi pea"Jll43arlnefi MeroAa SoplaupoBaHuf, o6qero ceKpera B

BbITEKATOT

nocneAoBaTeJrbHo, p$ynbTaTbr

AOCTOBepHOCTb pe3ynbTaToB

e$QerruBHocrb
IIOCTABJIEHHbIX

IIoAKperrJr.rrrorc.fl
Tarofi MeroAororuqe cnprir noAXoA



cBr.rAeTeJrLcTByeT o BErcoKoM Ha)AHoM )4)OBHe }I OTnr.rrrHofi MeToArrqecKoft rroAroTOBKe
colrcKaTeJl[.

5. Hayvnax, [paKT[rrecnafl rr gKoHoMtrrlecKafl 3rraqrlMosrB pe3yJrbraroB rr
ocHoBrrLrx no.noxexnft Ar{cceprall[[

Haynrax 3HatII,IMocrb pgynbraroB n ocuoBnbrx uoloxenr.rfi 3aKJlrrrlaerct B
Aanrnefiurerra pa3Bvrrwn rexHoJrorufi orKpbrroro ([opnrnpoaanr.rx KmoqeBofi
un$opuarg.ru c noMoulbro CI4HC, ycroftsfiBofi K coBorg/rrHocrrr Bo3Moxnbrx araK,
rrcloJrE3yrotrInx cr,rHxpoHr,Bal[{ro co6creeHHbx cereft c aTaKyeMoi ceruro.
flpzlraenenue B KarlecrBe vrorosofi 6nnapnoft nocJreAoBareJrbnocrrr o6o6qennuft
p$yJlbrar MHorolq)arno rIoBTopeHHbIx ctrHxponlrarlrfi c nououlrro o4noft cerv vrlrvr c
[oMoIIIbro HecKoJIbKI,Ix cereft 9Kc[oHeHI[,r€uIbHo )rMeHBIIraer Bo3MoxHocrr,r araKyroqr,D(
cerefi. I,Icuonb3oBaHr.re rpr,r eroM 4nyxetanxofi nporleAypbr ([opuuponannr o6qero
ceKpera Aenaer rexuoJrofirK) KoHlcypeHTrrofi ue 6esonacHocrl{ c lr3BecrHEIMI{.

llparruvecxax 3Har*rMocrb .garnroqdercs r paspa6orre a.Jrropr,rrMoB
$opnauporanr,rr KlroqeBofi nnQopyaqnu Ha ocHoBe CIIHC, orJrlrqarorptxca upocroroft
pe€UIIBaIII{r4, ue rpe6yronllo< 6onrruoro o6beMa npeABaprrrenbnrx grr.r[creHr.rfi.

6. Ilo.nnora ony6.nurconan[fl ocrroBHbrx p$yJrbraroB A[cceprarl[fi
Zgnoxeunrre B AucceprarluonHoi pa6ore Marep[€rJrbr, ocHoBHbre Hafruhre

[oJroxeHr{r r4 BbrBoArr ony6lnronanH n 12 ue.rarHrrx pa6orax. B:rou qncne 4 crarsu
B HarrHbrx x(ypHantx, 8 cmrefi lr Te3ucoB AoKrraAoB B c6opHr,rKax MaTepr4anoB
rou(pepexqzfi. Ypoaenr us a:auir, B Koropbrx orry6nr.rxoaanrr pe3yJr6Tarbr,
coortsercrByer rpe6oBaHnru BAK Pecrry6auxu Eenapycr.

B xaqecrse nar.r6onee 3rrarlllMbrx tIy6rllKarllrft Mo)KHo B6rAenr.rrr:
1. lonlrron, B. @, @opur.rpoBaur4e o6qero ceKpera c rroMorrlbro trcKyccrBeHHbD(

HeftpoHHBrx ceretrr / B. <D. fonr.rroB, M. JI. PaAroxes[q // CwcrevrrrLrir asurus u
rpLlKJraAH€u rHibopMarnKa. -2019. - Ng 2. - C.49-56.

2. PaAroxeBI4tI, M. JI. Vcureuue ceKperHocrr4 Kpr4nrorpa$uuecKoro KJnoqa,
crpopvzponanuoro c noMorrlbro clrnxpoHlr3rlpyeMbrx [cKyccrBeHHbrx nefipounux
cerefi /M. JI. Paarorenrau, B. (D. forlrros llVn$opuarura. -2020. -T.17, J'{b l. - C.
1 02-1 08.

3. PaAroxeBnrr, M. JI. Kona6prHr{poBaHHbrfi MeroA $opnaupoBaHr4t
KJIIOqa C IOMOIIIbIO CI{HXpOHVr3VrpyeMbrx r4cKyccTBeHHbrxKpHnrorpaszvecKoro

neftpounux cereft lM. JI. Pa.qorenrv, B. (D. forlrros ll [oxnaau Benopyc. roc. yu-ra
un(poprraarr.rrlr r paAlroeneKrponrrKr4. - 2021. - T. I 9, Ns l. - C. 7 9-87 .

4. PaAroreBuq, M. JI. Kovr6uHlrpoBaHHbrfi MeroA $oprr,rupoBaHr4fl
xpunrorparfuqecKoro Krroqa c ceKperrroft rrlo.4r.r$uraqueft pe3yJrbraroB
clrnxpoulrcarl[r{ r{cr(yccrBeHHhrx nefipounrrx cerefi l/ Cucreusuft aHarrr{3 Lr
rrpraKrraAHan nn$opvrarvKa. - 2021. - J\b 3. - C. 51-58.

5. PaAroxeBl{tr, M. JI. AHarus crofiKocru KoM6r{HHpoBaHHoro MeroAa
(poprr,rr,rpoaanr.ra rpnurorpa(puqec(oro KJrrotra c ceKperHoft rrlo4uqpuraqrefi
p$yJrbraroB crrrD(poHlr3arlurr ricKyccrBennrx nefiponnrx cercfi i M. n. PaAroxesrr //
Kouunexuras 3atrIrlra nn$opruaqru : Marepr4rrJrbr XXVII Hafr.-upaKr. ronS., Mocrna,
2416 uas 2022 r. - M.. 2022. - C. 122-128.



7. OqeHKa oQopruJreHrrfl Ar.rcceprarlnu
LlsroxeHrre Aucceprauuu coorBercrByer rpe6onanuxrr,r BAK Pecny6rurrra

Eenapycr. Matepuan [3Jro)r(eH [ocJreAoBareJrBHo, c ucrroJrb3oBaHr{eM o6rqenpznxrrrx
TepMr{HoB n o[peAeneHr.rfi. K ne4ocrarKaM oQoprralenna MoircHo orHecr[ o6wtue
o6osHa.reH[ft $usnvecrux BeJrnrrlrH c pa3JI]IqHbrMrl [oAcrporrHbrMrr rzHAeKcaM[,
3aTpyAHrroq[x Boc[purTne MaTep[€ura, a TaKxe oAHoBpeMeHHoe ]rcloJrB3oBaHLI e
aHnror3brrrHbrx rd pyccKor3rr-rurrx a66pennaryp lr3BecrHbrx rexnonorurft .

8. Coorrercrrne uayvnofi rna.lnQnrcaqnl coucKarera yuenofi crerreHlr, Ha
KOTOpyrc OH flpereHAyer

flo ypornro Bbr[oJrHenrrr Ar{cceprarlrroHnoft pa6otr r.r BaxHocrr{ rroJryqeHHrlx
p$yJrlTaroB r<rann$zraqnr coLlcrareir{ coorBercrByer rrpucyxAeHrar yvenoft crerleH[
KaHAr,rAara TexHrrqecKr{x HayK.

9. HeAocrarrcrr Arrcceprarln[.
B xa.recrse HeAocrarKoB ArrcceprarlrroHuofl pa6orrr MoxHo orMer[Tb:
1. I,IcnonrsonaHfie MeroAa <popunponannx o6rqero ceKpera rrpeAlroJlaraer

lpoBepKy ero r,rAeHTr{rruocru MexAy a6onenrault c rIoMoIIIbIo xsur-$ynrqzn, Koropa;I
rBJrfleTcr oAHoHanpaBnennofi $ynrqueft. floetorvry He coBceM KoppeKTHo crlltraTb, qTo

.{aHubre MeroAbr He r4cnonrcylor raKI,Ie SyHrqr.ru.
2. BegouacuocTb MeToAa Qoprvrnponaur,rs o6qero ceKpera c I{crIoJIb3oBaHI4 eM

cuuxpoHll3rlpyeMLrx rrcKyccrBeuurrx nefiponnru< cetefi orpanuqeHa I4cKJIIoqureJIbHo
I,IHC TPM-apxr.rrercrypu (TreeParityMachine) r rapaMerpaMu lpaAInquoHHEIx
nefiponnrrx cerefi.

3. Ittg 6unapnr"rx flocJreAoBareJlrnocrefi MoxHo r4cloJrb3oBarb pzt3rllrquhle

Qyrxquu Ia orrepaqfil-t, au€urofr4rrHble cBeprKe, B 3aBI,Ic]IMocrLI or KoHKperHbIX 3aAaq LI
qenefi. OAnaro n pa6ore Apyrue Syurqr.rr He [peAcraBJreHbl.

l0.3arcmoqeHue
,{lrccepraquonnaa pa6ora PaArores[q Mapvtrrr Jlrsosurr raarfircana Ha

aKTy€urbHyro TeMy, BbIloJIHeHa Ha BbIcoKoM Ha) IHOM ypOBHe, [peACTaBJIteT naynrufi
v uparcrtlqecKufi unrepec rI cBI,IAereJIbcrByer o nrrcoroft xayvnoft xnanu(pmaqran
aBTopa.

Hayruue [oJroxeH]It I,I BbrBoAbI, I,I3JIoxeHHbIe r pa6ote, apryMeHTI4poBaHhI
Teoperr4rrecKu r{ no,qrBepxAenrr npaxtzrofi .

OcnosHrre noJIoxeHI,It Ir BrIBoAEI, Ir3JIoxeHHEIe B Al,Iccepraluu, op[n'IHauIbHbI LI
sBJrrrorc{ pe3yJrbraroM Ha)AlHo-I,IccJlegonarelrcroft pa6otI, npore4ennofi aBTopoM
rroA pyKoBoAcrBoM pyKoBoAI,ITeJIt - AoKTopa rexHI{rIecKLIx nayr, upo(peccopa
forlprroBa B.O.

Co4epxaHHe aBTopesepara cooTBeTcTByeT IIoiIoxeHH.'IM vr BbIBoAaM,

tI3 JIOXeHHLTM B At4CCepT A\Vpr.

flpe4craanennafi \Lrccepra:q;l,fi Ha corIcKaHI,Ie yvenofi cre[eul{ Ka''r'g.v4ara
Texur{lrecKLrx HayK yAoBJlerBopter rpe6onanurlra u. 20 flonoxenux BAK Eelapyclt,
rrocKonbKy coAepxrrr HoBbre HafrHo o6ocnosauHble p*yJlbrarbl, IicloJlb3oBaulle
KoropErx o6ecneqnsaer pe[IeHI{e saxHoft upaxtr.ruecxoft 34aviLr - (f oprr,rupoaanne



o6[dero ceKpeTa c floMotrlbro crrHxpoH]I3r'rpyeMblx ]IcKyccTBeHIIEIX HefipoHHEIX CSTeft

AJrr Kpr4[Torpa$r.recrru< npr.rnoxenr.rft E cooTBeTcTByeT cueqllaJlbnocru 05'13'19 -

(MeToABr r{ cucTeMLr 34rTU{TEr LlHabopMarluu, r4HoopMaIIUOHHat 6e3o[acHocTb).

creueur KaHAT4AATa HayK MOXeT 6rrtr npncyx4eHa PaAIoKeBI.I'I M.JI. 3a

o6ocHoBaHr.re crpyKTypEr r,r 3rrarreHr.rfi [apaMeTpoB zHC, uo:nolfloqn< sopvltpoBaTb

o6rqufi ceKpeT c MaKcuMaJI6Ho Bo3MoxHoft ronQn4enqLI,IJIbHocTbIo; parpa6orxy

MeTOAa [oBbrrrreH]rJr KOHs[AeHrI[arbHocTr.t <f opnaupyervroro o6qero ce4peTa,

6a:rapyroquftcr Ha cyqecTBeHHoM yMeHbIIIeHlIe KoppeJLttq[I'I MexAy pe3ynLTaTaMI'I

cuHxpoHl{3aqltlr JIeftuIBHbrX Cerefi I'I araKyloqer cer6lo; pa-:pa6oncy

KoM6r.rHripoBaggoro MeToAa ([oprulrponannx o6qero ceKpeTa c IIoMoIIIbIo AByxgTalHofi

fipoqeAypbr, BKnroqarcqtrfi HeIIoJrnyIo crrHxpoHn3aql4o JIeftUIbHbIX klHC sa flepBoM

siaue, o6ecnequB€uoqyrc 3aAaHl{yrc CTeueHb coBIIaAeHI,It' $oprrrupyelr'rux cJrflaftHbrx

rrOCJIeAOBaTeJrbHOCTefi, 14 Ha BTOpOM STaUe CO1;IaCOBaHve 9TI{x [OCJIeAOBaTenBHOCTefi

11o MeTOAy coHIacoBaHI t cla6o coBlagaloul[x 6nnapnux [ocJIeAoBaTeJIbHocTeft;

pa3pa6oTKy KOM6lrHIrpoBar{Horo MeToAa c ceKpeTHoft MOALIoI,IKaqneft pesylrtaron

Cr4 rIXpOHrBarI[tI, 3aKmOrI€UOqeftCf B CeKpeTIIOM, He3aB[CIIMOM Apyr OT Apyra

r6Me;eH[r,r 6ruapnux flocJreAoBareJrbHocrefi I4HC A 1a B, c4opM[poButHHblx rocJre

fiepBoro STarIa MeToAa.

O$uqnalruslfi ornoHeHr
3aBeAylolql4fi ra$egpofi
TeJI eKO MMyHI'IKaUI,IOHHbTX cl4 cTeM

YO EenopyccKafl rocyAapcrBeHlran
aKaAeMr4fl. QB.fl3Vr, ,

KaHAI{AaT TexHLIqecKVX HayK, AOIIeHT
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